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In-house legal's expanding role in cybersecurity
By Blake E. Garcia, PhD, Giuseppe Marletta and Antje Teegler

7

An international survey with 600 companies
involved and conducted by our cooperation partner
Association of Corporate Counsel shows that 40%
of the participating businesses have suffered a data
breach in the preceding year. Cyber attacks are a
major threat for companies worldwide. And this is
why Chief Legal Officers are increasingly taking
responsibility for the issue of cybersecurity. Antje
Teegler, Giuseppe Marletta and Blake Garcia know
all the relevant details.
Lia Usinger, Head of Marketing at BusyLamp,
introduces you to the 2022 Enterprise Legal
Reputation Report. As you will learn, the legal
department is a driver for transformation within
companies. And there is room for further development. The path ahead: Legal as a business influencer.
Warranty & Indemnity insurances (W&I) have
become an integral part of M&A transactions. It is
seen as a highgly efficient instrument which
significantly increases the speed and safety of any
M&A process. No doubt, Dr. Nicolas von Jacobs is
in favor of W&I insurances. For good reasons.
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In-house legal's
expanding role
in cybersecurity
Cyber attacks: A key concern for
businesses worldwide
By Blake E. Garcia, PhD, Giuseppe Marletta and Antje Teegler
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Goalkeeper needed: With cybersecurity now being such a key concern for businesses worldwide, plus the ongoing challenges being compounded by the COVID-19
pandemic, the role that CLOs play when it comes to dealing with and preparing for ransomware attacks is more important than ever before.
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40% of the 600 companies surveyed by the ACC Foundation
for the 2020 State of Cybersecurity Report: An In-House Perspective suffered a data breach in the preceding year. In fact,
the 600 companies from 36 countries, including Europe,
on average had 24 cyber incidents in one year!
When asked who in the organization was primarily responsible for coordinating the response to a data breach,
the most common answer was the chief legal officer (CLO)
in 21.2% of these companies, up from only 4.6% in 2015.
It was not the head of information technology (IT) at
18.5%, not the chief information security officer at 15.4%,
and not the chief privacy officer at 9.4% of these organizations.

With so much at risk, including damage to brand reputation, the liability towards data subjects, regulatory action,
loss of proprietary information, loss of business continuity, and potential executive liability, it is no wonder that
CLOs rank cybersecurity as the single most important issue facing their overall business today (see other top findings from the 2022 ACC Chief Legal Officers Survey).

CLOs play an important role in
cybersecurity
Cybersecurity breaches are on the rise, with the number of
serious cyberattacks on critical sectors in Europe nearly
douling in 2020 (see here), according to the European Union’s Agency for Cybersecurity. Recently, Microsoft was

affected by an attack that originated in Europe and eventually spread to 70,000 computers in their Asian offices (see
here), and in early 2021, the entire Irish healthcare system
was nearly taken out due to hacking in the context of a
major cybersecurity breach (see here).
These cases only represent a tiny fraction of what is occurring and showcase the new landscape that an in-house
counsel must navigate when it comes to the current cyber
landscape. They help highlight the various scenarios CLOs
are facing as they find themselves playing an increasingly
crucial role in cybersecurity both in terms of prevention
and mitigation.
CLOs are not only consulted on a response basis (once a
data breach occurs, for example), but they often play an
integral role in developing the underlying risk mitigation
strategy for the organization. 61% of survey respondents
say the legal department has a strong voice in setting the
company’s overall risk mitigation strategy alongside IT
and compliance, and 64% of CLOs regularly report to the
board of directors on cyber issues or, at least, do so on an
ad hoc basis.
In 2020, cybersecurity and privacy functions reported to
the CLO in 18% of companies, and this percentage was
even higher in the IT, professional services, financial, and
insurance industries. Even when the CLO does not directly oversee cybersecurity, they are still either a part of an
enterprise-level team with cybersecurity responsibilities,
or are in a leadership role on that team in 71% of companies.
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In cases where cybersecurity does report to the CLO, the
company’s cybersecurity program tends to take a more
proactive risk-based approach (i.e., they search for methods to meet various risks whether or not they are mandated by a regulatory requirement) rather than using a more
reactive, compliance-based approach (i.e., simply following the rules).

The number of in-house counsels dedicated
to cybersecurity is increasing
New national and international EU legislative compliance
requirements regarding information security and data
protection are placing greater responsibility on senior executives when it comes to their organization’s cybersecuri-

ty strategy. This trend has also been reflected in the numbers of companies reporting the increase of in-house
counsels now solely dedicated to cybersecurity. In 2020,
36% of legal departments reported to be spending more
because of their organization’s approach to cybersecurity
and this has been increasing over time from only 23%
saying so in 2015.
A survey of companies by British security firm Sophos
found that the average cost of a ransomware attack increased significantly in 2021. The survey estimated that
the average cost of an attack for 2020 was $761,106, but by
2021 that figure had risen considerably to $1.85 million.
The calculated cost took into account the cost of insurance, business loss, clean-up, and any ransomware pay-

ments and reflected the growing complexities of cyberattacks.
In the context of the ACC Foundation’s report, findings
saw that departments had increased their legal spend as a
result of increasing and tightening their cybersecurity approach. This spending pattern aligns with what we are observing in hiring patterns. In 2020, 18% of companies had
at least one in-house lawyer with formal responsibilities
related to cybersecurity issues, a six-percentage point increase from 2015.

“In-house counsels share their
organization’s most sensitive data with
outside law firms.”
In larger companies with fifty or more legal staff, this percentage jumped to 44%. In 60% of those companies, this
lawyer (or group of lawyers) has not simply focused on a
small number of specific aspects of cybersecurity, but is
also responsible for coordinating the cyberlaw strategy
across the entire enterprise, including in areas such as incident response, supply chain concerns, product/service
development, labor/employment, regulatory compliance,
legislative policy, and PR crises. In most cases, these dedicated cyber lawyers are executive-level lawyers.
With cybersecurity now being such a key concern for
businesses worldwide, plus the ongoing challenges being
compounded by the COVID-19 pandemic, the role that
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ADVERTISEMENT

CLOs play when it comes to dealing with and preparing
for ransomware attacks is more important than ever before. CLOs should jump at this opportunity to gain a wider influence over implementing policies and strategies
within their companies and embrace their growing roles
as businesses continue to learn how to navigate a world
that is increasingly online.
To learn more about this topic, these ACC resources might
have the solution you are looking for:

• Cybersecurity is one of the top three issues for chief
legal officers — learn the basics and how to work with
your technology department (see here).

Zu Recht nichts
mehr verpassen:
Folgen Sie uns
auch auf LinkedIn!

• Connect with like-minded peers and tap into the wisdom of the crowd when tackling your company’s risk
management challenges, or starting a new cybersecurity initiative. Join the ACC IT, Privacy & eCommerce
Network to exchange ideas and expertise on policies,
best practices and more (An ACC membership benefit, see here).

• In-house counsels share their organization’s most sensitive data with outside law firms. Yet 70% of legal departments have no tool for assessing their law firms’
data security, and nearly 30% are dissatisfied with the
current methods. Check out the Data Steward Program
that gives legal departments a push-button tool for assessing law firm data security, consistent with their organization’s most rigorous information security requirements, at no cost to in-house-counsel. ß
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Legal as a
change agent
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Transforming materiality across the
enterprise
By Lia Usinger

Contract lifecycle management, artificial intelligence, and machine learning tools have the capability to expedite the entire contract process, from document
generation and redlining to e-signature and finalization. This acceleration can pilot faster decision-making on how to push contracts through review cycles, renewals,
and negotiation.

T
Lia Usinger
BusyLamp GmbH,
Frankfurt/Main
Head of Marketing

l.usinger@busylamp.com
www.buylamp.com
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he world we live in is continuously shaped by waves
of colossal transformation. The discovery of fire.
The introduction of language. The systematic application of law and order, the development of jurisprudence and establishment of trial by jury. Johannes
Gutenberg’s invention of the printing press. The Age of
Enlightenment, the Scientific Revolution, and the
ever-evolving communications and technology zeitgeist
of today.

mation to cybersecurity, including enterprise resource
planning (ERP), sales and marketing customer relationship management (CRM) tools, and the 21st-century
revolutionization of supply chain management (SCM) and
human resource information systems (HRIS). When it
comes to change, though, one might argue that legal operations, a relatively young function in the enterprise, has
not always made the boldest of leaps towards digital modernization.

Such modern metamorphoses encompass the manners in
which businesses manage everything from financial infor-

However, the 2022 Enterprise Legal Reputation (ELR) report — a
multinational study commissioned by BusyLamp’s parent

Previous

Content

Next

7

L egal Ma r ke t

company Onit, that spotlights the perceptions enterprise
employees have of their legal departments and the way
legal professionals view their interaction with internal clients — uncovered some striking insights. First, the ELR
found that the legal department is perceived by nearly four
out of five respondents worldwide (78%) as a protector of
the company, their employees and their assets, providing
excellent advice.
And perhaps most urgently, the ELR report also revealed
that legal teams have the power to influence materiality in
every corner of the enterprise, from revenue generation
and operational efficiency to overall corporate culture.
In short, Legal has the potential to be a powerful agent of
change for the future of a business.

Legal as a driver of transformation
In a profession driven by policies, precedents, and statutes,
“change” hasn’t necessarily scaled the mountainous list of
asks and tasks for legal departments. But it is far from absurd to expect Legal to become a driver of change. As a
business authority, the legal department exists to mitigate
risk and maintain corporate stability. This points to Legal
as not only part of the process, but integral to the creation
of new policy.
Almost two-thirds of German enterprise employees interviewed (64%) report a positive relationship with their legal department, and, when compared to other legal departments globally, German teams are worldwide leaders
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in responsiveness (91% acknowledge a “moderately” or
“very” responsive nature). By banking on these collaborative partnerships and insights to manage topline revenue
and procuring service providers and vendors to become
more operationally efficient, Legal can also exercise a distinct impact on materiality, stand out by competitive differentiation, and further protect and promote their brand.
Through these measures, Legal will show it is not just a
back-office function, as it is often historically viewed, but
an emboldened and forward-thinking leader.

layed deal cycles. If 50 salespeople are stuck on deals and
miss their numbers, for most enterprises—many of whom
are public—this can be materially deleterious to earnings
calls, forecasts, stock prices and ratings, and company valuation.

“Almost two-thirds of German enterprise
employees interviewed report a positive
relationship with their legal department.”

Here are three key ways in which Legal can enable change
and spark material growth:

Accelerating revenue generation
While most enterprise employees are confident in Legal’s
ability to negotiate and German respondents are the least
likely to believe that annual revenue is lost by poor negotiation, the ELR report also shows that half of the respondents still express concern that overly laden processes, an
overabundance of caution, and that the lack of resources
adversely affects deal cycles. Nearly half of German employees (48%) also consider Legal “bureaucratic”, leading
to more than two-thirds (68%) occasionally bypassing the
legal department, even if it is against company policy to do
so. Additionally, one in 10 respondents globally is concerned that the legal department perilously lengthens the
time to close and win deals.
10% may not seem overly significant, but when one applies those figures to that of a corporation with 500 salespeople, 10% equates to 50 salespeople experiencing de-
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The silver lining: Cutting the time to seal deal agreements
by weeks or months can truly alter the financial outlook
and earnings. Germans are the most likely globally to believe the legal department’s main goal is to provide good
service to its clients; respondents also feel Legal has a positive impact on sales and revenue (58%). More than half
(51%) also believe that the department actively accelerates
deal cycles. By initiating a conscious effort to cultivate
flexibility and challenging and replacing legacy paradigms
with optimized processes, deals can be won faster and
then more deals can be made (and won), advancing business growth rates and effectively maximizing revenue generation.

Harnessing AI for operational efficiency
But is effective the same as efficient? And just how much
faster can faster be?
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One element is clear: Legal no longer has the option of
saying “no” to cutting-edge technology like artificial intelligence (AI), especially in a macro market featuring inflationary risk, rising interest rates, and geopolitical conflict.
Though tech adoption can feel daunting, contract lifecycle
management (CLM) powered by AI provides a major opportunity for legal operations teams to materially transform the business.
Only 54% of legal professionals say their CLM is currently
automated, however. But every functional group of an enterprise creates and manages contracts. According to the
ELR report, two in five legal respondents (40%) spend
four to five hours each day with reviewing contracts. In
Germany, that number skyrockets to one in five spending
up to eight hours daily—almost the entire business day,
work week, quarter, and fiscal year! Is this how high-powered legal professionals should spend the bulk of their
time? And does spending at least half of every legal professional’s salary on contracts seem operationally or cost-efficient?
There can be no revenue recognition until contracts are
signed. CLM, artificial intelligence (AI), and machine
learning (ML) tools have the capability to expedite the
entire contract process, from document generation and
redlining to e-signature and finalization. This acceleration
can pilot faster decision-making on how to push contracts
through review cycles, renewals, and negotiation.
Additionally, studies have shown that automation can
boost both operational and cost efficiency by more than
50%. In the context of a company with 20 lawyers that re-
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views, on average, more than 9,000 contracts annually,
this corresponds to the same team processing nearly 5,000
additional contracts each year. If legal operations take
control and integrate these tech tools into their processes,
legal teams can focus on business-critical tasks of higher
value and complexity, more important matters of materiality, and overall operational excellence—saving legal
teams time and money (and time, as it has been said, is
money).

Elevating innovation and inclusivity
Innovation is the antithesis of stagnant thought. Inclusivity encourages new voices to contribute to a company’s innovation. Legal, then, is an essential component in the
success of both.
There can be no material growth without a valuable product or service, and the ELR report shows that more than
three in five (61%) legal professionals believe they play a
prime role in positively impacting their businesses’ abilities to innovate and differentiate competitively by protecting company patents and intellectual property (IP).
Beyond the realm of ideas, it is people who are the atomic
units of a business. As a protector of the business, there is
a rising urgency for Legal to influence corporate culture
and values and become an advocate for diversity, equity,
and inclusivity (DEI), which are fundamental to bottom-line operational efficiency and materiality. Fortunately, four in five (80%) enterprise employees view Legal as a
great partner for procuring vendors and services, and
more than half of the respondents (52%) worldwide—and
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nearly two out of three (64%) in Germany— say their department and companies are now prioritizing vendor diversification.
Being the protector of the business means protecting not
only how but also the “by whom” such business is accomplished. By taking a bold approach to introducing new
initiatives that laud respect, communication, and collaboration, and becoming more contributory to the growing
culture of the business, Legal will embrace true protection
for its constituents.

The path ahead: Legal as business influencer
“In a world that is changing really quickly, the only strategy that is guaranteed to fail is not taking risks,” said Meta’s
CEO Mark Zuckerberg.
Change and comfort rarely go hand-in-hand. But Legal
can—and should—act as a catalyst in changing the game
moving forward. By leveraging a metamorphosis of technology adoption and delivering on the promise of an equitable culture, Legal will transform its businesses efficiently
and materially, redefine itself as a true protector, and establish its evolution for the next generation of lawyers. ß
Editor’s note: BusyLamp, an Onit company, is a long-standing cooperation
partner of Deutscher AnwaltSpiegel, a sister magazine of BusinessLawMagazine. With offices in Frankfurt, London, and New York City, BusyLamp is a
partner committed to optimizing legal operations innovation and improving the
efficiency of in-house legal teams with legal spend and matter management
solutions around the globe. (tw)
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Stapled insurance
on the rise
W&I insurance in M&A transactions
© Björn Wylezich - stock.adobe.com

By Dr. Nikolaus von Jacobs

W&I insurance has become an integral part of transaction practice. Its importance for the involved parties is likely to increase even further in times of economic and
geopolitical uncertainty, as it is a highly efficient instrument that can significantly increase the speed and safety of an M&A transaction.

W

arranty & indemnity (W&I) insurance protects
buyers and sellers against the liability risks that
can arise from M&A transactions. Although
W&I insurance is not new, global economic uncertainties caused by the COVID-19 pandemic or the war
in Ukraine have increased the demand for it. In recent
times, a special case of W&I has come into focus: stapled
insurance.

Dr. Nikolaus von Jacobs
McDermott Will & Emery
Rechtsanwälte Steuerberater, Munich
Lawyer, Partner

njacobs@mwe.com
www.mwe.com
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In most cases, W&I insurance protects the buyer in the
event that the risks covered by the warranties and indemnities provided by the seller in the purchase agreement
(SPA) materialize. The insurance then fully or partially
covers the materialized risk. The shift from a buyer's to a
seller's market has also made W&I insurance more inter-
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esting for sellers. Sellers have increasingly decided to exclude their own liability for guarantees from their initial
drafts of the SPA, and instead refer to coverage via an insurance policy. In these cases, the insurance is structured
as a buyer's policy in which the insurer undertakes vis-àvis the buyer to assume responsibility for the seller's warranties and indemnities under the SPA.
Since, as part of an auction process, the seller is not only
interested that the buyer takes out the W&I insurance but
also that this is done in a quick and efficient process, he
often prepares the W&I insurance solution. This form of
transaction insurance is often referred to as stapled insurance.
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Stapled insurance has become increasingly common in recent years. In auction processes, in particular when financial investors sell, but it also applies to well-advised selling
small-to-medium enterprises (SMEs), sellers expect to
take out W&I insurance. Conversely, such a request does
not surprise a buying private equity investor. The instrument ensures transaction security and accelerates the process, making it favorable.
Stapled insurance distinguishes between soft stapling and
hard stapling.

Soft stapling
Soft stapled insurance means that the seller—mostly with
the help of an insurance broker—obtains quotes and submits non-binding offers to conclude a W&I insurance policy to the potential buyers. The broker first checks the seller's sample SPA and obtains offers from insurers on this
basis. For the offers received, the broker prepares a summary [a so-called Non-Binding Indications (NBI) Report], which the relevant bidder(s) can view in the data
room. The buyers can then choose to go either with the
proposed insurer or with another insurer of their choice.
For the early stage, when limited information is available,
the NBI Report sets out in relatively granular terms, the
following for the various insurers:
•
•
•

Policy amount (coverage amount)
De minimis
Entry threshold (first loss piece)
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•
•
•

Premium
Legal expenses
Buyer due diligence requirements
• Accepted liability regime
• A concrete statement as to which guarantees of the
seller's draft can probably be insured (depending on
subsequent buyer due diligence, etc.) and with which
qualifications, if any, or which aspects will be excluded
from insurance.
At the appropriate time in the process, the buyer takes
over the communication with the broker and selects one
of the insurances (or another one favored by the buyer)
with which they then take up the usual underwriting process.
The underwriting process is about the insurer being able
to understand the deal and the negotiations between the
buyer and seller. To that end, they will specifically ask to
see:

The final step of this process is the underwriting call between the buyer, the insurer, and the involved consultants.
This is primarily about:

• How the sales process played out
• The type and quality of information disclosed by the
seller

• The buyer's approach to due diligence; also related to
the different advisors and the scope of their mandate
• The relative strength of the negotiating positions of the
two parties and how that affects the final SPA
• Any remaining known concerns or identified issues
that are outstanding on the insurer's side as part of the
underwriting process.
This process usually takes at least three to five days, although, to be on the safe side, seven days should be allowed to clarify any outstanding issues and provide comfort to the insurer concerning clarifications and information where necessary.

• The SPA, including all attachments, namely disclosures, etc.

• Access to data rooms, including the index
• Any due diligence reports on the part of the buyer and,
if available, the seller
• The latest audited financial statements of the target
company
• The Information Memorandum, the Management
Presentation and other documents and information
prepared by the seller as part of the sale process.
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Hard stapling
Hard stapled insurance is characterized by the fact that the
seller specifies an insurer. The seller will usually go for this
option if he expects a highly competitive process, and he is
in a particularly strong negotiating position. In this case,
the insurer starts the underwriting process on the sell side
based on sufficiently thorough vendor due diligence reports. He gets access to the data room, takes part in underwriting calls on the sell side and negotiates the policy with
the seller.
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The purpose of the underwriting call is to provide the insurer with an understanding of the way the information
deposited in the data room was compiled, the placement
of the data room, the approach to the disclosure of information, the approach and scope of vendor due diligence
reports, and the sales process.
In the underwriting process of a hard stapled insurance,
the seller also negotiates the fees and premium with the
insurer. As a result, the insurer is ideally already able to
attach a final draft policy to the draft SPA.
As soon as the buyer is involved in the sales process, the
underwriting process on the buyer side then runs parallel
to the buyer’s due diligence and the purchase agreement
negotiations, as described above in the soft stapled section. If necessary, the terms of the policy are adjusted. As
regards timing, hard stapling should allow at least 48
hours for the underwriting process on the buyer side.

Effects on the purchase contract
The draft purchase agreement of a sale process is typically
provided at the end of the due diligence process. If a W&I
insurance is to be included in the process, the parties negotiate the SPA and the buyer policy in parallel with the
underwriting process. If there are any changes to the guarantees in the company purchase agreement, the insurance
policy is adjusted accordingly.

takes to take out a standard W&I policy; the respective
policy is typically provided as an annex. The W&I clause
provides for a limitation of the seller's liability to an
amount of €1 for the warranties and indemnities, irrespective of whether the policy has been validly concluded or
whether the insurer will pay in the event of risk realization. Recourse claims are excluded.
Overall, the insurance solution shifts any materializing
risks to the insurance company, which is why, on the one
hand, deadlocks can be avoided when negotiating the liability regime and the SPA can be negotiated more quickly
overall. On the other hand, the need for collateral (escrow) is also eliminated.

Conclusion
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W&I insurance has become an integral part of transaction
practices. Its importance for the involved parties is likely
to increase even more in times of economic and geopolitical uncertainty, as it is a highly efficient instrument that
can significantly increase the speed and safety of an M&A
transaction. Considering stapled insurance in close cooperation with a broker in the early stages of any transaction
can add a completely different dynamic to a sales process,
to the benefit of both parties. ß

In case of a stapled insurance, the SPA is supplemented by
a “W&I insurance clause” under which the buyer under-
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Block E xe m p t ion Regulat ion fo r R & D

The new draft of
the R&D BER
What will change and what will stay
the same

© DC Studio - stock.adobe.com

By Fabian Klein

The new R&D BER is scheduled to apply from January 1, 2023. But companies can and should already now prepare: Agreements in force on December 31, 2022 will be
exempt until December 31, 2024 if they meet the requirements of the "old" R&D BER 2010.

O
Fabian M. Klein
Ashurst,
Frankfurt/Main
Lawyer, Counsel

fabian.klein@ashurst.com
www.ashurst.com
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n December 31, 2022, the 2010 Block Exemption
Regulation for Research and Development Agreements (R&D BER 2010) will expire. The importance of this regulation cannot be overestimated,
even though it is often overlooked. It allows for R&D
agreements to be exempted from the otherwise applicable
antitrust restrictions (subject to certain conditions), and is
particularly important where competitors join forces.

vious regulations. But it unfortunately fails to answer
many open questions, and provides new—and somewhat
disturbing—provisions for the “protection” of innovation
competition. Yet, it is a good opportunity to analyze the
changes and remind us of the requirements:

In March, the Commission already provided a draft regulation for a new BER (the R&D Draft). The draft is not
revolutionary. Rather, to a large extent, it updates the pre-

The R&D Draft covers six variants of R&D agreements:
Joint R&D with or without joint exploitation; contract research (where one party does research for the other) with
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Scope of application
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or without joint exploitation; and joint exploitation subsequent to joint R&D or contract research.
In principle, these R&D agreements continue to be exempt from the prohibition on cartels under EU Antitrust
law under—in summary—three requirements:

“An R&D pole is a specific research objective that cannot yet be defined as a
product or technology.”
The first requirement for this exemption is that all parties
have access to the final results for purposes of further research and development as well as for purposes of exploitation. Access must be granted as soon as the final results become available. This includes access to both the IP
rights and the necessary know-how, both of which may be
conditional on the payment of a remuneration (which
may not be prohibitive). For universities, research institutes and R&D service providers, access may exclude further exploitation.
The second requirement is that also access to background
know-how (not: IP rights) must be granted, provided that
(i) such access is indispensable for the exploitation of the
results and (ii) the agreement is an R&D agreement (joint
research or contract research) without joint exploitation
rights. Again, access may be made dependent on the payment of a (non-prohibitive) remuneration.
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The third requirement sets rules for joint exploitation.
Joint exploitation is only possible for results that are either
indispensable for the production of the contract products
(or the application of the contract technology), or that are
protected by IP rights or know-how.
In this context, it might be important that the R&D Draft
changes the definition of “IP rights”: This now only covers
industrial property rights and copyrights. Previously,
these two categories were listed as “including”. This restriction does not bode well for categories which cannot
be clearly allocated to either one of those, such as especially trade secrets or machine data. Yet, exactly these types
are becoming increasingly important. It is therefore
doubtful whether access to these types of rights needs to
be granted.

Duration of the exemption and market
shares
The duration of the exemption depends on the market
shares of the partners involved. If they are not competitors, the exemption applies for the entire duration of the
R&D activity, regardless of their market shares. If at least
two partners are competitors, the combined market share
of all parties may not exceed 25% at the time of conclusion
of the R&D agreement. In the case of contract research,
the maximum market share shall not only apply to the
parties involved, but also with respect to the funding party
and all parties with whom such funding party has entered
into R&D agreements in respect of the same contract
products or technologies.
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In the case of a joint exploitation after the R&D phase, the
exemption applies for another seven years, starting from
when the contract products (or technology) were first put
on the market, and continues even beyond that period, if
the combined market shares remains below 25%.

Protection of innovation competition
The most significant changes are made in respect of a
completely new category – innovation competition.
The R&D Draft states that an exemption cannot be granted if there is a risk that innovation competition could be
eliminated. It therefore contains an entirely new exemption requirement for situations where the R&D partners
are competitors with regard to innovation, namely that at
least three competing R&D projects by independent third
parties must exist.
Competition in innovation takes place if companies undertake independent R&D efforts (or could do so) with
respect to identical or interchangeable new products or
technologies, or with respect to R&D poles. New products
or technologies are such which do not exist at the time of
the conclusion of the R&D agreement and which will result in a new market and not merely improve or replace an
existing product or technology. An R&D pole in contrast
is a specific research objective that cannot yet be defined
as a product or technology, or that is much broader. The
legislator seems to have the somewhat romantic idea that
research is done for its own sake in these situations, and
that only later consideration is given to what might possi-
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bly be obtained as a result or where any result could be
applied to in a product.
In such situations of “innovation competition”, an exemption is only granted if three independent competing R&D
projects of third parties exist that concern the same new
products or technologies or pursue substantially identical
R&D poles. This assessment shall be based on “reliable
information” on factors such as the scope, status and timing of the (competing) R&D efforts, financial and human
resources, intellectual property rights and the third party's
capacity for exploitation and the likelihood thereof.
This will be a significant challenge for companies. They
not only have to show the existence of (likely very important and, thus, confidential) R&D projects of their competitors, but they will have to base this on reliable information—for which the R&D draft provides no help as to
how these may be obtained in a legally permissible manner.
As a result, the fundamentally important area of basic research, which is already subject to significantly higher
economic risks, is additionally burdened with considerable legal uncertainty. This can hardly be in the interest of
Europe as a research location.

Subsequent withdrawal of the exemption
Similar uncertainty is caused by the new statements on a
potential subsequent withdrawal of the exemption: Already now, the Commission (or the national competition

Issue 3 | September 2022

authorities) may withdraw the legal advantage granted by
the R&D BER in individual cases with effect for the future.
This is thus nothing new.
The new R&D Draft, however, now lists various examples
where this “could” be the case. The somewhat unusual legal wording is probably to be understood as meaning that
these examples are not legal presumptions, but mere indications without concrete legal effect. The situations include that the R&D efforts of third parties or their market
access are significantly restricted by the agreement; the
parties fail to exploit the results of their R&D activities visà-vis third parties without a justification; or that the contractual products or technologies are not in effective competition with other similar products, technologies or processes in the internal market.

“Agreements that have already been
concluded should be reviewed and
adapted beyond December 31, 2024.”
All of these “examples” are difficult to grasp, and the parties to an R&D agreement will have a hard time foreseeing
or influencing such a situation (except for their own use of
the results vis-à-vis third parties), and the R&D Draft
again provides no help or clarification. However, simply
ignoring the abovementioned situations when concluding
one's own R&D agreements and “hoping for the best” is
not an option. Rather, companies should include these examples in their checklist for R&D agreements and consid-
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er, in consultation with the internal and external stakeholders involved, whether such a situation could arise
(and, if so, when—after the start of the R&D activity, or in
a subsequent exploitation) and how this could be responded to.

Outlook and to-dos
The new R&D BER is scheduled to take effect on January
1, 2023. Whether the current draft will apply as it currently stands or whether there will be (significant?) changes,
remains to be seen. But companies can and should already
now prepare (to some degree):
Agreements in force on December 31, 2022 will be exempt
until December 31, 2024 if they meet the requirements of
the “old” R&D BER 2010. It might thus be a good idea to
conclude agreements still this year, especially where the
R&D phase will not last beyond 2024.
New agreements or agreements that run beyond December 31, 2024 must meet the requirements of the new R&D
BER. For these agreements, the provisions of the new
R&D BER should be considered, and consequently the
legislative process should be closely monitored.
And don't forget: Agreements that have already been concluded should also be reviewed and, where necessary,
adapted if they are valid beyond December 31, 2024. This
is likely to become particularly relevant for exploitation
agreements. Here, too, however, it is advisable to closely
observe the further developments for the time being. ß
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We’re in a highly polarized era with the political world more fraught then ever and the echo chambers of social media amplifying disinformation and dangerous
voices. These details have exacerbated the threat landscape and empowered groups and individuals to pursue extremist agendas.

A

cme Private Equity Partners (not their real name)
had been dodging critics for years. One of the more
successful middle-market firms in their region,
they found themselves in the crosshairs of anti-capitalist groups who attacked their business model.
Acme tried a variety of strategies – from engaging in a
discussion to ignoring these groups – but found itself facing increasingly strident rhetoric from critics.
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When several partners became aware of chatter that
seemed to be turning violent, they decided to seek expert
advice.

An evolving danger and…
At the recommendation of their attorneys, a corporate intelligence and security firm was called in and immediately
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began a deep dive into the antagonist organizations. Already familiar with the organizations in question due to
years of experience tracking extremist groups, this security firm uncovered which individuals were truly concerning through a combination of artificial intelligence (AI)
tools and human analysis of the forums these groups utilize, as well as the chat rooms they frequent on the Dark
Web.
As the security firm whittled down the number of individuals of concern, one person stood out. His violent rhetoric
and promises to take action distinguished him from others. When he talked about disrupting an upcoming event
Acme was hosting for hundreds of attendees, the security
firm sprang into action.
Liaising with event security, the firm provided photos of
the individual in question and briefed the team about the
particular threat to the client’s chief security officer and
their legal team. Local law enforcement and the FBI were
also notified through long-standing contacts at the security firm.

How to react accordingly
On the day of the event, the individual in question was
spotted attempting to blend into a protest group outside.
With security now covertly tracking him, he was seen trying to enter a side door. After marshaling their forces, the
security team confronted the individual, who was clearly
deranged and was armed with a pistol. They detained him
until law enforcement arrived. Ultimately, Acme’s event
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went off without a hitch, their attendees unaware of the
danger that had been neutralized.

can interpret them and plan risk mitigation strategies to
keep people and businesses safe.

Interestingly, the extremist rhetoric against Acme cooled
afterwards, as if this antagonistic community understood
that Acme wouldn’t stand idly by as its business and staff
were threatened.

Some individuals and organizations are obvious targets.
Celebrities, politically affiliated lobbying groups and nonprofits, as well as pharmaceutical companies have all been
targeted for years by unhinged individuals and adversarial
organizations. But as society continues to atomize, other
companies have been pulled into the threat landscape.
Manufacturers of consumer goods might find themselves
a target based on political donations, a comment from the
CEO that inflames a subset of the population, or a faulty
product. The resulting negative sentiment can range from
general criticism on social media to much darker tactics.
Using AI-driven opinion monitoring over an extensive
period to mine trends can help companies better manage
the evolving threat landscape.

The threat landscape evolves over time with technology
and societal controversies. We find ourselves in a highly
polarized era with the political world more fraught then
ever and the echo chambers of social media amplifying
disinformation and dangerous voices. These details have
exacerbated the threat landscape and empowered groups
and individuals to pursue extremist agendas. Businesses
and high-profile individuals need to evolve with these
threats to make sure their fundamental operations and
their staff are kept safe. Anything less than that is negligence.
Tools to manage risks have also proliferated along with the
threats. AI has created amazing ways to help identify keywords and the individuals using them to highlight violent
rhetoric. Other technologies extrapolate outcomes and
scenarios that at-risk people and organizations should be
aware of.

What it takes
While these tools are modern wonders, they are of little
use unless they are paired with experienced humans who
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“But as society continues to atomize, other
companies have been pulled into the
threat landscape.”
Companies and high-profile individuals have taken a variety of approaches to mitigate these risks, but constant vigilance and a continued reevaluation of current programs is
called for. A company might have a corporate security
program, but it could be focused specifically on protecting
facilities and overlook a developing threat taking momentum in chat rooms. A high net-worth individual might
have a top-quality home and office security systems but
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might not be aware that an old real estate listing of their
house still exists online, offering a blueprint of their home
and how to target it to someone who wishes to harm them.

Inhouse Matters:

Going Digital,
Going International

Working with an experienced corporate intelligence and
security consulting firm that will develop a bespoke threat
monitoring program that suits specific needs is essential.
Small companies facing threats might find that using an
outsourced Chief Security Officer through such a firm
makes much more sense than taking on another full-time
employee. A company with a security program in place
could find that establishing a third-party threat monitoring program can be the force multiplier that allows it to
feel assured that overwatch is taking place to keep it safe as
it focuses on its core business. When a threat arises, that
same firm is ready to provide executive protection to any
threatened individuals, liaise with law enforcement, and
offer other customized risk mitigation strategies to meet
the moment.

12. Dezember 2022

Die Themen u.a.:
● AI und German Start-ups – what‘s next?
● Rechtsabteilungen in und nach der Krise –
Das „New Normal“ ist da. Wer macht was gut?
Was können wir vom Ausland lernen?
● Strategie und Management im Rechtsmarkt:
Welche Stellschrauben für Veränderung und
Innovation gibt es?
● Nach dem Digitalisierungsschub: Wie geht es weiter?
Was wird den Rechtsmarkt aus Providersicht prägen?

13 Uhr bis 18:30 Uhr
Frankfurt School of
Finance & Management

Im Anschluss:
Networking bei der größten Weihnachtsfeier im deutschen Rechtsmarkt!

The stakes are high
The issue for any sizable business, nonprofit, or any
high-profile individual is whether you’re evolving with today’s threats. The stakes are high and choosing an experienced partner, one that combines the most advanced
monitoring technologies with extensive human experience to interpret and act against those threats, is essential.
Taking shortcuts can lead to developments that a business
or individual might not recover from. The stakes are that
high. ß

www.deutscheranwaltspiegel.de/veranstaltungen/inhouse-matters/
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