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We would like to welcome Deloitte as our new strategic 
partner. We are proud to have the colleagues join our 
GoingDigital family. Sarah Droll and Thomas Fritzsche 
will introduce themselves by showing you the key to 
legally compliant data analysis. This certainly is a 
must-read.

Raluca Gheorghiu and Joachim Grouven share their 
insights with you. If you are interested in the most 
relevant legal automotive trends 2022, you should take a 
look at their thoughts in our Top 5 section.

So you think you and your company are ahead of the 
curve because you  have finally enacted your Corporate 
Social Responsibility (CSR) strategies? Well, you might 
have to reconsider: CSR was yesterday, Corporate Digital 
Responsibility (CDR) will be tomorrow, as Ivan Rasic 
knows. You should better be aware of this today.
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Legal	
automation	
trends	2022
The road ahead – 5 insights for 2022
By	Raluca	Gheorghiu	and	Joachim	Grouven,	LL.M.

I
n this issue Raluca Gheorghiu, Director Legal EMEA at 
UiPath in Bukarest and Joachim Grouven, Head of Le-
gal, Tax & Audit Automation at UiPath in Cologne 
present their combined insights into 5 key trends of 

Legal Automation in 2022.

1	 Improve compliance: 
Export control and know your customer (KYC) 
procedures will be a focus in 2022 considering the 
economic sanctions imposed against Russian 
companies and their affiliates, and the obligation of 
companies based in Europe and the United States to 
comply with such sanctions. Process automation 
will relieve the legal or compliance teams of the 

burden of undertaking detailed verifications for all 
transactions.

2	 A bot for every lawyer:  
Some of the larger audit firms have implemented 
global automation programs involving thousands of 
employees and giving them digital assistants to 
support their daily work. Watch for an increasing 
trend at larger law firms to explore automations on a 
global scale delegating work to a digital law clerk, 
sitting on the desk of every employee of a law firm 
and taking away repetitive paperwork.

2	 AI-driven analysis of legal documents:  
We foresee an increasing demand to analyze legal 
documents (contracts, NDA´s or legal correspond-
ence), be it in law firms, legal departments or courts. 
Especially in the area of mass-proceedings or other 
high volume document processing, it will be crucial 
to understand text based on meaning, regardless of 
the choice of words. This way the legal practitioner 
can find content no matter how it’s worded – out of 
the box and without extensive training with 
underlying data. Look out for the development of 
this advanced technology – it will be a game 
changer.

3	 E-discovery:  
Artificial intelligence (AI) and robotic process 
automation (RPA) will continue to dramatically 
improve critical legal processes. In the case of the 
e-discovery process — which involves volumes of 
structured and unstructured data that lawyers must 
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sift through — these technologies have a drastic 
impact on how legal teams spend their valuable 
time. Currently, 62% of lawyers already engage with 
some sort of e-discovery review or case analysis 
solution, up from 56% in 2018 and this will continue 
to grow.

4	 Court & Public Prosecutor Automation:  
This is one of the boldest predictions, but we foresee 
the increase of innovative automation trends in 
courts and among public prosecutor offices. 

Court administrators will assist their judges and 
court clerks in better managing voluminous mass 
proceedings in order to avoid bottlenecks and lengthy 
court proceedings. Many of the responsibilities of the 
court clerks are repetitive and follow strict and clear 
rules. Examples are registration of claims or automat-
ed notification of the involved parties about proce-
dural events and their ongoing changes. 

Public prosecutor offices will deepen their under-
standing of how to use automation to analyze vast 
data pools across regions in order to manage the in-
creasing volumes of cases.Æß
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Privacy	profes-
sionals	are	on	
the	rise	
Companies are managing larger 
amounts of complex data and the cost 
of non-compliance with privacy regu-
lations is higher than ever before, 
both from a financial and from a 
reputational standpoint. 
By	Blake	Garcia,	Giuseppe	Marletta	and	Antje	Teegler

The Data Governance Act, an act that will likely come into effect in summer 2023, will apply to all data, rather than just personal data. This act will mostly affect 
privacy professionals in the way and which their company makes use of public sector data.
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C
ompanies are managing larger amounts of com-
plex data and the cost of non-compliance with pri-
vacy regulations is higher than ever before, both 
from a financial and a reputational standpoint.  

Companies are increasingly realising the need to bring in 
additional expertise to ensure that they can conform and 
respond to these rising standards. As a result, the hiring 
of counsel for specific privacy professional roles is on the 
rise. However, when looking to fill these roles, compa-
nies must decide if they are looking for someone whose 
role is to simply advise on the relevant laws and how they 
can be interpreted, or if they wish to use this role as a 
greater opportunity for the legal department. One where 
privacy professionals take a serious and proactive role 
when it comes to decision making on privacy policy and 
how it affects wider business practices.  

CLOs have the ability to drive the privacy policy within 
their company from the ground up by using their exper-
tise to make key decisions and effectively instituting 
strong privacy policies across the business. Showcasing 
the unending value of in-house counsel and privacy pro-
fessionals beyond simply advising on the law, as the cor-
porate legal landscape continues to grow and expand 
every year. 

The growing role of privacy in business 

According to ACC’s 2022	Chief	Legal	Officers	Survey, 60% of 
CLOs expect an increase in privacy-related regulatory 
enforcement in their industry over the next year, and 

nearly 75% of CLOs expect the privacy landscape to at 
least “somewhat impact” their business operations. 
When asked to rate the top issues (out of 16 listed) in 
terms of their overall importance to the business, cyber-
security, regulation/compliance, and data privacy were 
by far the most important and have remained so for the 
past three years.

"With this first EU initiative in place 
regarding data legislation and more on 
the way, hiring legal professionals who 
will solely deal with an organization’s 
compliance on these issues appears to 
be essential for the future.“

Additionally, 55% of CLOs reported data privacy protec-
tion as an issue likely to cause the biggest legal challenges 
for their organisation, ranking second behind indus-
try-specific regulations at 66%. Compare this to as re-
cently as five years ago when only 27% of CLOs reported 
privacy as being an “extremely important” issue for their 
organisation. 

Privacy reports to the CLO in half of 
organisations 

ACC’s annual CLO survey report, along with several 
other ACC studies, have shown a clear and dramatic in-

crease in the importance of and focus on privacy issues. 
What has been unclear is where the privacy function sits 
and to what extent legal is involved. 

We know that legal staff in the smallest legal departments 
are typically generalists, having either to handle all legal 
work (including privacy) directly or allocate to outside 
counsel specialists. That said, 75% of responding depart-
ments said that privacy is managed exclusively in-house 
according to ACC’s 2021	Law	Department	Management	Bench-

marking	Survey. 

However, the 2022 CLO Survey shows that privacy 
(whether handled by an individual or as an entire func-
tion) now reports to the CLO in nearly half of all compa-
nies worldwide. In companies where the privacy func-
tion does not currently report to the CLO, 15% believe it 
should. Out of 21 business functions, privacy now ranks 
as the third most common reporting line to legal after 
compliance and ethics.  

Most common functions report to legal 

The CLOs role in regards to privacy matters cannot be 
overstated as businesses that have invested in and are 
prepared for security attacks have reported experiencing 
15%	fewer	breaches than those who are unprepared. And 
should a breach occur nevertheless, companies who are 
prepared suffer a lower financial impact and less down-
time before their systems are back up and running again.  
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Legal’s oversight of privacy is being demonstrated 
through the investment in privacy technology. 13% of 
CLOs believe that privacy issues will be their top re-
source challenge through 2022. 56% said they have al-
ready implemented technology solutions in preparation 
for complying with data privacy regulations, and 23% of 
CLOs report that they plan to adopt data privacy tech-
nology solutions to improve efficiency in the next year. 

Aside from privacy, the report discovered that CLOs are 
also taking on an even greater role when it com1es to 
compliance, ethics, risk, and regulatory affairs. Showcas-
ing the growing range of responsibilities that are now 
falling under their control, the central role CLOs are 
playing when it comes to major decision making and 
oversight within their company cannot be understated.

An increase in hiring and compensation is 
expected for privacy professionals  

The EU General Data Protection Regulation came into 
effect more than three years ago, and since then two-thirds 
of the world’s countries have enacted privacy legislation. 
General support for these kinds of privacy laws is high, 
sitting at an average of 83%	believing that laws such as these 
have a generally positive effect on business. For companies 
within the EU to ensure that they are compliant, they will 
have to place a greater focus and investment on hiring le-
gal counsel to help deal with this issue. 

19% of CLOs say they expect to increase the hiring of pri-
vacy professionals in 2022, which is up from 14% in 2021. 
This number is as high as 30% among larger companies 
(with more than US$10B in revenue), likely due to the 
scale and complexity of the privacy issues faced.  

The ACC Foundation’s 2020	 State	 of	 Cybersecurity	 Survey 
also showed that 24% of companies have a data protec-
tion officer, and 22% now have a chief privacy officer, up 
from 16% in 2015. 

Higher incomes are being awarded for 
privacy-related positions 

Along with our partner Empsight	 International	 LLC,	 ACC 
also collects extensive compensation data on dozens of 
in-house legal positions each year. The median base sala-
ry in US dollars for the three most common privacy roles 
in the legal department, Chief Privacy Officer, Privacy 
Director, and Privacy Manager, has increased since 2014, 
with Chief Privacy Officers showing the most substantial 
change. 

Over the course of eight years, the median base salary for 
this position jumped from US$ 190,000 to US$ 285,000 
(a remarkable 50% increase). Base salaries for Privacy 
Directors and Managers were the highest in 2021 as well, 
though the increase for those two positions was more 
moderate. 

A 2021 survey from the International	Association	of	Privacy	

Professionals (IAPP) found similar results. Their data 

showed that in just two years, the mean salary of a priva-
cy professional increased by approximately €4,950. These 
multiple data points highlight the fact that with these 
added responsibilities comes added value placed on 
these roles and potential personal gain for any in-house 
counsel wishing to pivot towards a privacy-focused role. 

The outlook for privacy in the legal 
department  

All indications show that the legal department’s strong 
focus on privacy is here to stay. On December 10, 2021, 
the EU reached an agreement on the	Data	Governance	Act, 
an act that will likely come into effect in summer 2023 
and will apply to all data, rather than just personal data. 
This act will mostly affect privacy professionals in the 
way in which their company makes use of public sector 
data. This comprises personal data, and their potential to 
share or reuse this data. With this first EU initiative set in 
place regarding data legislation, and more on the way, 
hiring legal professionals who will solely deal with an 
organization’s compliance with these requirements ap-
pears to be essential for the future. 

CLOs rank data privacy as a critical issue for businesses. 
Many oversee the function directly as part of the legal 
department and are also looking to hire privacy special-
ists in greater numbers. 

ACC will keep monitoring the evolution of privacy in the 
legal department. For further insights on how the priva-
cy function is structured and managed, keep an eye out 
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for our 2022	 Legal	 Department	 Benchmarking	 Survey (June 
2022), as well as the 2022 ACC Foundation: The State of 
Cybersecurity Survey (October 2022) for valuable in-
sights and trending data on the development of key pri-
vacy policies and practices.Æß
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The	key	to	
legally	
compliant	data	
analysis
GDPR and Personal Identifiable 
Information (PII)
By	Sarah	Droll	und	Thomas	Fritzsche

T
o be able to legally enable compliant transformation 
of personal and personally identifiable data in a 
flexible, structured, and simple way, companies 
need a framework with a sound methodology in 

conjunction with suitable tool selection. 

Beautiful digital world

Whether it’s booking, engaging in a transaction, or per-
haps sending an email, the undeniable underlying fact is 
that data is created with every click. These massive 
amounts of data henceforth permit companies to make 
statements about the status quo or create forecasts. As 
computing power increases, large volumes of data from 
different sources are increasingly being compiled, pro-
cessed, and analyzed in a structured and unstructured 
manner across the globe. Many companies are making use 
of this data in their analysis, optimization of their business 
processes, cooperation with suppliers, and performing 
marketing measures by which desired insights are gener-
ated. 

The possibilities of data utilization are immense and 
promising; however, they also pose a variety of challenges 
for companies of all sizes. This is due to a variety of factors 
such as the growing threat of cyber-attacks and data leaks, 
innovations in the General Data Protection Regulation 
(GDPR), and the continuously changing/evolving of soci-
ety's perspective on the issues pertaining to data protec-
tion. Companies must therefore increasingly protect indi-
viduals’ personal data and are obligated to be transparent 
in informing consumers about the storage and use of their 

data. This in turn raises not only the question of how con-
sumers are effectively informed about tracking options 
and the use of their data, e.g., for marketing purposes, it 
also raises the question about how individual’s data is ana-
lyzed and what their protected rights as natural persons 
are as it pertains to GDPR.

Discovery software has a long-established standard in forensic investigations 
that can be used to locate and redact data and metadata. However, this is often 
a manually driven and laborious process because it first requires the 
determination of which data should be redacted.
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Stress ratio between redaction and 
structural integrity

Clarifying the legal boundaries of when and to what ex-
tent personal data may be processed and analyzed is very 
important if personal data is to be used as the basis of a 
suspicious activity for investigation. Legally, narrow limits 
are often set by the GDPR in these cases. For example, 
sensitive data, such as e-mails or accounting system data, 
cannot be analyzed and included as "evidence" in an inves-
tigation without a justified reason. As to what conditions 
apply, and under which framework these conditions, pro-
cessing, and evaluation of personal data is legally permis-

sible, depends on many factors. They must be weighed 
individually in each case and formally assessed from a 
data protection perspective. If the processing and evalua-
tion of personal data has been declared permissible and 
data protection clearance has been granted for a forensic 
investigation, further measures such as the redaction, 
pseudonymization or anonymization of data must be im-
plemented to ensure that the sensitive data is protected 
throughout the investigation.

More than black-out: document redaction

Redaction of data is often required when data needs to be 
made available to third parties, for example, when "evi-
dence" is to be released to foreign authorities or opposing 
parties in a legal dispute, or when company data is to be 
transferred to potential buyers as part of M&A transac-
tions. Redaction serves to protect the rights of individu-
als/companies as it ensures that no personal data or confi-
dential information is disclosed. In the past, people essen-
tially took out their pens to make individual redactions on 
paper documents. In the current age of email and docu-
ment repositories, it is a technical and procedural chal-
lenge for companies to reliably remove personal data and 
other confidential information from electronic docu-
ments. 

Discovery software has a long-established standard in fo-
rensic investigations that can be used to locate and redact 
data and metadata. However, this is often a manually driv-
en and laborious process because it first requires the de-
termination of which data should be redacted. Further-

more, so-called Named Entity Recognition is increasingly 
being used as it enables automated identification of proper 
names and other entities (e.g., locations) using complex 
algorithms.

"Clarifying the legal boundaries of when 
and to what extent personal data may be 
processed and analyzed is very important 
if personal data is to be used as the basis 
of a suspicious activity for investigation.“

Regardless of the tools and techniques used, the require-
ments for document redaction and the resources available 
must be weighed individually in each case. Often, the first 
step is automatic redaction, followed by manual review 
and adjustment of the redactions to ensure the quality of 
the results in the second step. In view of advancing possi-
bilities, it can be assumed that fully automated redactions 
will soon be available, entailing new possibilities for the 
analysis of data, especially e-mail data. The essential ques-
tion that then remains to be clarified is to what extent AI-
based redactions can be recognized in court.

With technology and methodology to 
success

The toolset in the context of partial automation of docu-
ment redactions, which were performed using automated 

PII	-	Personally	Identifiable	Information	

Personally Identifiable Information or PII is any data that could 
theoretically be used to identify a specific individual. Examples 
include and are not limited to names, tax identification 
numbers, account data, and telephone numbers.

Pseudonymization

According to the GDPR, pseudonymization is "the processing of 
personal data in such a way that the personal data can no 
longer be attributed to a specific data subject without the use 
of additional information". If data could be made identifiable 
again with the help of available additional information, they are 
still considered personal data in accordance with the GDPR. 

Anonymization	

According to Article 26 of the GDPR, data is considered 
anonymous if it "does not relate to an identified or identifiable 
natural person, or [...] has been rendered anonymous in such a 
way that the data subject can no longer be identified"..
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redactions (based on rules or lists of terms to be redacted) 
already exists. Consequently, the need for a methodology 
that makes it possible to meet the technical requirements 
for pseudonymization and anonymization of structured 
data is obvious. Large volumes of structured data need to 
be loaded into a guided workflow where the contained 
personal fields can be easily removed or isolated. If neces-
sary, a controlled undo, i.e., a reversal of pseudonymiza-
tion, needs to be also possible for individual data points or 
the entire dataset.  Also, a maximum of flexibility in im-
plementing data protection requirements is needed. 

Our conclusion: by harnessing the power of pseudonymi-
zation and anonymization, organizations can realize the 
full potential of data while keeping compliant with 
GDPR.Æß
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VUCA	is	
replacing	the	
paradigm	of	
globalization	
What contributions can the Legal 
Department make? 
By	Dr.	Jürgen	Erbeldinger

T
he global economy is affected by more and more 
vehement crises. Risk- and Business Continuity 
Management are developing into central challeng-
es. What role can the Legal Department play and 

what contributions can it make in this context?

Vulnerable global processes

Global networking has never been greater than it is today. 
Global Sourcing and Just in Time concepts for production 

and supply chains are shaping economic life. In the past 
two years, we experienced the fragility of these structures 
in many ways: A container ship in the Suez Canal causes a 
supply bottleneck for microchips. Protective measures in 
the context of the Covid-19 pandemic in combination 
with BREXIT leads English gas stations to dry up. The 
temporary shutdown of coal-fired power stations in Chi-
na, aimed at reducing CO² emissions, is making magnesi-
um a scarce commodity, causing aluminum prices to sky-
rocket and the global economy to sputter. The list can be 
arbitrarily continued with disruptions caused by political 

The acronym VUCA intends to illustrate that the future will be characterized by volatility, uncertainty, complexity, and ambiguity.
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crises – due to populists like Trump and Johnson or auto-
crats like Putin and Erdogan – and those, resulting from 
climate change. 

VUCA supersedes globalization

What all these actual and/or potential disruptions have in 
common is that they can and will lead to significantly 
higher volatility – I.e., a greater range of fluctuation in 
prices, interest rates, exchange rates and volumes per unit 
of time – and cause considerably more uncertainty. At the 
same time, almost all experts agree that the complexity of 
economic processes will once again increase substantially 
because of the advancing digitalization (Internet of Things 
IoT, Digital Factories and Infrastructures IIoT, Block-
chain/Smart Contract). In this world, it will hardly be pos-
sible to clearly assess which measures trigger which ef-
fects. The acronym VUCA intends to illustrate that the 
future will be characterized by volatility, uncertainty, com-
plexity, and ambiguity. VUCA thus replaces the paradigm 
of growth and globalization.

Risk management was important and will 
become even more relevant

Climate change, BREXIT and the Covid-19 pandemic 
demonstrate that the VUCA future has already become 
the present. What all three crises have in common is that 
they caused massive disruptions or even interruptions in 
business operations as well as significantly harmed value 
and production chains. Business operations could not be 

continued or no longer be maintained to their full extent. 
If one analyzes the consequences of the disruptions, it is 
hardly surprising that companies with good risk manage-
ment, including appropriate Business Continuity Manage-
ment (BCM), were able to react more quickly and in a 
more targeted manner in the event of crises. These well- 
prepared companies were often clearly better protected 
than those who misunderstood Risk Management as tedi-
ously ticking off checklists and filling out of forms. Inter-
estingly, 9 out of 10 companies (own sample with 36 par-
ticipants) still see major room for improvement in terms 
of their Risk and Business Continuity Management. A 
complete (systematic) recording of the consequences of a 
business disruption and better coverage or insurance in 
the event of damage were named first in the list of possible 
improvements. 

Contracts as the foundation for a systematic 
illustration of risk consequences

The Legal Department can make a key contribution to the 
complete recording and systematic presentation of risks. 
The occurrence of a business disruption is equivalent to 
not being able to conclude new "contracts" with customers 
or not being able to fulfill existing obligations to the extent 
promised. If we look at the above cases, customers were 
usually affected first, followed by suppliers and partners, 
then employees and finally shareholders and stakeholders. 
A complete acquisition of all contracts and a systematic 
presentation of the economic consequences of non-com-
pliance with the contractually guaranteed services could 
be a first important contribution of the Legal Department 

to BCM and Risk Management. This representation can be 
well contrasted by looking at the actions that have been 
taken or will be taken within the framework of Risk Man-
agement and with how the protection for the occurrence 
of the incident looks. This makes any errors of action and 
gaps in hedging transparent. This systematic presentation 
of risk measures and the comparison with the necessary 
coverage is increasingly demanded by insurance compa-
nies to obtain coverage for certain damages. Systematic 
processing strengthens the negotiating position and sig-
nificantly reduces insurance premiums.

Contract analysis makes interactions and 
cluster risks transparent

The systematic acquisition of contracts can be used to 
make cluster risks far more transparent. A cluster risk al-
ways occurs when you have different risk carriers, but the 
individual risks are highly correlated and/or have com-
mon causes. For example, different logistics partners who 
all use the same transport route or even the same contain-
er freighter. To make these risks transparent, it is neces-
sary to correlate the production and value chains with the 
existing contracts. In our experience, this procedure has 
(too) rarely taken place in many companies.

Supply networks and resilience

When analyzing supply chains, or better supply networks, 
the level of detail of the analysis must be carefully bal-
anced. The more dependencies between partners are con-
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sidered, the more information is required to drive conclu-
sions and statements. If individual risks are analyzed too 
much in detail, the view for the big picture and major 
causal chains can get lost.

„It is exceptionally important to assess 
and estimate the adaptation times, which 
makes it possible to compare precau-
tionary or more general risk management 
measures over time.“

The problem can be addressed by looking at the resilience 
of a network or system as a whole and trying to assess it. In 
simple terms, resilience means that a system can respond 
to a disturbance, compensate for it and in the best case 
adapt to the new framework conditions. Therefore, it is 
exceptionally important to assess and estimate the adapta-
tion times, which makes it possible to compare precau-
tionary or more general risk management measures over 
time.

Changed contracts and partnership 
cooperation

Awareness of the susceptibility of supply networks and 
production systems to disruptions and the resilience of 
these systems should be reflected in contracts in the fu-
ture, especially regarding the regulation of the conse-

quences of non-performance. It will be of little use to use 
one's own negotiating power to impose risks on the con-
tractual partner that the latter cannot absorb or compen-
sate for in the event of a disruption to the overall system. 
In the future, collaboration and platform solutions will be 
central to meeting the challenges of the VUCA world.Æß
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CSR	was	
yesterday,	CDR	
will	be	tomorrow
Going beyond Corporate Social 
Responsibility
By	Ivan	Rasic

T
he software seems to be indeed eating the world, 
and our presence and activities are getting more 
and more digitized by the second. The high pace of 
change doesn't leave much room for pondering on 

all the implications of the new normal. 

And while it feels as if it were just yesterday that compa-
nies started enacting their Corporate Social Responsibility 
manifestos on a broader scale, companies may already 
need to complement said policies.

What, in fact, is Corporate Digital 
Responsibility?

Corporate Digital Responsibility (or CDR in short) is, 
broadly speaking, a set of values and rules that organiza-

tions use to govern their use of data and digital technolo-
gy. CDR certainly includes the compliance level rules and 
policies; however, it is much more than that. It also in-
volves organizational commitment to develop and use 
technology and data to benefit all the stakeholders and 
society at large.

Why is CDR necessary?

Companies and other organizations have been going 
through digital transformation for a while now, even be-
fore the COVID pandemic. And while technology offers 
great tools if used properly, they could also be perceived as 
threats in certain circumstances. The latter is true regard-
less of who uses the technology (humans or AI; however, 

Companies and other organizations have been going through digital transformation for a while now, even before the COVID pandemic. And while technology offers 
great tools if used properly, they could also be perceived as threats in certain circumstances.
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it seems the perceived fear might be more significant in 
the case of artificial intelligence).

Furthermore, we often feel that more convenient technol-
ogy will somehow remove bottlenecks within traditional 
channels (think about access to justice, for example). 
However, we can also forget that not everyone has the 
same access to technology as we do, which perpetuates 
societal inequalities.

With the increased pace of digitalization, public aware-
ness grows about potential issues and risks. More often 
than not, prior Corporate Social Responsibility frame-
works haven't considered technology and data handling. 
However, the recent changes and disruptive trends are 
calling for a quick reaction in that matter.

CSR and CDR – are they separate or 
inseparable concepts?

CDR is dynamic and constantly in development, so an-
swering the above question isn't easy. Some, however, con-
sider CDR to be an extension of CSR, the latter being more 
of an "umbrella" notion. Others cite CDR's nature and 
unique background as the reason to consider it an entirely 
novel phenomenon, one that requires its tools, values, and 
methods.

Suppose you are (hopefully) considering introducing 
CDR into your company's set of values. In that case, it is 
enough to understand, for starters, that CDR focuses on 
digital aspects of doing business and interaction with 

stakeholders. At the same time, CSR takes a broader ap-
proach towards the community. Arguably, the two sets of 
guidelines could have some overlaps, depending on the 
organization in question. However, every sound Corpo-
rate Digital Responsibility policy would have to consider 
some basic principles.

Critical aspects of a CDR policy

Rob Price, a Director at Alchemmy, a Business and Digital 
Transformation Consulting business, laid out a Corporate 
Digital Responsibility Manifesto and defined CDR cor-
nerstones.

According to Rob, Corporate Digital Responsibility is "a 
set of practices and behaviors that help an organization 
use data and digital technologies in ways that are per-
ceived as socially, economically, and environmentally re-
sponsible."

Furthermore, Rob elaborated what a CDR framework, in 
his view, should advocate and communicate within the 
Manifesto's core principles, namely:

Purpose and trust

According to the Manifesto, organizations should provide 
a clear public statement demonstrating their intent to im-
pact society positively. However, just stating the goal 
wouldn't be as helpful as showing the organization's spe-
cific measures and steps to drive positive changes (e.g., a 

CDR committee; organizing events that educate relevant 
stakeholders of essential aspects of CDR, etc.).

Fair and equally open access for all

This principle dictates, among other issues, that organiza-
tions should strive to build products accessible on equal 
footing to all stakeholders. Practically, this would impact 
the process of product design, as said digital tools should 
be inclusive to various societal groups and subcultures.

"With the increased pace of digitalization, 
public awareness grows about potential 
issues and risks. More often than not, prior 
Corporate Social Responsibility frame-
works haven't considered technology and 
data handling.“

However, this principle also reaffirms all employees' fair 
treatment and inclusion, which should yield a diversity of 
thinking, leading to more lateral solutions to novel busi-
ness challenges.

Protection and digital wellbeing to all

Beyond merely focusing on data protection compliance, 
companies should find ways to further digital literacy and 
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access to digital tools, processes, and benefits. Handling 
data should be transparent and responsible for promoting 
peace of mind for all the stakeholders within and outside 
an organization.

Economic footprint in mind

Company decisions produce economic and societal im-
pact, and organizations should keep that in mind at all 
times. Especially in the age of digitalization and automa-
tion, where specific workforce segments could be affected 
by digital automation tools, organizations should strive to 
minimize any adverse effects and opt to grow sustainably.

Furthermore, in cases where AI facilitates automation, or-
ganizations need to ensure no biases, whether inbuilt in 
algorithms or reached through data training.

Fostering demand for sustainable products

Organizations should take steps to provide viable options 
and educate and promote the demand for sustainable 
products that have little to no adverse ecological effect. In 
other words, a greater emphasis on GreenTech, cleantech, 
low-waste products and packaging, and otherwise invest-
ing in initiatives that promote positive environmental 
changes.

Creating & maintaining a sustainable world

Organizations should strive to reach and go beyond the 
carbon-neutral status. While doing so, they should bench-
mark and report business impact against relevant UN en-
vironmental standards.

Reducing technological impact on climate

Companies should promote the use of circular economy 
and strive to prolong products' lifecycles. Likewise, to the 
extent possible, they should shift to renewable energy 
sources and generally have in place an environmental IT 
Strategy.

So what does it all mean?

As we dive deeper into the digital, organizations must 
consider all the changes' effects. The use of technology can 
yield profound results, helping us tap into the vast human 
creative potential, all while companies act on future im-
pacts and externalities. With proper planning, companies 
can ensure that "disruption" becomes more akin to a natu-
ral evolution of business processes and models.Æß
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