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Legal innovation
– the key is
talent
Three ways in-house counsel can
break barriers in their organization
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By Giuseppe Marletta and Antje Teegler
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To advance legal innovation within your organization, you must first develop the talent to be innovative.

C

orporate legal departments across Europe are navigating great change, with the role of in-house counsel evolving at a rapid pace. A greater focus is now
being placed on advancing legal operations and legal innovation – necessary to tackle new, complex challenges brought about by COVID, data privacy, and more.
Optimizing processes, embracing new legal technology,

teegler@acc.com
www.acc.com
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and improving time-efficiency and cost-effectiveness are
top priorities for corporate legal teams in 2021.
This is one of many key topics discussed at the most recent
ACC Accelerate Innovation virtual conference – a 2-day
conference hosted by the Association of Corporate Counsel to support advancement of operational sophistication
and innovation for in-house counsel.
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However, for corporate legal departments to truly embrace operational sophistication and innovation, they
must first address some fundamental challenges, namely
talent development. Before leveraging complex technologies like AI, in-house counsel must first focus on broadening skills, developing talent, and building strong processes
and a solid foundation for legal innovation within the legal department’s team. Furthermore, in-house counsel
must develop key soft skills to keep up with the new challenges of this role and to gain support for legal innovation
within their organization.

Become better strategic business partners
The role of in-house counsel is constantly evolving with
new challenges for companies in the past year acting as a
catalyst for change. From new labour legislation brought
about by COVID and remote work, to increasing legislation surrounding data-privacy and data governance, inhouse counsel must now navigate a legal landscape that is
constantly in flux.
Most corporate legal departments are equipped with great
lawyers who can provide excellent technical legal advice.
However, without a clear strategy on how to be most effective, these lawyers are often only brought in at the last
minute or find themselves overburdened with too much
administrative work.
In-house counsel should no longer only act as providers of
technical legal advice within their organization. Rather,
they should move up the decision-making value chain to
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become better strategic business partners, working closely
with senior management to make better decisions and
policies that will safeguard the organization. By being proactive and collaborating with different departments consistently, in-house counsel can influence decision-making
and policy to protect their organization from legal issues,
rather than being ushered in at the last minute. In-house
counsel must position themselves as a nimble, strategic
asset to the C-suite to drive real change in their organization.
According to ACC Accelerate Innovation speaker James
King, General Counsel at Randstad, in-house counsel
should be ‘guiding the business, and protecting the company’. They can add more value than just technical legal
advice by being more involved with strategic choices on
what the company should and should not be doing. Corporate legal teams need to anticipate and educate their
boards of future threats and plan and carry out their strategy, all while communicating effectively to those outside
of the board. According to King, creating a mission statement provides necessary direction for in-house counsel,
and from here, training objectives and requirements for
legal innovation can be more clearly defined.

Communication is key
To advance legal innovation within your organization, you
must first develop the talent to be innovative. Many new
lawyers are still being trained in very conventional ways,
focussing only on technical legal expertise, and overlooking many of the key skills and competencies needed to
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succeed in today’s dynamic business environment. According to ACC Accelerate Innovation speaker Eugenia
Navarro, Legal Operations IN ON Director at ESADE:
“We are not just technical legal advisors – we need more
skills, and we need to develop our teams and ourselves as
legal counsel.”

"In-house counsel must develop key soft
skills to keep up with the new challenges
of this role and to gain support for legal
innovation within their organization.“

When it comes to investment in technology, legal departments are often not seen as a priority by top-level management. Communication skills are crucial for in-house
counsel when garnering support from management for
legal innovation. In-house legal teams not only need to
possess legal expertise and deep business acumen; they
also need strong interpersonal skills to be successful. Gone
are the days where the GC and their team focused primarily on interpreting law, driving compliance, and addressing risk. Now, in-house legal lawyers must be great communicators who are able to partner with directors, both in
good times and times of crisis, build relationships of trust
with key players, and put forward the benefits of legal innovation and legal technology investment for the entire
business.
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Furthermore, building additional “soft skills” like presenting skills will unlock great benefits, as it is important for
in-house lawyers to highlight their contributions to the
company and the value they add for their organization.
Without these skills, the work of in-house counsel can too
easily go un-noticed and under-valued, which raises challenges down the line when trying to rally support for investment in legal tech and operations. These skills are not
taught in law school or in law firms, so it is critical that
in-house leaders continually hone these skills and work to
actively fulfil the requirements of a modern CLO and GC.

Taking ”smart risks”
A final takeaway from this year’s ACC Accelerate Innovation virtual conference: to drive change within your legal
department and accelerate legal innovation, in-house lawyers must become better experts in monitoring and accessing risk. Introducing new technology or disrupting
traditional ways of working carries with it great benefits,
but also some risk. According to ACC Accelerate Innovation speaker Marie-Cécile Martin, Head of Legal Academy, Syngenta: “To unlock the advantages of legal technology and carry your legal department into the future, it is
important that in-house counsel become a less risk-averse
population and take more ‘smart risks’.”
While a large part of corporate legal departments’ job lies
in evaluating risk, it is important that they become less
risk-adverse when it comes to advancing and embracing
new technology. Understanding the pivotal role of technology for legal departments in 2021, developing technol-
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ogy skills and literacy, and how that technology can be
applied to help meet the specific market demands of your
company’s legal department will be instrumental.

ing processes, technology, and human capital to improve
efficiency and cost-effectiveness. (Included in ACC Membership)

Having these three fundamental elements in place will
help create an environment within the legal department
for technology to make the biggest impact and flourish.
While we all want to jump to the newest innovation, considerable time, money, and complications might be avoided by taking a moment to think critically if these factors
currently exist.

• Read the latest 2021 ACC Chief Legal Officer Survey Report.
Spoiler alert: Contract management is the top legal tech
area in which Chief Legal Officers (CLOs) plan to invest. ß

To learn more on this topic, these ACC resources might
have the solution you’re looking for:
• View the recording of the “Talent Development to Advance
In-House Resilience and Relevance” session at 2020 ACCelerate Innovation. Legal department staff are challenged to
grow in many ways – to become more agile, tech-savvy,
and to cross-train to fill the gaps when demand spikes.
This session will open with discussion of talent development models.
• Learn which 10 Skills Today’s In-house Counsel Need.
How exactly have things changed in terms of the skills,
knowledge, and abilities we need to be effective? What attributes are needed now that weren’t on the table 10 years
ago? This article provides a list of attributes that all modern in-house counsel should possess.
• Check out the ACC Maturity Model Foundational
Toolkits on Innovation Management and Knowledge Management.
The toolkits can save you time and money when optimis-
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Centralization
and proximity to
the business are
key
Global Legal Department Benchmarking Survey 2021
©©Feodora – stock.adobe.com

By Andreas Bong and Chloé Lybaert

One of the clear advantages offered by decentralization was a direct contact and strong exchange with the business, customer centricity was key.
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L

egal Departments are moving in an environment of
constant change, both in terms of their regulatory
ecosystem and in terms of business development and
technological advancement. KPMG Law has been
analyzing the activities, organization, trends and development of Legal Departments since 2005, allowing new insights into strategies and the definition of best practices.
This long-term analysis shows an unambiguous trend
from decentralization towards centralization that can be
observed in many Legal Departments across all industries
and regions.
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Today: trend to centralization
As a result of a heightened efficiency pressure and risk reduction policies, a clear trend of centralization accompanied by strong central governance can be observed. Legal
departments worldwide react to the rising pressure and
changing expectations for the Legal Function by introducing solid reporting lines from the regions to the central
Legal Department as well as centralizing tasks and increasing headcount within the central Group Legal Function. Legal Departments with decentralized units that are
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what can be outsourced and what the business itself should
do. On the other, when it comes to Outside Counsel Management. With the use of a unified approach and framework agreements, the negotiation position of the Legal
Department can be substantially improved, paving the
way for negotiating better terms. Moreover, a streamlined
process and network for Outside Counsel Management
can reduce time spent on guidance and matter handling
and ensure an aligned quality review throughout the entire Legal Function.

Figure 1: Organizational setup of global Legal Departments, KPMG International, 2021

managed without any functional or disciplinary management have become a rarity.

ment, leaving the local legal advice unchanged in the responsibility of local units.

This strong central governance has clear benefits both in
terms of cost and risk reduction, as well as quality enhancement. Implementing this change in leadership,
which impacts all areas including HR-related decisions,
resulted in large financial benefits for the General Counsel. Having benchmarked the different setups for over a
decade it can be stated that, besides improved transparency and risk position, this setup allowed a save of 9 to 15%
on the total costs per bn sales compared to those of same
industry that practiced a weaker central governance.
However, it should be emphasized that this organizational
change should only reflect the relevant elements of an international cooperation within a global Legal Depart-

The above-mentioned cost saving potential and quality
enhancement possibilities result from a range of consequential improvements. Among other things, central
communication allows the establishment of a shared strategy, common goals, and an aligned risk appetite. This ensures that processes can be improved by establishing an
integrated decision-making process, unified reporting
lines and aligned legal advice both regarding content, the
mandate of Legal and the quality.

Issue 2 | Juli 2021

Furthermore, this harmonization provides potential to
improve the sourcing model of the entire Legal Department. On the one hand, concerning the service portfolio,
namely by jointly determining what is done internally,
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"Processes can be improved by establishing an integrated decision-making
process, unified reporting lines and
aligned legal advice both regarding
content, the mandate of Legal and the
quality.“
Another improvement opportunity lies with technology.
Ensuring an aligned approach toward the use of IT solutions – namely from its procurement until the final rollout and use – will bring immediate effects. An example are
an aligned approach and improved interfaces both within
Legal as well as toward the business, and the leveraging of
this unified position with regard to licensing agreements.
On top of this, the consistent use of these IT-systems
throughout Group Legal allows for a coherent data source,
enabling a transparent performance assessment of the Legal Department. This allows for transparent communica-
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contact and strong exchange with the business, customer
centricity was key. This allowed for immediate intervention and insight into ad hoc issues that would otherwise
not be on Legal's radar. Now, centralization risks for Legal
to become a black box that lacks transparency.
This may be the reason why recently a slight tendency towards decentralization can again be observed, with lawyers being placed closer to the business or even in the
business itself. However, in doing so, Legal Departments
makes sure they don’t water down the strong central governance line of Group Legal.

within the entire Legal Function. Due to the ever-increasing expectations regarding speed and quality and the accompanying cost pressure that became more and more
relevant for Legal Departments, a trend towards stricter
centralization and increased control of the decentralized
units emerged around the beginning of the year 2000.

In the future, we might witness Legal Departments converging on some middle ground between the two opposites. Despite the advantages of business proximity and
understanding of the business, it will remain important
not to go too far in this decentralization in order not to
end up back at square one. General Counsel remain cautious and see the value of strong centralized governance,
even if this means a strong development of Group Legal.

Tomorrow: strengthening the network?

Outlook

Besides the many advantages that centralization offers,
some disadvantages can also be identified. On the one
hand, there will be an increased need for management and
coordination due to the reduction of autonomy within the
decentralized units. On the other hand, the strong and
direct contact with the business may be partially lost due
to this strong emphasis of the central approach. One of the
clear advantages offered by decentralization was a direct

How this organizational and policy-making structure will
evolve in the coming years remains to be seen. The Global
Legal Department Benchmarking Report will continue to
evaluate this practice and the direction it takes. The Key
Success factor will be to realize the advantages of centralization, while still recognizing the need for proximity to
the business. ß

Figure 2: Megatrends within international Legal Departments since the year 2000, KPMG Law, 2021

tion of the Legal Department’s actual value contribution,
thus improving its internal standing.

Yesterday: habit of decentralization
This urge for centralization was in part a consequence of a
well-established tradition of strong decentralization, as
many central Legal Departments used to have decentralized units hovering around them like satellites. Free rein
prevailed: often there was hardly any functional control,
no coordination of content and processes, and no alignment regarding the evaluation of risk potential. The obvious consequences were higher costs due to lack of control
as well as parallel and redundant workflows, which led to
an increased need for resources. The local management
created their own “legal kingdom”. In addition, it led to a
heightened risk potential as well as a lack of transparency
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It is all about
embracing
innovation
The impact of legal project management on efficiency, technology and
collaboration

©©memyjo – stock.adobe.com

By Jens Gleim and Pascal Weber
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A key focus is the impact on overall pricing and profitability for both, the client and the law firm. This means that improved planning is used to create a realistic
budget from the outset, resulting in less frustration for the client and reduced write-offs for the legal team.

L

egal Project Management ("LPM") has developed
rapidly in recent years and is transforming the delivery of legal services. Expanding LPM teams are facilitating services for an ever-increasing number of
large-scale projects by planning and managing. It is being
understood that this requires specialized project management and communication skills. LPMs have now reached
the mainstream in the legal sector. This overview will fo-
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cus on the impact of Covid-19 on legal project management, the door opener approach and the right focus.

Introduction & Story
Having emerged in US and UK firms several years ago, the
LPM role and concept has experienced enormous growth
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and is now being widely promoted by many large law
firms. Since its introduction, the LPM function has been
consistently striving to improve the traditional legal advice through integrating legal technology and project
management skills.

ning and pricing – usually in the tender on the request for
proposal (RfP). Establishing fixed prices in such a way can
help addressing this pressure faced within competitive
market conditions. Business development, pricing, LPM
and legal teams have worked together superbly to be able
to satisfy these requirements.

• Document matters where being transparent worked

"The key focus should remain on the
largest and most complex matters and
also on strengthening and enabling
others, for example transaction lawyers
and project assistants.“

Also, the importance of transparency, in particular budget
and progress updates, has also increased significantly. This
means that project teams need to establish and maintain
effective communication strategies and a willingness to be
more transparent with the client. Consequently, issues will
no longer be postponed until the completion of a matter.

LPM as door opener for innovation

The last year and a half has triggered a number of interesting developments, which we will discuss below.

LPM as a response to COVID and budget
pressure/transparency
In many sectors, COVID either led to massive downtimes
and collapses or accelerated processes that were already
underway. In the legal services sector and especially on
large projects, the pressure from clients in terms of budget,
transparency and planning increased and triggered a necessity amendment for change. Clients who have been relying on project management themselves for many years
and who use their own project management operations
(PMOs) expect similar standards from their legal advisors. The most visible aspects relate to proper project plan-
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Particularly during the critical phases of the pandemic,
when enormous numbers of matters were paused and projects cancelled, it became clear how far planning and
transparency processes have progressed. Standardized
processes, planning capability and sufficient data forming
the basis for fixed prices provided a significant advantage
during this phase.
The next challenge, whatever form it may take, will come
and those who fail to innovate and devote attention to
their LPM service will be left behind.
Taking a look at the following issues will help organisations prepare:

well

• Run presentations with lawyer teams on recurring and
one-off issues to explain new processes and tools and
their benefits

In the past, innovation projects and process improvements within law firms had often been developed without
sufficiently involving the legal teams. This remains challenging with the billable hours continuing to be a central
KPI for the lawyers.
With the inclusion of LPMs, a new group of specialists are
working on such projects having their basis in innovation
teams and at the same time working closely with lawyers
on a day-to-day basis helping to shape innovation. This
new gateway has demonstrated in recent months that
combined technological/process changes, such as the use
of collaboration and e-signature tools, can be communicated and implemented more quickly and effectively because of the trust in the LPM community and the fact that
they support the legal teams in their daily work, including
the implementation and adaptation of new processes and
tools.

• Work on efficient processes to improve matter trans-

From our experience, the following should be implemented as a basis for the door opener concept:

parency by using legal project managers ("LPMs") and
new technology

• Embed LPMs in lawyer teams and build trust while
supporting matters
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• LPMs need to share experience in both groups, lawyers
and internal innovation teams, to increase understanding between both groups

• LPM needs to use trust and shared experience in order
to promote innovative solutions to legal teams and to
focus on lawyers’ needs within innovation teams

Focus is key
In the early days of LPM programmes, a central element
was to accept and support all types of projects. The main
focus was assisting on the largest projects only and on
building relationships with the legal teams. Having now
successfully managed a large number of matters, LPMs
and legal teams have joined forces and new projects are
now naturally tackled as a team. As the advantages of
working together with LPMs are now increasingly recognized, it is about time to re-focus.
The use and success of LPM services should not be primarily based on billable hours generated. High levels of
billable hours are an indication of the involvement of the
legal teams, but not of other improvements. This also leads
to the approach involving LPMs in client facing way to
show the true value instead of using additional back-office
resources, which the client doesn't want to pay for. A key
focus is also now the impact on overall pricing and profitability for both, the client and the law firm. This means
that improved planning is used to create a realistic budget
from the outset, resulting in less frustration for the client
and reduced write-offs for the legal team.
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It is now time to focus on innovative aspects mentioned
above to eliminate inefficiencies. This includes new tools
and processes, ideally developed by interdisciplinary
teams working together. Another key aspect is to be more
specific about the type of projects supported and the depth
and intensity of LPM services applied. Since the capacity
of LPM teams is limited, the key focus should remain on
the largest and most complex matters and also on strengthening and enabling others, for example transaction lawyers and project assistants. While it is true that planning
and communication errors tend to result in significant
risks in large matters, they shall also be avoided in smaller
and less complex matters. However, as LPMs are best utilised in the larger matters, a lighter touch should also be
applied to smaller matters as planning and managing a
matter efficiently will always benefit both, the client and
the law firm’s legal team.

The future
The legal sector needs to embrace innovation and the further development of the LPM concept and role to help
lawyers focus their expertise on the key legal issues. Technology will allow further improvements and the market,
cost-sensitive and competitive as it is, will – in the long
run – not tolerate a deviation. It will be a continued challenging but rewarding journey for all wanting to get involved. ß

Provided an LPM programme has passed a certain level of
implementation, the following three aspects should be reviewed:

• Analysis of the LPM programme data on supported
projects, stakeholders and KPIs

• Areas for the largest and most complex matters and
the major stakeholders advising on such matters

• LPMs need to focus on reducing financial risks and
ensuring appropriate resource management and more
transparent communication

Previous

Content

Next

11

D ata S ecurity

The dangers of
forgotten data
How to prevent reputational risks and
regulator fines

©©Maksim Kabakou – stock.adobe.com

By Peter Shardlow and Rajiv Radhakrishnan

If data is left ungoverned and undiscoverable in legacy systems, it will be difficult to fully comply with obligations to fulfil an individual’s right to be forgotten and
access their data.
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D

ata is easy to forget. Especially with the increase in
legacy-to-digital transformation, it is easy to overlook unused systems or historical backups. All too
often, the focus is on transitioning to new, digital
technologies without decommissioning the legacy systems they replace.
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Over the past few years, several companies have fallen foul
of such “forgotten data,” facing serious reputational damage and hefty regulator fines. In this article, we will explore
the reasons why data is forgotten, how it can impact a
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company, and steps that can be taken to address the associated risks and dangers.

Why is data forgotten?
Forgotten data means data that is no longer being actively
governed through its lifecycle from creation to defensible
disposal. When this happens in an organisation, it runs
the risk of breaching several regulations including the European Union’s General Data Protection Regulation
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(GDPR), the California Consumer Privacy Act (CCPA)
and other global privacy regulations.
This can happen for numerous reasons, including:

Project scope
New systems are sometimes introduced to address a
“burning platform” such as a crumbling infrastructure or
software going out of support. The priority is moving to
the new technology. Decommissioning of legacy applications is often not included as part of the project scope or
de-scoped once the new application is delivered. In other
cases, the problem is “kicked down the road” and positioned as a subsequent phase or project that ultimately
never happens.

There is no archive
The company has no strategy or infrastructure to support
the archiving of data that needs to be retained for regulatory reasons. The data is therefore left on the legacy system
as an “archive,” but with little or no governance. With personnel changes, over time, the legacy applications are inevitably forgotten.
Moving data from legacy applications to archives brings
that data back under control, aligned to the company’s
policies, so legacy systems may be retired. This saves time
and costs in managing the data through reduced storage
and discovery costs (for DSARs, litigation, etc.). This approach also reduces the risk of a data breach or running
afoul of data privacy laws for over-retention of personal
data.

It is all too difficult
Backups kept indefinitely
The data on the legacy applications commonly has no
clear ownership or context to enable remediation and defensible disposal. Remediating the data manually is often
seen as too time-consuming and reliant on individuals
who understand the data (who in some cases may have left
the company).
Automating remediation through tooling can assist the
process to rapidly identify ROT (Redundant, Obsolete
and Trash) data that needs to be archived for legal or regulatory reasons. However, most projects do not factor in
the complexity of addressing legacy data until it is too late.
This is another reason the decommissioning of data gets
de-scoped and put under the category of “too difficult.”
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Data can also be forgotten on backups if there are no clear
standards on how long they should be retained or how to
securely store and handle them. In many cases, processes
are also not defined on how to securely destroy or overwrite data held on backups. If there are no standards in
place, or controls to check adherence to those standards,
then backups can be misplaced, retained indefinitely and
completely forgotten.
Backups should be saved for disaster recovery only, and as
such are only valuable to support recovery for a designated period. They should not be seen as an archive for the
business or legal in the event of litigation.

Previous

Content

Next

What are the unforeseen dangers of
forgotten data?
Data becomes forgotten because it is often not seen as a
priority in terms of effort and budget within a company.
But what are the impacts of a seemingly harmless oversight?

Legacy systems expose your company to security
vulnerabilities
Legacy systems by virtue of their age expose your company to data security vulnerabilities. Certain vulnerabilities
may not be easy to fix due to ageing technology. Even if
there is a fix, the patch is typically because it is more difficult to create a legacy fix – and far lower on the priority
list. Legacy systems are often running in companies whilst
out of support, exposing the company to cyber and data
breach risk.

M&A can bring data vulnerabilities
If adequate data due diligence (such as ensuring systems
have appropriate controls to protect personal data) and
remediation are not undertaken as part of an acquisition
or merger, the issue can remain like a “trojan horse” undetected and waiting to be exposed by cybercriminals. As an
example, a large hotelier estimated that 339 million guest
records worldwide were affected following a cyber- attack
in 2014 on an acquired company.
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Legacy systems are costly to operate and maintain
On average, 31% of a company’s technology is made up of
legacy systems. Maintaining those systems can be a costly
burden, with an average of 60-80% of IT budgets allocated
to keeping them running.
Decommissioning legacy systems not only reduces the
data risks associated with availability and integrity of data
but can also release IT budget or be used to justify investment in other projects, such as a remediation project to
bring the company’s data back under control.

comply with obligations to fulfil an individual’s right to be
forgotten and access their data.
Decommissioning legacy systems compliantly and defensibly and remediating data to the new system and/or a
company archive not only means the data is more securely
managed and governed, but it also means that the data is
more discoverable and actionable for DSRs. This reduces
the cost and risks associated with not being able to adequately respond in a timely, cost-effective manner to such
requests.

Over-retained backups can pose a security risk

Steps to prevent forgotten data

Legacy systems by virtue of their age expose your company to data security vulnerabilities. Certain vulnerabilities
may not be easy to fix due to ageing technology. Even if
there is a fix, the patch is typically delayed (we saw this
with Windows XP and WannaCry).

• Communicate the importance of addressing legacy

In 2018, an attacker compromised employee accounts
within an online technology platform provider. Exposed
data included current email addresses and a database
backup from 2007 that contained “old salted and hashed
passwords.” This is a prime example of the risks of failing
to routinely manage and destroy backups.

Ability to comply with data subject requests
Forgotten data is not exempt from data subject requests
(DSRs) under GDPR. If data is left ungoverned and undiscoverable in legacy systems, it will be difficult to fully
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data risks
Build a business case to gain executive buy-in to address
forgotten data risks. Demonstrate the cost savings that can
be made from defensibly disposing and archiving data
from legacy systems and the risks that can be avoided in
terms of cybercrime, reputational damage and ability to
respond more efficiently and cost-effectively to compliance requests.

• Govern data through its lifecycle
Effective data governance should encompass the full range
of policies, processes and controls that enable data to be
governed from creation to disposal, including data management, data privacy, records management and information security. A fundamental data management principle
is that data must always be owned throughout its life and
appropriate processes put in place to ensure that data does
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not become orphaned or forgotten. Records management
also has a key part to play ensuring a records retention
schedule is defined and identifying the rules for defensible
disposal or archiving of data. It is then possible to retire
and decommission a legacy system and its data according
to these rules. Does your company have the appropriate
policies, standards and controls in place to ensure that all
your data is governed effectively and compliantly?

• Embed data governance into your SDLC processeses
Embed data governance principles into your System Development Lifecycle (SDLC) and most importantly ensure
that end-of-life processes are considered and documented
as part of the transition to service. It is good practice to
have an exit plan defined upfront that includes how the
system will be decommissioned and the data managed securely and compliantly as part of that process.

• Implement a standardised approach to application
decommissioning
Make sure you have a standard approach defined and
communicated for application decommissioning that includes the remediation of the data they hold. This should
include approaches and solutions to archiving data to alternate platforms if the data requires to be retained beyond the active life of the system for legal or regulatory
reasons, as defined in the company’s records retention
schedule.

• Prioritize a data hygiene programme to address
legacy data risks
Undertake an audit of legacy systems and dark data such
as historic file shares within your company.
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Ensure that you have up-to-date data privacy impact assessments (DPIAs) for your high-risk systems to understand the level of risk your company holds by retaining the
legacy data indefinitely and what steps you can take to
mitigate those risks. Record and track the risks within
your company’s risk register and based on your company’s
risk appetite create a prioritised and costed data hygiene
programme to remediate data to address the identified
risks.

ness. By keeping it beyond its intended purpose you are
introducing unnecessary data risk that could come back
with a serious bite. ß
Editor`s note:
The views expressed in this article are those of the author(s) and not
necessarily the views of FTI Consulting, its management, its subsidiaries, its
affiliates, or its other professionals.
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• Ensure data privacy is an integral part of your M&A
due diligence
Having a clearly defined set of data privacy roles, responsibilities and processes to support due diligence during
M&A activities is critical in ensuring the dangers of forgotten data in the target company do not introduce unforeseen risk and vulnerabilities. Review any acquired systems and data flows and ensure data, privacy and security
risks are documented. Develop and define a remediation
plan to address these risks and proactively track them
through to resolution.

ComplianceBusiness ist ein Online-Magazin, das sich
insbesondere an HR-, Compliance- und Datenschutzverantwortliche richtet. Namhafte Autoren berichten
über die gesamte Bandbreite der systematischen
Einhaltung von Gesetzen und Richtlinien im Unternehmen. ComplianceBusiness erscheint viermal pro
Jahr und wird den Abonnenten kostenlos zugestellt.
www.compliancebusiness-magazin.de
Herausgeber

• Review your data backup policies
To ensure backups don’t become forgotten data, have
standardized backup processes and schedules including
the frequency of backup, the retention period for each
backup type, the security of backups and embedded controls to monitor and detect non- compliance. Have detailed processes to recycle (or securely destroy) backup
tapes that have expired their retention periods. Backup
data is only intended for disaster recovery purposes and
should not be used as a record archive from which data or
records can be retrieved for other purposes by the busi-
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Investing in the right technology is only half the job. It is also extremely important to integrate any such technology into your IT ecosystem. Combining both factors
will give you a cost-efficient and very effective environment for managing your eDiscovery process.

M

any companies have endured expensive eDiscovery exercises when responding to litigation or
regulatory cases or when conducting in-house
compliance or forensic investigations. The volume of data (scanned paper documents or electronically
stored information) they need to collect, process, and review is the main cost driver in eDiscovery. And the
amount of data involved increases every year.
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eDiscovery solutions can be tailored to cost-effectively
meet the needs of any organization. Having the right strategy, expertise, and technology in place will reduce your
company’s eDiscovery costs.
There is no one-size-fits-all solution when building
cost-efficient eDiscovery for your organization. You will
need to consider the size of your company, the number of
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cases you expect to handle, the technology used, and many
other factors.

eDiscovery infrastructure strategies
Broadly speaking, one may take three different approaches. Some companies decide to outsource all their eDiscovery cases to a law firm or service provider. Some build an
on-premise eDiscovery infrastructure and team to handle
most of the eDiscovery cases in-house. Others conduct
eDiscovery in-house but use externally hosted or cloud
infrastructure.
Here is an overview of these eDiscovery infrastructure
strategies and their corresponding cost drivers.

Outsourcing eDiscovery
Some companies outsource the entire eDiscovery process
to external eDiscovery service providers. Many small and
midsized companies outsource because they consider it
too expensive to build their own eDiscovery infrastructure and capabilities.
Even larger companies that have their own eDiscovery infrastructure and team may outsource some eDiscovery
cases for legal reasons.
The cost of outsourcing an eDiscovery case depends on
the pricing model of the service provider. Most will charge
for working hours plus the volume of data to be collected,
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processed, hosted, reviewed, and produced. Hosting fees,
in particular, accrue over the whole duration of the eDiscovery case.
Conclusion: Such a strategy may typically be adopted for
legal reasons and risk considerations. However, it often
leads to a relatively tight technical lock-in, as well as longterm legal-side vendor lock-in. If, for example, custodian
data is generally encrypted but decryption keys need to
leave the house in order to permit external service providers to kick off an eDiscovery, the general risk-lowering
argument may quickly vanish. Typically, collected raw
data is also never returned – because the external service
provider also aims at proper risk management along its
services. This quickly raises intellectual property risks and
data privacy concerns as well. The company effectively
loses control over its own data.

In-house eDiscovery
In-house eDiscovery provides the option to select the review partners per case in an environment controlled by
the corporation. Separating hosting services and review
services is key for an effective legal spend management.
Owning the data hosting environment is key for data sovereignty. A corporation has the choice of investing in an
on-premise service with related IT costs, as SaaS or as a
hybrid architecture. This concerns especially larger companies with heavy litigation workloads that involve large
volumes of data. Many of these companies see bringing
eDiscovery in house as a way to reduce eDiscovery and
consulting costs in the long term.
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On-premise eDiscovery
Implementing on-premise eDiscovery, however, must be
carefully planned. The in-house or outsourced IT team
will need to build server and storage infrastructure and
maintain this environment – 24 hours a day, if necessary
– as well as security, disaster recovery planning, etc.
The cost of building an eDiscovery environment depends
on the data volume, availability, and security requirements
of the infrastructure and the number of IT personnel taking care of the infrastructure. Also, certain kinds of software-related trainings may be required for them in order
to carry out these tasks. You will also need to pay license
fees and software maintenance costs to the eDiscovery
software vendor.
Conclusion: This kind of strategic decision will result in
strong vendor-independence, however there is a strong
overall trend towards cost-saving in IT areas, especially
for such kinds of services, and of course eDiscovery is no
exception.

eDiscovery in the cloud
Building your own eDiscovery infrastructure requires
dedicated hardware and an IT team to maintain it. In the
era of shared platforms and cloud computing, it is debatable if maintaining on-premise infrastructure is still
cost-efficient. For example, many companies have given
up their internal email servers and migrated their mail to
a cloud service such as Microsoft 365.
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eDiscovery can also benefit from the advantages of rapidly
evolving cloud technology. Many eDiscovery vendors offer their software on cloud platforms such as Amazon Web
Services and Microsoft Azure. This allows flexibility and
scalability of the solution, for example they can temporarily increase storage space to handle a large case and reduce
it again when they do not need it, to save costs.
One disadvantage of a cloud model is that all the data is
hosted in the cloud. Given that the filtering and culling
processes at the start of an eDiscovery workflow can often
reduce data volumes by half or more, you may end up
paying for a lot of storage space.

Hybrid solutions for handling eDiscovery
in-house
Investing in the right technology is only half the job. It is
also extremely important to integrate any such technology
into your IT ecosystem. Combining both factors will give
you a cost-efficient and very effective environment for
managing your eDiscovery process.
An end-to-end hybrid solution integrates a company’s
eDiscovery cloud platform with its on-premise IT infrastructure using a relatively small and secure eDiscovery
lab that connects over dedicated interfaces (APIs), acting
as sort of a secure tunnel.

This kind of lab has different, and multiple, functions:

• It connects the on-premises and cloud-hosted data repositories to relevant data sources for each litigation
case.

• Data collection software running in the lab can collect
data from the relevant data repositories remotely using
dedicated interfaces within the intranet (e.g. via Office
365 API or to SharePoint) or directly from file shares.

• The resulting large volumes of collected data are hosted in the eDiscovery lab, using relatively low-cost stor-

However, adopting a hybrid solution – a mix of on-premise and cloud eDiscovery software – gets around the problem of hosting large volumes of data before culling and
helps to securely integrate the cloud solution into a company’s IT ecosystem.
Conclusion: An SaaS-based approach helps to keep initial
costs low, if only frequent or small numbers of cases arise.
External service providers may easily be permitted to carry out their review on the SaaS platform regardless. If data
volume increases, a very cost-efficient hybrid approach
may be applied in order to keep hosting fees low. Raw data
and data not under active review – also archived data from
previous cases – may be hosted internally or in the cloud
at much lower rates and can be migrated as needed. As
there is no vendor lock-in this can be freely decided and
reverted as needed.
Picture : Infrastructure of a Hybrid Cloud Setup at Amazon Web Services (AWS)
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age, to keep a snapshot of the data before preprocessing.
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• The lab pre-processes the data and eliminates irrelevant items using deduplication, culling and date or
keyword filtering (if not already search-termbased filtering).
In this way, your company can keep a large amount of data
in a lower-cost environment before transferring a small
amount of more relevant data into the cloud environment
for review. Following this strategy, your company can reduce the data to be hosted in the cloud by up to 70%,
which yields massive cost savings.
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Thinking outside
the box
Law 4.0: Autonomous lawyering
within DAO communities
By Ivan Rasic

Apart from smart contract rules and votes executed through pre-set voting mechanisms, Decentralized Autonomous Organizations (DAOs) don’t have formal
incentives and remuneration schemes.

What is a DAO?
Decentralized Autonomous Organizations (DAOs) are
entities that pursue specific goals for their community
members (similarly to traditional corporate vehicles). The
general principles of governance are applicable in traditional corporations and DAOs alike; however, the way
those rules are encoded and enforced differs.
In traditional corporate organizations, relationships are
governed through rules enacted in documents such as Articles of Association and other company bylaws.

Ivan Rasic
STP Information Technology Bulgaria EOOD
Managing Director, Sofia

ivan.rasic@stp-online.de
www.stp-online.de
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Conversely, a DAO enables its community members to
coordinate their efforts through a shared set of rules enforced on a blockchain, which rules are coded mostly into
smart contracts.
As explained by Vitalik Buterin: “Instead of a hierarchical
structure managed by a set of humans interacting in per-
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son and controlling property via the legal system, a decentralized organization involves a set of humans interacting
with each other according to a protocol specified in code,
and enforced on the blockchain.”
In short, the code should enable that all rules are enforced
at all times seamlessly while decisions are being brought
forward through community voting.

DAOs and new models of engagement
While traditional organizations define the scope of work,
remuneration, and other related parameters through labour
and management contracts, the same is not the case with
DAOs.
Apart from smart contract rules and votes executed
through pre-set voting mechanisms, DAOs don’t have formal incentives and remuneration schemes.
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Granted, there could be some exceptions in the form of
bounties, where the DAO allocates some awards for contributors that help with specific predefined goals (usually,
but not limited to, bug and other issue reporting in the
governance chains, technical writing, etc.).
Traditionally, it is to be expected that software developers
are, by and large, the most frequent contributors in the
early days of a DAO. However, as DAOs mature and new
issues and needs come about, we will likely see professionals from other areas get invited and incentivized to contribute.
“Communities of enthusiasts (...) rise up around new systems and spontaneously self-organize like spores into rhizomatic colonies capable of inventing, deploying, marketing, maintaining and improving smart contract ecologies
with a level of skill and creativity that puts many top-down
corporate structures to shame. People have found new
ways of working” – Gabriel Shapiro.
And what about lawyers? Could lawyers be engaged by
DAOs or contribute of their own accord?

context of belonging to a community of incentive-aligned
supporters of a decentralized technology system.”

"It is important to note that autonomous
lawyering isn't really meant to replace the
traditional way of lawyers' work. In other
words, you could be practicing the way
you usually do, only to hop in from time to
time and help a DAO community on an
activist basis.“

Gabriel Shapiro, a US-based attorney, seems to have identified a novel way of working for lawyers, aptly titled “Autonomous Lawyering.” In the words of Mr. Shapiro:
“Autonomous lawyering occurs when a lawyer takes himself as a client or acts non-representationally, but in the
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Likewise, lawyers that contribute to open-source communities aren't typically doing so under a retainer. Hence,
their compensation model becomes much more fluid. For
example, lawyers could be looking forward to:

• Growing their investment – i.e., if lawyers acting autonomously have acquired DAO tokens, they are likely
interested in appreciating their value over time;

• Bounty-hunting – in cases where lawyers get rewarded
by the DAO community for helping with specifically
identified issues;

In other words, Autonomous Lawyering is a bit similar to
open-source coding and contributing to open-source projects publicly or semi-publicly.

• Getting retained – loosely possible to have the treasury

Is autonomous lawyering different?

Additionally, there are some cases where autonomous
lawyering isn't an appropriate form of practicing and delivering legal services. Basically, any classic case of representation that you may think of should still fall under
the scope of usual legal work.

Autonomous lawyering differentiates clearly from practicing law in its traditional sense.

How about autonomous lawyering?

won't be available to cover mistakes, if any, by the attorney
in such cases.

Perhaps one of the most important distinctions is that a
lawyer, acting autonomously, shouldn't owe fiduciary duties to other members of the DAO community. A lack of
fiduciary duties would imply two things: a) no attorney-client privilege would apply to any communications
with the attorney; and b) legal malpractice insurance
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reserve certain funds for legal services, in which cases
lawyers could still enjoy a similar compensation model
to a retainer.

It is also important to note that autonomous lawyering
isn't really meant to replace the traditional way of lawyers'
work. In other words, you could be practicing the way you
usually do, only to hop in from time to time and help a
DAO community on an activist basis.
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Jetzt neu:
SustainableValue –
Das Online-Magazin für Nachhaltigkeit
in der Unternehmenspraxis

Before you decide to supplement your career with lawyer
activism in decentralized online communities, you should
consider all the risks at first.
Practicing this way will always involve market and compensation risks, and perhaps you wouldn't be overly concerned about those. However, you still have your traditional practice as your primary source of income.

Hie
kosten r
abonni frei
eren!

AUSGABE 1 / April 2021

However, the risks of professional conduct and ethics
might be a much bigger pill to swallow. As with any novel
phenomena, it might be pretty unclear to what extent this
form of practicing is in line with the rules that preceded it
(in this case, the rules of professional conduct).

Æ unter anderem mit folgenden Themen:

Æ

3

Es geht um die Zukunft(sfähigkeit)

Such rules would vary from country to country; hence it
would be best to evaluate in line with the said rules if autonomous lawyering is something that you would be willing to pursue, side-by-side with your traditional career. ß
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T

he lockdown imposed by the pandemic has significantly accelerated digitalization worldwide. The
sudden urge for seamless communication and access to the enterprise information system has sped
up existing digitalization processes. This made a very welcome and necessary technology boost possible. Other industries, such as the legal industry, have too long ignored
what has abruptly become a necessity: digital transformation.

• Data-driven decision making in the form of data accumulation or analytical reports helps organizations to
reduce risk by increasing predictability, especially during uncertain times such as the Covid-19 pandemic.

Like other fundamental innovations, digital transformation has both, risk and opportunity.

Resulting from these opportunities, the home office format has evolved from a primary necessity into an attractive alternative for many employees with continued attractiveness even after Corona. Among other advantages,
home office allows for flexible working hours, a familiar
and comfortable setting and time savings through spared
commute.

The opportunity of increased digitalization

The risk to corporate health

Now that adaptation is in progress and disruption is close
to inevitable, many advantages and opportunities of digitalized workflows have become noticeable:

Having these upsides in mind, accelerated digitalization
also confronts corporates with several challenges, especially regarding the health and wellbeing of their employees. Although many companies already started investing
in corporate health initiatives before Covid-19 and the
concomitant digitalization, the need to adapt the relevant
measures accordingly and to make their consistent implementation a priority has increased drastically.

• Cloud-based solutions grant secure and immediate access to documents and files, regardless of the user’s
location. Rather than needing to conduct time-consuming searches through physical archives, today’s legal counsels are one mouse click away from searching
through hundreds and thousands of files – right from
their home office desk.

• Interactive real-time communication enables even international and cross-functional teams to collaborate
on shared matters and carry out seamless workflows
by sharing files, deadlines and knowledge.
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A few of the most significant challenges for workers resulting from accelerated digitalization are:
• Increased stress levels are the cumulative result of a
number of factors including home office-induced overtime, constant availability and family management such as
home-schooling or the lack of quiet workspace. A high
level of chronic stress can lead to headaches, fatigue, in-

Previous

Content

Next

somnia, lack of concentration, high blood pressure, an unstable immune system and many more symptoms.

• The lack of social interaction has become a major factor during the Covid-19 pandemic, but can be expected to stay relevant with home office making most
non-work-related interaction redundant.

• Since many employees are abruptly facing significant
changes in their work processes, anxiety has become a
major issue, especially among more experienced workers. The question of whether one will be able to adapt
to these changes and keep up with technological developments leaves many with tension and possibly even
existential fear.

• Back pain is one of the most common health issues
among office workers – but not the only one. With
employees moving into a home office environment,
ergonomic workspaces are more difficult to implement than before.

• Physical fitness, which has been in danger for as long
as there have been desk-jobs, is now becoming especially important with accelerated digitalization. If
most desk work can in future be done by simply operating a computer from home, taking a few steps to tell
your colleague about the latest news or riding the bike
to work becomes obsolete. Integrating physical activities into daily routines requires active attention – more
than ever before.
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How corporate health initiatives can help
With these challenges arising, the need for corporate
health initiatives that aid employees in staying physically
and mentally healthy is more pressing than ever before.
Luckily, there are many initiatives that employers can and/
or should make use of:

the threshold for membership and therefore support
those willing to keep themselves physically fit. Aside
from this, collaborations with fitness centres are a major pull factor for talent and can help increase employee satisfaction. A collaboration can also be established
with fitness apps for training, running, yoga etc.

• Seminars and/or counselling for stress management

• Sporting events such as a company running group, or

can not only guide those suffering from elevated stress
levels but also strengthen the social acceptance and
support from others while preventing increased stress
levels in the first place.

an annual (half-)marathon can motivate employees
and strengthen social relationships at the same time.

• Mental relaxation measures such as guided meditation
groups or designated relaxation areas can strengthen
social bonds and recharge social batteries at the same
time. Relaxation areas in particular can help overcome
the problem that many employees feel the increased
need for “off-time”.

• Mental health app collaborations are an easy and effective way to support employees in gaining more
awareness and peace of mind. Calm, Headspace or
Mood Mission are only a few of many examples for
mental health apps that can not only prevent stress but
also increase concentration and therefore work efficiency.
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• Collaborations with (local) fitness centres can lower
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The oath of
Justitia
A solid foundation for our profession
By Antonia Kendrick

What it's all about
Despite the huge changes in their profession over the centuries, physicians have created a unique reference point
for themselves: the Hippocratic Oath. Our legal profession
is facing unprecedented transformation and we therefore
asked ourselves: what should a Hippocratic Oath for twenty-first century lawyers look like? How should it take account of digitalization? Should it include non-lawyers?

Based in Munich but with a global outlook, we are a
non-profit think tank fostering collaboration and innovation in the legal domain. We work with over 350 members
in fifteen countries to pursue projects spanning digitalization, standardization, methodologies, education and material law – all geared towards the realization of a Common Legal Platform.

Antonia Kendrick
Liquid Legal Institute, Munich
Manager Operations & Administration
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When working on one such project, a member pointed
out that unlike doctors, who have a Hippocratic Oath,
lawyers do not have an equivalent North Star. This remark
inspired us to challenge students to formulate the first version of a contemporary Oath of Justitia which future-facing lawyers can use to signal their commitment both to
clients and wider society. To offer extra motivation, we
ensured that three prizes in total were up for grabs. As well
as having a First Prize and Runner Up Prize for the Oath
itself, we created an additional Prize for the Best Deployment Plan. With this bonus accolade, we encouraged stu-
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This is the challenge that we, the Liquid Legal Institute, posed
to students around the world in a 2021 competition called
the Oath of Justitia.

Legal transformation will continue, the Oath needs to remain adaptable to
future changes.

dents to explain how their Oath could become widely
adopted by the legal industry.
We turned the Oath of Justitia into a truly global initiative,
marketing the competition to universities across the globe,
and received registrations representing 22 universities
across five continents. We were especially pleased to see
students from different universities joining forces to compete as one team. Renowned thought leader Mark A. Cohen (CEO of Legal Mosaic and Executive Chairman of the
Digital Legal Exchange) endorsed our initiative, pointing
out that it is “raising an awareness of social consciousness,
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which is absolutely critically important to the future of the
profession”.
In selecting jury members to evaluate the students’ submissions, we attracted experts from different professions
and jurisdictions. Our jury members were drawn from
Colombia, Sweden, Germany, Spain, Australia, the UAE
and the UK. They include entrepreneurs, in-house lawyers
and academics.

"The world is in flux, and so is the Oath.
But like its archetype the Hippocratic Oath,
our Oath of Justitia provides a solid
foundation for our profession!“

We are now delighted to announce the winners of the Liquid Legal Institute’s 2021 Oath of Justitia competition.

First Prize winners:
The Sentinel of Good Feelings Team, consisting of:
Elijah Granet (University of Bayreuth)
Alexandra Molitorisová (University of Bayreuth)
Lissy Verrall (Inns of Court College of Advocacy)

Runner-Up Prize winners:

have expressed their interest in carrying out the next
phase. To ensure that the Oath is accepted by the whole
legal profession, a next step could be to present the winning Oath to a select group of practitioners, representing
inhouse legal departments, professors, LegalTech engineers, lawyers in the public sector, judges and other stakeholders.

The Gavel Smashers Team, consisting of:
Winona Horton (University of Melbourne)
Angela Stevens (University of Melbourne)
Matt Harper (University of Melbourne)

Best Deployment Plan Prize winners:
The Sentinel of Good Feelings Team, consisting of the
team members listed above.
The Liquid Legal Institute would like to congratulate the
winning teams! The students’ work will be published on
our website, and they will also have the opportunity to
present their ideas at CodeX, Stanford Law School’s Center
for Legal Informatics.
We are delighted that our winning teams have found this
competition an enriching experience. The Sentinel of
Good Feelings team was “drawn to the competition by the
incredible chance to design an oath for the legal profession
which could impact how law is practiced all over the
world!” Additionally, the Gavel Smashers team “greatly
enjoyed the opportunity to reflect on what it means to be
a good lawyer in a time of rapid technological change”.

In their Deployment Plan, the winning team suggested to
open source the Oath, allowing the legal community to
add, to shorten or to amend it over future decades. Because legal transformation will continue, the Oath needs
to remain adaptable to future changes.
The world is in flux, and so is the Oath. But like its archetype the Hippocratic Oath, our Oath of Justitia provides a
solid foundation for our profession!
If you are interested in the next phases of this project,
please contact us at oath@liquid-legal-institute.org ß

The journey goes on
The award ceremony held on June 12th, 2021, concluded
the first phase of an exciting journey, but all participants
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