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The Business Law Magazine network continues to 
grow. As a new Strategic Partner, we welcome the 
top-class boutique Gütt Olk Feldhaus, whose third 
namesake wrote an article about German (Fin) 
Tech companies at the premiere.

Our new cooperation partner is the globally active 
company Interfor International. Don Aviv and Ben 
Kunde focus on sustainability in this issue of 
Business Law Magazine.

So do Antje Teegler and Giuseppe Marletta in their 
ACC column. They describe why sustainability is 
high on the agenda of General Counsels. I hope you 
gain a lot of insight from reading this issue.
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Rethinking	risk	
management	in	
the	legal	market
If we were not prepared for corona, 
what could 2021 have in store for us?
By	Prof.	Dr.	Bruno	Mascello,	LL.M

I
t has always been difficult to look into the same crystal 
ball and forecast future changes in the legal market. Af-
ter the events of 2020, however, this has been further 
amplified. We believed or hoped that developments 

would progress more or less linearly, i.e. predictably. To all 
intents and purposes, certain unexpected changes in 
speed, as well as minor development leaps, were accepted 
– but in moderation, please. As I said before, this applied 
up until now.

White or black swans, or merely grey ones 
after all?

Corona raised a new question: Were we able to predict this 
event, and if so, did we prepare for it in the wrong way? 
People soon speculated about whether this was an abso-
lutely unique and unpredictable event, i.e. the ominous 
black swan (Nassim N. Taleb). This would provide a sim-
ple explanation for our own failure to cope with it, and no 
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Corona raised a new question: Were we able to predict this event, and if so, did we prepare for it in the wrong way?
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one would be blamed for it. But how much certainty is 
required for a black swan to turn into a grey or even white 
swan? In view of the vast ethanol and mask stocks which 
were reduced in certain countries recently because there 
was no use for them, we cannot claim with a clear con-
science that no one ever thought of epidemics, let alone 
pandemics. That would indeed be slightly too disingenu-
ous. So, does this mean we are looking at a white swan, or 
at the very least a grey one?

The crux of risk management lies 
precisely in looking into the future and 
also considering the unthinkable.

How could this wrong reassessment come about? If we 
want to explain it with the help of the two categories of 
classic risk management, it seems that we gauged the oc-
currence of the event and the concomitant damage poten-
tial as less severe – possibly on the mere basis of a histori-
cally conditioned observation. However, the crux of risk 
management lies precisely in looking into the future and 
also considering the unthinkable.

Think outside the box!

Corona has made it painfully obvious that we are able to 
force the whole world into a lockdown and into working 
from home without any advance warning. What else could 
still happen, then? I have therefore taken corona as a peg 

on which to hang a discussion with my current students 
about how to rethink risk management. They were asked 
to assess the legal market in 2030 in the light of perfectly 
crazy assumptions rather than making a mere extrapola-
tion on the basis of historical information. For, only if we 
dare to venture beyond a cozy and safe environment and 
also admit troublesome thoughts will we be able to see the 
whole picture and see it from a new perspective. I am very 
curious to see the result of this work.

Crisis management as plan B only

Those who neglect their risk management will inevitably 
have to act as crisis managers. Last spring, we were all just 
that, both privately and at work. Two questions were con-
spicuous. Firstly, what impact did the crisis have on indi-
vidual people: were they blocked with regard to thinking 
and working and were they simply trying to operate in 
stand-by mode until the return of normality, or did the 
crisis inspire them to create innovations and initiate 
change? And secondly, how long will they (want to) re-
main in crisis mode before they accept a new state of af-
fairs with possibly a different daily business routine and a 
return to the risk management mode that prevailed prior 
to the crisis? As long as we operate in crisis mode, we are 
controlled by an external source, behave in reaction mode, 
and lead and communicate transactionally. The latter, in 
particular, will have a direct impact at the relationship lev-
el, especially where an employment relationship is con-
cerned. Paying a special bonus for special efforts and com-
mitment at the end of the year will not compensate for 
this.

Notwithstanding all this, we should venture to gaze into 
the crystal ball. I can primarily see three issues which will 
characterise 2021: money, people and technology.

Let’s talk about money

This time, it’s not about the usual 10% discount but about 
an additional pressure exerted on resources. Companies 
were hit hard, turnover and profits collapsed. When li-
quidity slumps, particularly at this speed and volume, we 
like to compare this with the loss of blood from a wound, 
which must be staunched at once. Short-term measures in 
times of crisis therefore look at the expenses side of the 
profit and loss statement because boosting turnover to 
compensate for the loss will take much more time than is 
available. Cost-cutting measures will also affect legal de-
partments, which will pass this pressure on to their exter-
nal lawyers. Of course, a general counsel could also cut the 
salaries of his legal staff and make some of them redun-
dant, however, this would not be the preferred solution for 
a variety of reasons. Such negotiations about price reduc-
tions will surely be easy for customers if they read that af-
ter initial pay cuts and redundancies, big law firms in the 
US, for example, seem to have made up for the shortfall in 
turnover and will not only pay out the previous bonuses in 
the autumn but top them up with a special corona bonus. 
One cannot help thinking that money plays a more im-
portant role for lawyers, which might challenge the dis-
cussion about the relevance of trust and expertise.

However, money does not only concern companies and 
legal departments; private individuals are also financially 
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affected by the crisis. They will think twice before retain-
ing a lawyer, and if they do, they will expect concessions 
with regard to pricing.

The establishment of trust, however, 
requires time and human proximity, in 
times of uncertainty more than ever.

Now, at any rate, the alternative legal service providers 
(ALSPs) are coming into their own because one of their 
USPs is their clear cost advantage. We may well speculate 
how long it will take for the first CFOs to ask their GCs to 
increasingly engage such providers. And it will become 
even more exciting when ALSPs start to focus on SMEs, 
particularly those which do not run their own legal de-
partment.

Relationships with people as a golden 
bridge?

Reputations and long-term business relations are either 
forged in a crisis or are lost forever. This does not solely 
apply to customer contacts but also to employees at all 
levels and to the recruiting market. While it was reported 
at the onset of the crisis that (besides ordering pay cuts 
and redundancies) companies also deferred the onboard-
ing of young lawyers, other legal service providers started 
to train their young lawyers with virtual programs and 
online communication, thus integrating them in this 

manner. A promising course of action does not shrink 
from physical contact with “social distancing”, but rather 
requires lawyers to seek close relationships through im-
proved social skills, even though this may only be done 
digitally. The customer experience remains crucial.

Persistent electronic communication has revealed the 
need for and the relevance of human contact and coffee 
breaks. The working-from-home model has also demon-
strated that New Work works and will remain perfectly 
desirable in the future, too, even though managers are 
afraid that this will make them lose control – although 
lawyers and managers themselves want to be regarded as 
trusted persons. The establishment of trust, however, re-
quires time and human proximity, in times of uncertainty 
more than ever. Legal service providers should therefore 
learn to make use of small time windows and, in the worst 
case scenario, rehearse the way in which they can use vid-
eo to awaken and consolidate this feeling.

Technology as (one) USP

After 2020, no one will be able to claim in all seriousness 
that legal service providers survived only because they 
had digital tools at their disposal. Despite all the prophe-
cies of doom and gloom, these tools passed the litmus test, 
and did so for a prolonged period of time. Technology 
does not require legitimation any longer. Corona has sup-
plied an excellent platform for free to all providers with a 
technology element already in their business model. What 
they are now going to do with this stimulus and whether 
this will lead to a total digitalization of the legal market or 

to a disruption by LegalTech remains to be seen. However, 
the foundations have now been laid for this.

Evergreens to conclude

What will not completely change next year, either, are the 
usual evergreens. The issue of efficiency will remain on the 
agenda this year, too. Customer orientation is more im-
portant than ever. The Procurement Department in the 
company as a figure-based purchaser will not have to be 
explained any longer. All in all, it is fast becoming clear 
that the issue of legal operations will continue to gain mo-
mentum. And this crisis may have struck another blow for 
the development of liberalization. Thus, various US states, 
for instance, are currently considering the option of 
non-lawyers being allowed to join law firms.

Today, I am more curious than ever about the exciting and 
unexpected challenges the new year will bring and how 
the legal market will respond to them. Agility and resil-
ience will not remain mere buzzwords but now, when sud-
den shocks have to be negotiated, they will have to be 
acted upon and demonstrated anew every day. ß
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Despite	
challenges,	
ESG	remains	a	
focus	for	GCs
Crises like COVID-19 still occupy the 
headlines, but GCs are concentrating 
on sustainability
By	Giuseppe	Marletta	and	Antje	Teegler

W
ho remembers ESG? Before the coronavirus 
crowded them out, environmental, social, and 
corporate governance (ESG) issues made head-
lines. Today, ESG is often relegated to the “sec-

ond page”.

Of course, ESG never went away. The European Commis-
sion and European Parliament agreed in December 2020 
that sustainability will be the foundation of Europe’s path 
forward, in the aftermath of the COVID crisis. The EU’s 
long-term budget has set aside €1.8 trillion for a greener, 

modernized, socially responsible Europe after COVID. 
And at the time of writing, MEPs	are	pushing for new corpo-
rate, environmental and human rights due diligence re-
quirements; the draft language has already passed com-
mittee.

But you need not consult the news to know that ESG is 
still one of the most important issues of the day. Ask your 
general counsel (GC): ESG remains a top concern for cor-
porate law departments, and a pillar of new corporate 
strategies.

Antje	Teegler
Director of International Membership Initiatives
Association of Corporate Counsel, Washington 

teegler@acc.com
www.acc.com

Giuseppe	Marletta
Managing Director, Europe
Association of Corporate Counsel, Brussels 

g.marletta@acc.com
www.acc.com

ESG remains a top concern for corporate law departments, and a pillar of the new corporate strategy.
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Federico Piccaluga, group general counsel for Duferco 
and national representative for Swiss ACC Europe, put it 
well. “ESG areas (environmental, social and corporate 
governance) represent the common ground between sus-
tainability management and legal department activities,” 
he	 wrote	 in	 the	 International	 In-house	 Counsel	 Journal. “In-
house [counsel] have a privileged position in order to lead 
and drive real change and move beyond mere compliance 
with regulatory requirements."

Piccaluga is markedly interested, among other aspects of 
ESG, in environmental criteria. Indeed, the climate crisis 
in particular has the attention of GCs globally. According 
to the Association of Corporate Counsel (ACC)’s 2021 
Chief Legal Officer Survey, the world’s most comprehen-
sive census of GCs and chief legal officers (CLOs), 15 per-
cent of GCs are the responsible officer for ESG and associ-
ated efforts (including environmental sustainability) in 
their company. Separately, 15 percent of GCs predict that 
the biggest legal challenge to their company this year – 
edging out COVID, data privacy, geopolitics, and new reg-
ulation – will be directly related to climate change. 

Europe has emerged as a global leader in 
ESG

This trend is more pronounced in Europe. An incredible 
one in three European GCs predict that climate change will 
pose the biggest legal challenge to their company this year, 
a higher proportion than any other region of the world. 
ACC data show the closest region in terms of attention to 
climate change among GCs is Asia-Pacific, at 24 percent.

ESG is more than environmental policy, though. Social 
issues like diverse hiring efforts fall under this rubric, an 
accelerating trend following #MeToo and the call for racial 
justice in the United States and various European coun-
tries. ACC data shows that GCs worldwide are adopting 
new diversity standards and processes. In the open-an-
swer section of the 2021 ACC CLO Survey, respondents 
listed hiring diversity officers, revamping employee train-
ing, and reaching out to the community as increasingly 
common tactics in their ESG efforts.

To date, this focus on ESG and diversity is largely a legal, 
not a shareholder, initiative. In about 85 percent of com-
panies globally, shareholders have neither encouraged nor 
discouraged their legal department from addressing polit-
ical or social issues. The survey data suggests this number 
is close to 100 percent in Europe. The new attention to 
diversity comes from law departments, likely driven in 
conversation with stakeholders from employees to the 
board, but it is also an important business decision in the 
short and long-term.

Question: “Which of the following issues are most likely to cause the biggest legal challenges for your organization?"

Credit: Graph courtesy of Association of Corporate Counsel and Exterro.

Industry-specific regulations

Data protection privacy rules

Mergers and acquisitions

Climate/environmental changes

Tariffs and other trade-related issues

Antitrust and competition enforcement

Political changes

Taxation

Brexit

Changes to foreign direct investment rules

Other

64.8 %
60.6 %

Europe  All respondents

57.4 %
53.6 %

42.6 %
32.1 %

33.3 %
14.8 %

25.9 %
18.2 %

20.4 %
12.3 %

18.5 %
38.2 %

16.7 %
22.5 %

13.0 %
5.9 %

7.4 %
5.6 %

3.7 %
7.7 %
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GCs as strategic partner: Getting closer to 
the board room

And as boards themselves are calling for diverse govern-
ance, it’s no surprise that their relationships with the GC 
have never been so important. The 2021 ACC CLO Survey 
shows four out of five GCs regularly attending board 
meetings, a figure that has been rising steadily for as long 
as ACC has tracked it. This year, just under a third of GCs 
reported meeting frequently with board members outside 
of formal sessions. 

Implicit in this last figure is the fact that boards rely on the 
GC as a strategic partner. We are in the “age of the CLO,” 
where GCs have outgrown the strictures of the traditional 
legal department and are bringing their holistic perspec-
tive on risk, privacy, regulation, and strategy to the execu-
tive table. The 2021 ACC CLO Survey shows about 80 per-
cent of GCs report to the CEO, a trend that has risen 
steadily over the past few years. Modern companies have 
learned that a CLO’s seat at the executive table means that 
the CEO can count on input from the only officer whose 
day-to-day tasks encompass risk, data privacy, operations, 
regulation, litigation, ESG and more.

In a way this seems inevitable. So does the keen interest of 
European GCs in environmental issues: with the United 
States only recently having returned to the Paris Accord, 
Europe has emerged as a global leader in ESG over the 
past few years. The sitting Commission has declared its 
goal of 100 percent climate neutrality by 2050 and its plans 
for stricter corporate responsibility protocols, like human 
rights due diligence, seem likely to pass into law. Guiding 

this push, behind the scenes, are corporate lawyers and 
GCs.

Continue reading:

• Download the 2021	Chief	Legal	Officers	Survey, ACC's an-

nual survey of global chief legal officers and general 

counsel, and key	findings

• Explore curated resources for in-house counsel in the 

ACC	Collection:	Sustainability (included in ACC member-

ship)

• Register for the 2021 ACC	Europe	Annual	Conference and 

discuss the	role	the	legal	function	has	to	play	in	Environmen-

tal,	Social	and	Governance.

• Join	ACC's	Environmental	and	Sustainability	Network to fur-

ther your knowledge and expertise, expand access to 

resources, and enhance the skills needed to advise your 

company on related matters (included in ACC mem-

bership) ß
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Integrating	
Risks	and	
Opportunities
Why Environmental, Social and 
Governance (ESG) Due Diligence Is 
Becoming A Must For Your Clients
By	Don	Aviv	and	Ben	Kunde

A
mid greater regulatory scrutiny and increased mar-
ket volatility around the world, today’s investing 
environment is more challenging than ever. With a 
heightened focus on climate change, human rights 

issues, and responsible investment, law firm clients such 
as investors, funds, PE houses and VC groups are taking 
closer looks at issues like carbon emissions, child labor, 
corruption, and boardroom diversity to reduce risk and 
increase the potential for superior long-term returns. Not 
surprisingly, Environmental, Social, and Governance 

(ESG) practice groups are burgeoning in law firms world-
wide, helping clients legally navigate ESG and Socially Re-
sponsible Investment (SRI) landscapes. There is growing 
recognition in the business world that ESG factors are eco-
nomically material and that it’s crucial to integrate such 
factors in investment decisions. About 93% of private eq-
uity firms said a focus on ESG helps generate good invest-
ment opportunities, according to a 2020 poll by sustaina-
bility consulting group ERM. Increasingly, the world’s 
biggest companies are prioritizing ESG in their new initi-

Is essential to begin ESG due diligence as early as possible in the process, since some problems could become dealbreakers or significantly change the terms of the 
deal.
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atives, contracts, and hiring decisions. Earlier this year, 
Coca-Cola announced it will require diversity among law 
firms who bill it for work in the United States and reduce 
payments for non-compliance. Indeed, even while the 
COVID-19 pandemic devastated the world’s economy, 
causing the S&P 500 index to plummet by 26.9%, compa-
nies rated highly for ESG performed almost 4 percentage 
points better by comparison and low-rated companies 
performed 7.4 percentage points worse.

Current status of the market

However, only a small portion of institutional (19%) and 
retail (10%) investors currently invests in ESG products, 
according to a recent survey by the CFA Institute. One of 
the likely reasons for that discrepancy is that investors 
have a hard time getting accurate assessments of how 
companies and products rate when it comes to ESG. For 
example, 78% of investors surveyed by the CFA Institute 
say that there is a need for improved ESG standards due to 
greenwashing, in which companies provide misleading 
information or cultivate a false impression of their perfor-
mance. “The consistency and comparability of ESG data 
from companies is poor,” concludes the report, noting that 
there are few government requirements to report such in-
formation, leaving companies to determine for themselves 
what to disclose.

As ESG investing products proliferate amid a growing de-
mand for transparency, the scrutiny of such funds is likely 
to increase, to verify that they are delivering what they 
promise. Since it’s a relatively new area, sustainability 

funds often lack employees who are qualified to accurately 
assess a company’s ESG record; for example, if an energy 
firm knows how to downplay its negatives by reporting its 
carbon emissions in creative and potentially deceptive 
ways.

In such an investment environment, in which transparen-
cy is often lacking, proper due diligence is a requirement 
for companies pursuing M&A activity and investors. Over 
half (54 %) of private equity general partners surveyed 
said they had reduced a bid price after ESG due diligence 
uncovered problems and risk factors and one third (32 %) 
said they had increased a bid price. 

For example, a private equity firm seeking to buy a genom-
ics firm in India might learn through due diligence (in-
spections of facilities, interviews with key employees, and 
a review of policies and procedures) that the company is 
potentially violating wage and hour laws and has failed to 
obtain the required environmental permits. Those prob-
lems put the company at risk of government fines and 
criminal prosecution. Armed with such information, the 
firm can negotiate a lower deal price and demand that 
those risks are adequately addressed.

ESG vulnerabilities can lead to legal 
headaches, therefore…

The revelation that a company has been involved in hu-
man rights violations, environmental pollution, or cor-
rupt practices can have a significant negative impact on 
the company and result in steep fines and the loss of major 

contracts, as well as negative reputational consequences 
for the acquiring company. In addition, such ESG vulner-
abilities can lead to legal headaches, in which a buyer may 
inherit liability for prior misconduct. Obviously, ESG 
standards will vary across sectors—since, for example, an 
agricultural company isn’t expected to have the same envi-
ronmental impact as a bank—and need to be adjusted to 
specific industry sectors and geographical regions. 

… it is essential to begin ESG due diligence 
as early as possible

As a result, it it is imperative that ESG due diligence is in-
itiated at the earliest possible stage in the process, since 
some problems could become dealbreakers or significant-
ly change the terms of the deal. Once such issues have 
been uncovered, it helps to clarify the acquired company’s 
risk profile and risk exposure.

Due diligence that provides a comprehensive overview of 
relevant risks and opportunities is essential when it comes 
to complex deals and negotiations. Among the factors it 
considers are:

• How emerging social and environmental trends are 

expected to impact the company and its market 

• What the company’s material ESG risks and opportu-

nities are

• How its potential liabilities and ESG weaknesses can 

impact costs, cash flow, and the deal timeline
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• How the company’s ESG policies and performance 

measure compared to its peers in the industry and 

align with industry sector best practices

• Whether the company’s policies and procedures com-

ply with national regulations and international treaties

The scope of ESG due diligence will depend on a series of 
factors: 

• The size and structure of the company (especially if it 

includes subsidiaries located in different parts of the 

world)

• The type of physical assets it owns (varying from office 

buildings to manufacturing facilities) 

• Labor type (salaried employees, contractors, subcon-

tractors)

• Supply chain (specific or dedicated, national or inter-

national)

• Time (whether any investment will go towards new 

construction or new product lines and if potential 

risks are due to legacy problems such as unresolved 

legal disputes or contaminated land)

• Geography (ensuring compliance with local laws and 

regulations, as well as any applicable international 

standards)

Such due diligence should result in an action plan to be 
discussed with management that gives the client a clear 
understanding of what needs to be achieved and what 
risks need to be addressed. This can include specific and 
measurable targets, a list of recommended actions (both 
to implement remedial measures and to capitalize on op-
portunities) ranked by priority based on an assessment of 
materiality, completion indicators (such as documentary 
or physical evidence), a clear timeline, and a clear assign-
ment of responsibility on both the individual and depart-
mental levels.

It is obvious that incorporating ESG due diligence into the 
investment process can lead to better returns, lower costs, 
and fewer legal headaches. These benefits can be quanti-
fied and communicated to investors, other stakeholders, 
and the media. More broadly, improved ESG management 
can also positively impact valuable intangible assets such 
as reputation, brand value, and trust, in addition to gener-
ating value for society at large. 

Takeaway

Lawyers need to be especially well-informed and mindful 
of ESG and related due diligence services to assist their 
clients when it comes to avoiding adverse outcomes, meet-
ing regulatory standards and guidelines, and building a 
strong reputation for responsibility among investors, em-
ployees, and customers. Not only do counsel and in-house 
legal teams have to play a key role in managing ESG issues 
for organizations, but they must also become proactively 

involved in integrating ESG risks and opportunities into 
the policies and strategies of their companies.Æß

S U S Ta I N a B I L I T Y

Issue 1 | March 2021 11

http://www.businesslaw-magazine.com


The	Schrems	II	
case	and	its	
impact
Data transfer to third countries 
outside the European Union
By	Vijita	Verma

Vijita	Verma

Infosys Ltd, Bangalore

Senior Legal Counsel

vijita.verma@infosys.com 
www.infosys.comCross-border data transfer means the transfer, access or processing of the personal data of any EU resident outside the European Economic Area (EEA).

 
©

m
et

am
or

wo
rk

s -
 st

oc
k.

ad
ob

e.
co

m

D aTa  P r O T E c T I O N

Issue 1 | March 2021 12

http://www.businesslaw-magazine.com


I
n a globalized and digitalized world, conduct of busi-
ness involves multiple parties located in various parts of 
the world. Today, business not only involves delivery of 
products/services across borders but even “data”. Data 

in its various forms and its access and processing has be-
come an integral part of business. There are various regu-
lations that control the transfer of data across borders, the 
General Data Protection Law (GDPR) being the most 
comprehensive and stringent. The GDPR came into effect 
on May 25, 2018. The primary aim of the legislation is to 
give individuals control of their data. The law applies to all 
enterprises within the European Economic Area (EU 
countries plus Iceland, Liechtenstein, and Norway) and 
companies that process the personal data of EU subjects, 
regardless of location. GDPR lays down certain restric-
tions/mechanisms for cross-border data transfer1. The Eu-
ropean Court of Justice in the case of Data Protection 
Commissioner Vs Facebook Ireland and Maximillian 
Schrems2 (Schrems II) invalidated the adequacy of protec-
tion provided by the EU-US Data Protection Shield. This 
judgement which came on July 16, 2020 has huge implica-
tions on transfer of data from EU countries to US and any 
other third country (including India).

Data in its various forms/kinds and its 
access and process has become an 
integral part of business.

This article will discuss (A) the meaning of "cross-border 
data transfer" (B) the meaning of the EU-US Data Protec-

tion Shield (EU-US Privacy Shield) (C) Schrems I Judg-
ment and (D) Schrems II Judgement (E) The Impact of the 
Schrems II Judgment.

Cross-border data transfer

Cross-border data transfer means the transfer, access or 
processing of personal data3 of any EU resident outside 
the European Economic Area (EEA). It includes any or all 
of the below:

- Physical transfer of personal data outside EEA.

-  Access, or processing4, including viewing of personal 
data from any country outside EEA.

-  Access or processing, including viewing personal 
data via remote desktop connection from any coun-
try outside EEA.

Any transfer of personal data which are undergoing pro-
cessing or are intended for processing after transfer to a 
third country or international organization shall take 
place only, subject to the mechanisms permitted under 
GDPR5

 −  if the third country in question ensures an adequate 
level of data protection6. According to the GDPR, 
the Commission may find that a third country en-
sures, by reason of its domestic law or its interna-
tional commitments, an adequate level of protec-
tion. The EU Commission has granted adequacy to 

certain countries like Switzerland, Argentina, An-
dorra, Faroe Islands, Guernsey, Isle of Man, Israel 
(partly), Japan, Jersey, Canada (only for commercial 
organizations), New Zealand and Uruguay. India 
has not been granted adequacy.

 − In the absence of an adequacy decision, such trans-
fer may take place only if the data exporter estab-
lished in the EU has provided appropriate safe-
guards, which may arise, in particular, from stand-
ard data protection clauses adopted by the Commis-
sion, and if data subjects have enforceable rights and 
effective legal remedies.7The standard data protec-
tion clauses are known as Standard Contractual 
Clauses (SCC). Furthermore, the GDPR details the 
conditions under which such a transfer may take 
place in the absence of an adequacy decision or ap-
propriate safeguards.8

 − Transfer under binding corporate rules.9

 − Transfer based on international agreements.10

EU-US data protection shield (EU-US 
Privacy Shield)

The EU-US Privacy Shield is an agreement between EU 
and United States for protection of data transferred from 
The EU to the US. It was announced by the EU Commis-
sion on August 2, 2016. It includes privacy principles to be 
adhered to by the US companies and restrictions on data 
access by the public authorities. Such restrictions were 
promised by US Federal Government to be published in 
the US Federal Register. The EU-US Privacy Shield also 
granted rights to EU citizens against the US companies in 
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case of breach or misuse of their data by such US compa-
nies.11

C. Schrems I Judgement12

Maximillian Schrems, an Austrian national, lawyer, au-
thor, and privacy activist, had been a Facebook user since 
2008. As in the case of other users residing in the Europe-
an Union, some, or all of Mr. Schrems’s personal data was 
transferred by Facebook Ireland to servers belonging to 
Facebook Inc. that are located in the United States, where 
it undergoes processing. On June 25, 2013, Mr. Schrems 
made a complaint to the Commissioner by which he in 
essence asked the Commissioner to exercise his statutory 
powers by prohibiting Facebook Ireland from transferring 
his personal data to the US. He contended in his com-
plaint that the law and practice in force in the United 
States did not ensure adequate protection of the personal 
data held in its territory against the surveillance activities 
that were engaged in by the public authorities in the Unit-
ed States. Mr. Schrems referred in this regard to the reve-
lations made by Edward Snowden concerning the activi-
ties of the United States intelligence services, those of the 
National Security Agency (‘the NSA’). The Commissioner 
rejected Mr. Schrems complaint on the ground, inter-alia, 
that, in the Safe Harbour Decision13, the Commission had 
found that United States ensured an adequate level of pro-
tection.

Safe Harbour Decision

The Commission in the Safe Harbour Decision had held 
that the personal data of customers or internet users, as 
well as employees, could be transferred from states within 
the EU to the US and stored and processed there without 
any further requirements (such as the approval of the data 
subject/person concerned). The only requirement was 
that the US companies dealing in such receipt, access and 
process of data undertake to observe the “Safe Harbour 
Principles” (a commitment to comply with the EU data 
protection standards) and register on a “safe harbour list” 
held by the US Trade Department.

Mr. Schrems brought an action before the High Court of 
Ireland challenging the decision of the Commissioner. Af-
ter considering the evidences provided by the parties at 
hand, the High Court found that the electronic surveil-
lance and interception of personal data transferred from 
the European Union to the United States serve necessary 
and indispensable objectives in the public interest. How-
ever, the High Court further noted that the mass and un-
differentiated accessing of personal data by the United 
States federal agencies is clearly contrary to the principle 
of proportionality and the fundamental values protected 
by the Irish Constitution. According to the High Court, 
the Commissioner should have proceeded to investigate 
the matters raised by Mr. Schrems in his complaint and 
that he was wrong in rejecting Mr. Schrems' complaint. 
The High Court decided to stay the proceedings and re-
ferred the matter to European Court of Justice for a pre-
liminary ruling 14 The questions laid before the European 
Court of Justice were the (i) what was the legality of the 

Safe Harbour Decision and (ii) whether the Commission-
er should have conducted his own investigation in light of 
the new factual developments instead of just relying on 
the Safe Harbour Decision.

On October 6, 2015, the European Court of Justice, de-
clared that the Safe Harbour Agreement and the Safe Har-
bour Decision were invalid. It also held that the Commis-
sioner was wrong in not conducting his own investiga-
tions.

Schrems II judgement15

After the Schrems I Judgment, the Irish supervisory au-
thority asked Mr. Schrems to reformulate his complaint 
considering the Schrems I Judgement. In his reformulated 
complaint, Mr. Schrems claimed that the United States did 
not offer sufficient protection of data transferred to the 
United States. He sought the suspension or prohibition of 
future transfers of his personal data from the EU to the 
United States, which Facebook Ireland carried out pursu-
ant to the standard data protection clauses. The Irish su-
pervisory authorities brought Mr. Schrems' compliant to 
the High Court (Ireland) who referred the matter to Euro-
pean Court of Justice for preliminary ruling.

The questions referred to the European Court of Justice 
(Court) were (a) whether the GDPR applies to transfers of 
personal data pursuant to the standard data protection 
clauses, (b) what level of protection is required by the 
GDPR in connection with such a transfer, and (c) what 
obligations are incumbent on supervisory authorities in 
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those circumstances (d) what is the validity of standard 
contractual clauses (SCC) and (e) what is the validity of 
the EU-US Privacy Shield.

The European Court of Justice declared as follows:

• GDPR did apply to the transfer of personal data for 

commercial purposes by an economic operator estab-

lished in EU to another economic operator established 

in a third country, even if, at the time of that transfer 

or thereafter, that data may be processed by the au-

thorities of the third country in question for the pur-

poses of public security, defence and state security. The 

Court added that this type of data processing by the 

authorities of a third country cannot preclude such a 

transfer from the scope of the GDPR.

• As regards what level of protection is required in con-

nection with such transfer, the Court held that a level 

of protection essentially equivalent to that guaranteed 

within the EU by the GDPR read in light with the EU 

Charter should be provided to the data subjects. The 

Court further held that in assessing the level of protec-

tion, the following aspects must be taken into consid-

eration:

•  the contractual clauses agreed between the data ex-
porter in the EU and the recipient of the data es-
tablished in the third country, and

•  the relevant aspects of the legal system of such re-
cipient country (as regards access of such data by 
the public authorities of that recipient country).

• As regards the obligations of the supervisory authori-

ties, the Court held that the supervisory authorities are 

required to suspend or prohibit a transfer of personal 

data to a third country where the supervisory authori-

ties opine that the SCC are not or cannot be complied 

with in such third country or where protection of the 

data transferred to such third country cannot be en-

sured by any other means whatsoever.16

• As regards the validity of use of SCC for data transfer, 

the Court held that data transfer could take place based 

on SCC as long as they met the data protections adequa-

cies (after assessing on case-by-case basis). The Court 

held that the Decision 2010/8717 establishes such 

mechanisms. The Decision imposes an obligation on a 

data exporter and the recipient of the data to verify, 

prior to any transfer, whether that level of protection is 

respected in the third country concerned. Further, the 

recipient is required to inform the data exporter of any 

inability to comply with the SCC, in which case, the 

data exporter is required to suspend the transfer of 

data and/or to terminate the contract with the data 

recipient.

• As regards the validity of the EU-US Privacy Shield, 

the Court held that it was invalid and no longer a lawful 

basis of transfer of data from EU to US. The Court held 

that FISA (Foreign Intelligence Surveillance Act) do 

not set out limitations on the powers of the intelli-

gence services and do not give data subjects actionable 

rights before US courts.

Impact of the Schrems II Judgement

 − With Schrems II Judgement, all cross-border data 
transfer from the EU to the US which relied on the 
EU-US Privacy Shield are to be immediately sus-
pended. This may lead to huge business disruption 
for companies including Indian companies whose 
major clients reside the US and the processing of 
such US client data takes place in data centres in EU 
Member States. Many Indian companies operate 
with their data centres based in Ireland or EU Mem-
ber State countries. With this Judgement, such Indi-
an companies must resort to other modes of data 
transfer. Transfer of data to US and third countries 
like India can now be done only through SCC after 
assessing the same. However, even with SCC, the 
risk of lack of adequate protections still exists. For 
example, the US Foreign Intelligence Surveillance 
Act, 1978 (FISA) stipulates that US telecommunica-
tion companies are obliged to provide information 
to the US services and that no court order is re-
quired to access data at such companies. This applies 
not only to social network providers, for example, 
but also to cloud providers such as Amazon or Mi-
crosoft. Under the US Cloud Act, 2018 US intelli-
gence services have permission to access even the 
EU-servers of US companies. Even in India, Rule 6 
of the Information Technology (Reasonable security 
practices and procedures and sensitive personal data 
or information) Rules, 2011, confers power on the 
Government agencies to seek information including 
personal sensitive data from body corporates with-
out the consent of the provider. With these regula-
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tions in place, the rights of such regulatory authori-
ties is far reaching. This may lead to more claims by 
data subjects (for example clients and employees) in 
case of doubt about protection of their data in such 
countries. Such claims by them can lead to ban or 
suspension or prohibition of data transfer to such 
countries.

 − The Schrems II Judgement has also increased the 
obligations of the data exporter as they are required 
to carry out the assessment of recommend addition-
al safeguards needed by their service providers for 
protection of their data. The data recipient on the 
other hand is also required to provide all assistance 
to the data exporter in conducting the assessment. 
The data recipient is also required to inform the data 
exporter of his/her inability to comply with recom-
mendation of the data exporter. Companies operat-
ing at a global scale now have a double role to play 
– on the one hand as the data exporter and on the 
other hand as the data importer. A company may act 
in both capacities as data importer for its client and 
data exporter for its vendors/partners/subcontrac-
tors. In such a dual role, they must be on their tip 
toes to fullfill the obligations towards their client 
and at the same time ensure that necessary checks 
and balances are put in place with their vendors. 
Only then will the data transfer be water- tight.

 − Failure on the part of the data exporter and importer 
to put adequate measures in place for data protec-
tion and transfer in line with the requirements set 
out in GDPR, can lead to a suspension or ban of data 
transfer by the supervisory authorities along with 
huge administrative penalties to the data exporter 

and data importer.18Such penalties can reach 20 mil-
lion euro or 4% of the annual global turnover, 
whichever is greater.19This can lead to huge financial 
and reputational loss for the companies.Æß

1 Article 44-50 of GDPR.

2 Case -311/18 Schrems, see also Press Release No.91/20.

3 Article 4 (i) of the GDPR 

4 Article 4 (ii) of the GDPR

5  Article 44 of the GDPR

6 Article 45 of the GDPR

7 Article 46 of the GDPR

8  Article 49 of the GDPR

9 Article 47 of the GDPR

10 Article 48 of the GDPR

11 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant 
to Directive 95/46/EC of the European Parliament and of the Council on the 
adequacy of the protection provided by the EU-U.S. Privacy Shield (OJ 2016 
L 207, p. 1).

12 Maximillian Schrems v Data Protection Commissioner; Case:C-362/14 
Schrems. Press Release No. 117/15.

13 Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the 
European Parliament and of the Council on the adequacy of the protection 
provided by the safe harbour privacy principles and related frequently 
asked questions issued by the US Department of Commerce (OJ 2000 p.7).

14  A reference for a preliminary ruling allows the courts and tribunals of the 
Member States in EU, in disputes which have been brought before them, to 
refer questions to the Court of Justice about the interpretation of European 
Union law or the validity of a European Union Act. 

15 Case -311/18 Schrems, see also Press Release No.91/20.16 This would apply 
where the data exporter in EU has not himself suspended or put an end to 
such data transfer to such third country. 

17 Commission Decision of 5 February 2010 on standard contractual clauses for 
the transfer of personal data to processors established in third countries 
under Directive 95/46/EC of the European Parliament and of the Council, as 
amended by Commission Implementing Decision (EU) 2016/2297 of 16 De-
cember 2016 (OJ 2016 L 344, p. 100).

18 Article 58, para 2 of the GDPR.

19 Article 83 of the GDPR
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German	(Fin)
Tech	Companies	
Behind	Bars?
Intensified regulation of (foreign) 
investments in the digital economy
By	Dr	Heiner	Feldhaus

O
ne can safely assume that unicorns have a great love 
of freedom. They do not want to be chained or in-
carcerated. This love of freedom also has to do with 
their age. A unicorn is more of a young, impetuous 

filly than an old lumbering plow horse. Due to their age, 
unicorns are also more likely to want to graze on fresh 
green pastures. They are still growing and need adequate 
nutrients to help them grow.

All of these characteristics also apply to the proverbial 
unicorns of the tech scene: they are young, disruptive and 
hungry for capital. Even though most unicorns thrive pri-
marily in the U.S. and China, the number of unicorns in 

Europe has grown significantly. At the end of 2020, there 
were 65 unicorns in Europe, i.e. companies with a valua-
tion of more than EUR 1 billion. In Germany, there are 
about 14 unicorns, plus numerous so-called "soonicorns" 
that already have valuations in the hundreds of millions 
and hope to reach the magic EUR 1 billion valuation soon.

The valuations of German tech companies are still consid-
ered low by international standards and make them at-
tractive for foreign investors. This is true for foreign ven-
ture capital investors and corporate venture strategists 
who participate in financing rounds and provide growth 
capital. But it also applies to foreign private equity funds, 

Dr.	Heiner	Feldhaus

Gütt Olk Feldhaus, München

Rechtsanwalt, Partner

heiner.feldhaus@gof-partner.com 
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Tech companies do not belong behind bars, but need sufficient space to graze and grow.
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which also invest in mature tech companies and are ready 
to invest when the exit is due.

Currently, investors are focusing in particular on so-called 
fintechs. Fintechs have developed massively in recent 
years, also in Germany. Companies such as N26, Mambu, 
Deposit Solutions, Coya, Smava, etc. are now active or 
planning to be active not only in Germany, but interna-
tionally. Accordingly, their cash need is emerging. Espe-
cially for young insurtechs, an increased need for capital is 
also emerging after the German Federal Financial Super-
visory Authority (BaFin) recently announced in the BaFin 
Journal that future insurtechs must be equipped with 
more equity as early as at the time of approval.

The strong growth of the German and European (fin)tech 
scene in the course of the digitalization of business models 
accelerated by Corona on the one hand is contrasted by 
the legislative trend of increasing regulation. This trend 
has also affected German legislators, who have enacted 
new regulations with astonishing speed that can have a 
significant impact on investments from third countries in 
particular.

Significant Changes in German Merger 
Control Provisions

First and foremost, there are the innovations to German 
antitrust law. The 10th amendment to the Act against Re-
straints of Competition (GWB) came into force on Janu-
ary 19, 2021. The centerpiece of the law, which is also re-
ferred to as the "Digitalization Act," is the modernization 

of abuse control against digital groups with market power 
and so-called gatekeepers such as Google, Amazon, Apple 
and Microsoft ("GAMA"). But the law also brings signifi-
cant changes in the area of merger control, which is so 
important for M&A. First of all, the turnover thresholds in 
Germany have been significantly increased. In future, a 
merger will be subject to notification in Germany if the 
companies involved achieve combined worldwide sales of 
EUR 500 million and, in addition, one of the companies 
involved achieves sales in Germany of at least EUR 50 
million (previously EUR 25 million) and another compa-
ny involved achieves sales in Germany of at least EUR 17.5 
million (previously EUR 5 million). The previous de min-
imis threshold, according to which a notification obliga-
tion did not apply if the target company had worldwide 
sales of less than EUR 10 million, no longer applies. The 
threshold for minor markets was also raised. In this re-
spect, a notification is henceforth not required if the com-
panies involved are active on a market with a volume of 
less than EUR 20 million (previously EUR 15 million).

The previous thresholds were very low by international 
standards, which led to a notification requirement for a 
large number of materially completely unproblematic cas-
es - and demanded a considerable amount of resources 
from the Federal Cartel Office. Even in the "corona year" 
of 2020, when M&A business came to a virtual standstill 
in the spring, the Federal Cartel Office ultimately received 
over 1,200 notifications. The changes are therefore wel-
come from a practical perspective in any case.

However, the increase in the thresholds for domestic turn-
over does not mean that transactions in which the domes-

tic turnover of a participating company falls below EUR 
17.5 million will not be subject to a filing obligation at all 
in the future. This may be the case if the acquirer has more 
than EUR 50 million in sales in Germany, the transaction 
value exceeds EUR 400 million, and the target company 
(regardless of its sales) is active in Germany to a signifi-
cant extent, e.g., through R&D activities or offers that are 
free of charge but targeted at German users, as is particu-
larly common in the digital sector. It is therefore to be ex-
pected that the significance of the transaction threshold 
will be strengthened by raising the turnover thresholds.

Another new regulation may also be relevant, namely the 
so-called "Remondis" clause (Section 39a GWB). Under 
this clause, the German Federal Cartel Office can, under 
certain conditions, make mergers subject to notification 
and, if necessary, prohibit them, irrespective of whether 
thresholds have been reached. However, the Federal Car-
tel Office can only impose a notification requirement if it 
has previously conducted a sector inquiry in one of the 
sectors concerned. The aim of the new provision is to ena-
ble the Federal Cartel Office to intervene before a domi-
nant position has arisen in certain markets as a result of a 
series of mergers that do not require notification. The reg-
ulation is likely to become relevant mainly for investors 
who use a buy-and-build strategy in highly fragmented 
markets.

If notification to the Federal Cartel Office is required and 
main examination proceedings are initiated, the examina-
tion period will in future be five months rather than four. 
This must be taken into account accordingly when draft-
ing share or asset purchase agreements in the context of 

a c T  a G a I N S T  r E S T r a I N T S  O F  c O M P E T I T I O N /  F O r E I G N  T r a D E  a N D  PaY M E N T S  a c T

Issue 1 | March 2021 18

http://www.businesslaw-magazine.com


determining the timing of the right to rescind due to 
non-fulfillment of closing conditions.

Amendments of Foreign Trade Law 
Restrictions

Legislators were also very active in another area relevant 
to cross-border M&A transactions in 2020 and are expect-
ed to be so again in 2021, namely the area of foreign trade 
law.

If a foreign buyer directly or indirectly acquires at least 
25% of the voting rights in a German company, the Feder-
al Ministry for Economic Affairs and Energy (BMWi) can 
examine in investment control proceedings whether the 
acquisition poses a threat to the public order and security 
of the Federal Republic of Germany and, if necessary, re-
strict or prohibit the acquisition. In particularly sensitive 
and thus audit-relevant areas (cross-sector audit), even 
the direct or indirect acquisition of 10% triggers a filing 
obligation and a prohibition to complete the transaction 
prior to approval by the BMWi.

Since 2017, Germany has been advocating for a European 
legal framework for the screening of direct investments 
from third countries. These efforts resulted in Regulation 
(EU) 2019/452 of the European Council and Parliament of 
March 19, 2019 establishing a framework for the verifica-
tion of foreign direct investment in the Union (so-called 
EU Screening Regulation), which entered into force on 
October 11, 2020. With the First Act Amending the For-
eign Trade and Payments Act (AWG) and Other Acts of 

July 10, 2020, German foreign trade and payments law was 
adapted to the requirements of the Screening Regulation 
(1st Amendment to AWG). The 16th Ordinance Amend-
ing the Foreign Trade and Payments Ordinance of Octo-
ber 26, 2020, aligned the Foreign Trade and Payments Or-
dinance (AWV) with the provisions amended by the 1st 
AWG Amendment to ensure a new EU-wide cooperation 
mechanism. Even before that, the German government 
had reacted directly to the implications of the COVID-19 
pandemic and, with the 15th Amendment Ordinance to 
the AWV, had above all expanded the scope of application 
of the cross-sectoral audit to include numerous companies 
in the healthcare sector. This has already significantly ex-
panded the group of acquisitions subject to filing require-
ments.

With the 16th Amendment Ordinance to the AWV, the 
repressive audit regime has now been extended again in 
several ways:

Firstly, from now on, a probable impairment of public or-
der and safety is sufficient in the context of the examina-
tion. In this way, a lower degree of risk is now sufficient to 
be able to restrict or even prohibit the transaction in ques-
tion.

Secondly, it is sufficient if no probable impairment of the 
public security and order of the Federal Republic of Ger-
many, but of another EU member state is affected. In the 
context of this examination, both aspects relating to the 
person of the acquirer and aspects relating to the company 
are relevant. Among other things, the guidelines of the EU 
Commission on the interpretation of the EU Screening 

Regulation must also be taken into account: According to 
these, start-up companies can explicitly also be of strategic 
importance despite their low value in terms of research or 
technology and be subject to screening.

Thirdly, it is important that with regard to all companies 
for which a notification obligation exists, there is now also 
an enforcement prohibition at the same time. Upon re-
ceipt of the (complete) notification, the BMWi has two 
months to decide whether to open an investigation. If 
opened, this investigation procedure can take four months. 
In view of these deadlines, especially in the case of financ-
ing rounds, use should be made of the possibility in ad-
vance to obtain a clearance certificate upon application.

Already on the table is the 17th Amendment Ordinance to 
the AWV, the draft of which was published on Jan. 22, 
2021. It is true that the work on this is still at an early stage. 
However, it is already foreseeable that the group of par-
ticularly audit-relevant areas that trigger a filing obliga-
tion will once again be significantly expanded. The current 
draft provides for an expansion to the following areas, 
among others: Cybersecurity, Artificial Intelligence, Au-
tonomous Driving and Flying, Quantum and Nuclear 
Technology, Robotics and other areas. Overall, a stronger 
focus on tech companies is clear. However, it is also im-
portant to note that companies that develop or modify 
industry-specific software for the operation of critical in-
frastructure companies are already subject to filing re-
quirements. If, as is often predicted, the next wave of digi-
tization in Germany is more strongly focused on the B2B 
sector, we can expect a significant increase in the number 
of notifiable facts in this area in the future.
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Outlook

Overall, it can be said that the legislative trend toward in-
tensified regulation of (foreign) investments especially in 
digital economy and other tech companies will continue 
in Germany. It will be interesting to see how this develop-
ment continues, because the European legislature is also 
in the process of developing a framework for the digital 
economy with the draft Digital Market Act and the Digital 
Services Act. However, these legal acts are not currently 
expected before the end of 2021 / beginning of 2022. It is 
to be hoped, however, that both at the German and the 
European level, legal acts will be passed with a sense of 
proportion. Tech companies do not belong behind bars, 
but need sufficient space to graze and grow. After all, the 
number of German and European unicorns, these shy 
creatures, can still be increased in international compari-
son. ß
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The Media State Treaty expands the scope of application significantly and introduces media-specific regulations by covering not only television, radio and telemedia, 
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T
he new Media State Treaty (Medienstaatsvertrag, 
MStV) came into force on 7 November 2020. It re-
places the Broadcast State Treaty (Rundfunk-
staatsvertrag), which had been in place since 1991. 

The German legislative authority reacted to the substan-
tial changes in the media landscape and to the ongoing 
digitalization and convergence of the technical outlets. By 
enacting the MStV, the legislative authority implemented 
the European Audiovisual Media Services Directive (EU) 
2018/1808 of 14 November 2018.

Broad scope of application

The Media State Treaty expands the scope of application 
significantly and introduces media-specific regulations by 
covering not only television, radio and telemedia, but also 
'new' digital media. It includes comprehensive media-spe-
cific requirements for gatekeepers acting as intermediaries 
or as content distributors, including search engines, user 
interfaces, video-sharing platforms, social media and 
smart TV. These services are categorized by the Media 
State Treaty as media platforms, media intermediaries or 
user interfaces. For specific opinion-relevant media, 
which regularly broadcast news and political information, 
specific journalistic standards must be observed. Due to 
the broad scope of the regulations, the new Media State 
Treaty may affect all companies that share or distribute 
content via various technical outlets. It is advisable that 
media companies, and in fact all other companies that use 
media, familiarize themselves with the new rules that are 
now in effect in Germany. It must be noted that the Media 
State Treaty may also apply to companies located outside 

Germany if their business targets German customers. The 
following overview addresses some of the main new regu-
lations.

Media platforms

Whereas the former Broadcast State Treaty only covered 
infrastructure-bound media platforms, such as cable TV 
networks or IPTV operators, the new definition of media 
platforms has been broadened and includes 'any telemedi-
um that combines broadcasting, broadcast-like telemedia or 
telemedia in accordance with Section 19 (1) MStV to create 
an overall offer determined by the provider'. The so-called 
gatekeeper function of platform operators and their criti-
cal position with respect to diversity is based on their ac-
cess control regarding distribution by content providers as 
well as their control over creating the overall offering. 
Hence, the distribution outlet is not relevant for the ques-
tion of whether a platform is considered a media platform. 
Infrastructure-bound media platforms (e.g. cable TV net-
works, IPTV) are thus included, as well as media plat-
forms in open networks (e.g. OTT services).

The Media Platform operators must observe various obli-
gations which are mainly set forth in Sections 78 et seq. 
MStV. They must warrant that their technology allows for 
diverse offerings (Section 82 (1) MStV). Further, broad-
casters, broadcast-like telemedia (i.e. video-on-demand 
services) and telemedia pursuant to Section 19 (1) MStV 
may not be directly or indirectly hindered from accessing 
the platform. In addition, content providers must be treat-
ed equally, especially with respect to access systems, inter-

faces to application programs, access terms and condi-
tions, including fees or tariffs, unless there is a reasonable 
cause to treat the offers differently.

In order for the regulator to monitor the access rules, the 
media platform operator must disclose the use of its access 
system to the regulator.

Due to the broad scope of the regulations, 
the new Media State Treaty may affect all 
companies that share or distribute content 
via various technical outlets.

The above-mentioned obligations do not apply in certain 
cases. As per its definition, a media platform requires 'an 
overall offer determined by the provider'. In order to qualify 
as a media platform, the provider must therefore be in a 
position to decide on and to select the overall offering. 
This requirement is intended to differentiate media plat-
forms from the also newly defined 'media intermediaries' 
(see below). Furthermore, a media platform does not exist 
if the respective overall offer of broadcasting or telemedia 
is exclusively the responsibility of one private provider. 
Most notably, the obligations do not apply to non-infra-
structure-bound media platforms if the number of actual 
daily users is less than 20,000 on average per month.
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Media intermediary

A media intermediary is a newly defined group in the 
Media State Treaty and includes 'any telemedia which also 
aggregates, selects and presents journalistic and editorial of-
fers of third parties in a generally accessible way without 
combining them into an overall offer' (Section 2 (2) 16 
MStV).

A media intermediary differs from a media platform as it 
does not provide an overall offer but only selects the offer-
ings of third parties. Here, 'selecting' means that the media 
intermediary does not select the respective content offers, 
but rather uses algorithms to establish abstract criteria ac-
cording to which the content is offered and arranged. Me-
dia intermediaries can include search engines, social net-
works, user-generated content portals, blogging portals or 
news aggregators, but also every media company that 
publishes media content via technical outlets.

The media intermediary is obliged to disclose the criteria 
applied to determine the access to the platform. It also 
must disclose the essential criteria of aggregation, selec-
tion and presentation of content as well as the respective 
weight and the functionality of the used algorithm (Sec-
tion 93 (1) MStV). These criteria must be easily accessible 
and must be disclosed in a comprehensive manner. In ad-
dition, material changes to the criteria must be made 
known in due time. Furthermore, a media intermediary 
may not discriminate against any journalistic editorial 
content, as the media intermediary has a major impact on 
the visibility of such content (Section 94 (1) MStV).

Section 91 MStV provides for exemptions to the afore-
mentioned obligations. The most relevant is Section 91 (2) 
No. 1 MStV. Obligations for media intermediaries do not 
apply to offers that reach or, according to their predicted 
development, will reach less than 1 million users per 
month on average over six months in Germany. Further-
more, the obligations do not apply to services that special-
ize in the aggregation, selection and presentation of con-
tent relating to goods or services or services that only 
serve private purposes.

Video-sharing services

Video-sharing services are telemedia where the main pur-
pose of the service – or of a separable part of the service or 
an essential function of the service – is to offer programs 
containing moving images or user-generated videos to the 
public for which the service provider has no editorial re-
sponsibility. The service provider determines the organi-
zation of the programs or of the user-generated videos, 
including the use of automatic tools or algorithms. The 
definition of the video-sharing services in Section 2 (2) 
No. 22 MStV is taken from Art. 1 (1)(b) lit. aa of the 
amended AMSD Directive (Directive 2018/1808/EU).

The restrictions on advertising in video-sharing services 
are set forth in the German Media State Act, the German 
Telemedia Act and the German Youth Media Protection 
Act. The respective restrictions differ regarding whether 
or not a video-sharing service provider markets, sells or 
assembles advertisements on its own. In the case that the 
provider of video-sharing services markets, sells or assem-

bles advertisements on its own, the provider has to abide 
by certain advertising restrictions set forth in Section 8 
MStV. This Section includes, among others, the following 
restrictions on advertising: Advertising may not discrimi-
nate, mislead or harm the interests of consumers or fur-
ther any behavior that would threaten the health, safety or 
the protection of the environment. The provider must 
clearly distinguish commercial and non-commercial con-
tent. Video-sharing service providers that do not market 
or sell commercials themselves are required to call for 
compliance with the aforementioned advertising require-
ments in their General Terms and Conditions.

The media intermediary is obliged to 
disclose the criteria applied to determine 
the access to the platform.

User interfaces

A user interface is defined in Section 2 (2) No. 15 MStV as 
an overview of offerings or content of individual or sever-
al media platforms, which serves as a guide for the selec-
tion of offers, content or software-based applications. User 
interfaces are typically overviews of offerings, program 
overviews on the screen of a television or an EPG. A user 
interface can be a part of a media platform or be part of an 
independent service. This also includes the user interfaces 
of end devices (e.g. smart TVs), insofar as they provide 
program overviews via software-based applications. A 
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user interface does not need to be integrated into the me-
dia platform or be supplied by the same provider (Section 
2 (2) No. 15 lit. b MStV). Examples of this are the electron-
ic program overviews offered by cable network operators 
on their own receivers, which also show third-party offer-
ings.

The Media State Act stipulates certain requirements for 
the accessibility of offers in a user interface. Section 84 (2) 
MStV prohibits treating similar offers differently without 
a justified reason. Furthermore, the accessibility of offers 
in the user interface must not be unfairly impeded. Ac-
cepted criteria for the order of offers include using the al-
phabet, genre or the user reach. All offers must be locata-
ble without discrimination using a search function. 
Broadcasts must be directly accessible and be easy to find 
on the first landing page. Users must be able to easily and 
permanently rearrange the arrangement of content or of 
offers. The principles for the selection and organization of 
broadcasting and telemedia services must be made trans-
parent to users. The media authorities have comprehen-
sive control and information rights with respect to the 
above-mentioned criteria (Section 86 MStV).

Application for foreign media companies

In general, the Media State Act applies to all telemedia 
providers established in Germany. However, for foreign 
companies that are media intermediaries, media plat-
forms or user interfaces, the regulations may also apply 
'insofar as they [the services] are intended for use in Germa-
ny'. Offerings are intended for use in Germany if, based on 

an overall assessment which includes the language, the 
offered content and marketing activities, one can conclude 
that the service is directed at users in Germany. Further-
more, German laws can apply if the refinancing, or mate-
rial parts thereof, of a service is carried out in Germany 
(Section 1 (8) MStV). In this context, it should be noted 
that the European Commission has expressed doubts 
about the application of the marketplace principle with 
regard to compatibility with EU law, in particular with the 
accepted country of origin principle.

Statutory powers of the state media 
authorities

The Media State Act also extends the tasks and the control 
powers of the supervisory authorities, namely the 14 re-
sponsible state media authorities in Germany. The Treaty 
includes a large number of provisions that allow the state 
media authorities to stipulate details of the regulation in 
separate guidelines. Since the beginning of 2020, the state 
media authorities have already begun drafting various 
statutes, including a platform statute, a media intermedi-
ary statute and a video-sharing platform statute which 
must be considered when providing the respective servic-
es.

The takeaway

The Media State Treaty is in force and its scope of applica-
tion has been significantly extended. In future, every me-
dia company will have to deal with the question of wheth-

er and which parts of its services are covered by the MStV 
regulations. For the industry, this question will not always 
be easy to answer, especially because it is still unclear how 
the state media authorities will specify and interpret the 
new regulations. ß
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