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T

he digitization of German corporate law has been
discussed for more than 20 years and has now, as a
result of recent legislation, arrived in legal practice.
From a management perspective, digitization offers
significant opportunities and challenges. This article provides a brief overview of the potential use of digital tools,
the resulting opportunities and requirements for action.
The term digitization is used in different ways – the interpretation changes with the technical progress achieved.
Currently, digitization is understood to be a software
based process which creates or mirrors analogue workstreams reflecting the human learning.
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Opportunities and Challenges
The innovative and future viability of businesses as well as
the innovation portfolio and innovative strength of management are increasingly important and have become a
relevant element in company valuation.
Digitization can simplify, (partially) automate and increase efficiency of certain processes and tasks, in particular those accessible to standardization, i.e. documentation
for mergers/demergers, transformations, but also for the
creation of companies or drafting of contracts. While using digital tools for these activities will in principle im-
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prove speed, efficiency and can also assist in eliminating
mistakes, it does not change the legal framework and the
application of the law as such.
Holding virtual board meetings still qualifies as having
used digital tools to facilitate processes, but the remote
passing of resolutions already goes one step further. Using
digital tools to perform or assist with certain management
tasks, e.g. in the decision making process and to partly
replace such management tasks by the results derived, has
material legal impact. In particular, artificial intelligence
(AI) cannot only facilitate the decision-making process,
but can also be an important element in complying with
the principles of the Business Judgement Rule and thus release management from liability. AI as used herein means
a software code for the reproduction of human, experience-based learning behavior. An algorithm deserves the
predicate "AI" and is "intelligent" to the extent that it develops new process steps for the solution on the basis of
feedback it determined to be appropriate for the relevant
task (so-called machine learning).
In the foreseeable future, the use of digital tools will become a regular component of good corporate governance
and risk management. Consequently, the importance of IT
systems and their protection as well as the protection of
corporate data and secrets against cybercrime (IT-Security) becomes more and more apparent as so-called cyber
attacks on IT systems are being reported to have significant impact on companies. IT-Systems and IT-Security
are increasingly becoming a matter for CEO attention in
the sense that management is obliged to establish an IT
compliance department that is directly subordinated to the

Issue 1 | September 2020

management body and tasked with taking the appropriate
technical and organizational precautions, including training and educating the company's personnel. While the appointment of a robot as member to management or supervisory boards remains fiction, the appointment of a Chief
Information Officer (CIO) as member of the management
board is recommended to quickly react and appropriately
manage opportunities and challenges of digitization. Also,
supervisory boards will have to ensure that the relevant
competence is either represented or readily available for
advice if required for the due exercise of the supervision.

Virtual General or Shareholders' Meetings
The economic potential of virtual general or shareholders' meetings and corresponding resolutions became obvious during the Covid-19 pandemic. The Covid-19 Act
has now introduced the fully virtual execution of the
annual general meeting for German stock corporations
(Aktiengesellschaft, AG) and has facilitated virtual shareholders meetings for German limited liability companies
(Gesellschaft mit beschränkter Haftung, GmbH), the latter
by allowing text form or written vote without requiring the
consent of all shareholders. Although, the general option to
hold virtual general meetings existed prior to the Covid-19
situation, only few companies made use of this option as
companies feared an increase in shareholder litigation on
the count of a violation of the shareholders' right to participate in the general meeting due to technical malfunctions.
The burden of proof for the establishment of sufficient technical precautions was with the company. The technical issue as such, the risk that a resolution be challenged due to a
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technical malfunction in the decision making process, was
secondary. This uncertainty has been reduced by the Covid-19 Act. The most prominent recent examples of virtual
general meetings are the ones held by Bayer AG and BMW
AG. Both companies reported significant cost savings.
The simplifications for virtual general or shareholders'
meeting are available to meetings in 2020; an extension
to 2021 by statutory order is possible. Although the provisions of the Covid-19 Act have not cleared all ambiguities
– companies for example still have to counteract the collection, storage and processing of personal data in a legally
compliant manner and the failure of technical data transmission – they provided increased legal certainty for the
companies when holding virtual meetings. Consequently,
with the expiry of the provisions of the Covid-19 Act and
unless the legislator transforms the learnings from this
phase into applicable company law, the number of virtual
meetings may again decline.

Scope and Use of Digital Tools, primarily
AI, by the Management Board
German corporate law does not allow the substitution
of management by AI. However, today's technical possibilities, which have received a further push during the
Covid-19 pandemic, allow virtual meetings of management without physical presence. For virtual meetings, secure communication must be ensured and, if required for
written decisions, the members of the management board
must be clearly identified, while respecting the principle
of equal treatment.
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The use of digital tools is required when they directly
serve to strengthen competition and thus indirectly assist
in maximizing profits. However, in line with the above
principle, their implementation must not exceed the limits
of a delegation of management tasks, so that only preparatory and execution measures can be digitized. In exceptional cases, the use of digital tools may even be mandatory, for example if it is dictated by the company's object,
e.g. in case of a securities services company that pursues
algorithmic trading strategies or a bank that prepares financial plans using forecasting methods and instruments
(so-called Robo Advice). Robo Advisors are also used for
standardized asset management where a customer is assigned to a risk class on the basis of his personal data so
that his assets are invested in a sample portfolio assigned
to the investor category that matches the customer's risk
class. From this point on, investment decisions for the
sample portfolios are made automatically by algorithms.

board members themselves be substituted by AI. AI-based
executive search engines and compensation consultants
can and are likely to be used, where relevant, under stock
corporation law to support the selection process for management board members and determination of their
remuneration, but they will not be able to bring about
complete substitution due to the lack of an AI that makes
human verification of the proposed solution superfluous.

liability exposure of the relevant board member, the three
main aspects of which are highlighted in the following:

Virtual meetings and passing of resolutions of the supervisory board or that of facultative bodies (e.g. advisory
board) are possible from both a technical and legal perspective. However, to avoid potential discussions, in particular in relation to fundamental decisions (e.g. in questions of trust), it is advisable to oblige the supervisory
or advisory board to hold a physical meeting in case of
fundamental decisions, at least once a year.

• The use of AI may become mandatory in the context

When using digital tools, management is responsible to
ensure that appropriate risk provisioning and monitoring is carried out. While the question of "whether" to set
up a risk provisioning and monitoring system constitutes
a binding decision of management and thus cannot be
avoided, management has discretion with regard to the
specific form of such system.

The supervisory board may reduce its liability exposure under its duty to effectively supervise by using AI to organize the information flow between management board and
supervisory board (reporting system). This is because an
automated plausibility and completeness check of the management board reports within the reporting system can enable the supervisory board to efficiently design its monitoring process (i.e. reduction of time and information losses).

Scope and Use of Digital Tools, primarily
AI, by the Supervisory or Advisory Board

Compliance with Duty of Care and Liability
Reduction through the Use of Digital Tools

Neither for a supervisory or advisory board nor for another facultative body can the primary obligations or the

Digital tools, primarily AI, when used in the decision
making process may also be applied to reduce the general
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• With increasing digitization, compliance with the duty
of care will require members of corporate bodies, in
particular an appointed CIO, to keep a constant eye on
technological innovation and potential use cases for
his or her respective business.

of the Business Judgment Rule when it comes to the
requirement that all legal and factual sources of information that could reasonably have been taken into account for the cost-benefit analysis have been exhausted prior to deciding on the specific individual matter
to ensure that an appropriate basis of information had
been established. AI is to be used in each case where
access to data for the creation of an adequate information basis is thereby greatly facilitated.

• According to the principles of the ISION case law as
developed by the German Supreme Court (Bundesgerichtshof, BGH), a board member can avoid liability for
a – potential – breach of duty if he or she (i) obtains
a written opinion from an expert (e.g. a specialized
lawyer), (ii) which was drawn up on the basis of the
relevant facts, (iii) checked for plausibility and (iv) has
thereon come to a reasonable position. If AI is to be
used instead of the expert, it would have to meet the expert qualification under case law. In addition, the plausibility check of a statement generated by AI still raises
open questions as it would be necessary to understand
the results generated by AI, the so-called AI black box,
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in order to determine that no errors have been made.
The discussion in this area has only just begun. At present, it can only be recommended that a qualified person (e.g. a specialized lawyer with a tech background)
should be consulted to check the results when using AI.

Digitization of Company Register and
Online Formation, Use of Smart Contracts
Finally, digitization can assist and change the existing processes for company registration and formation:

• The German commercial register already offers an
electronic register and online access. On the European level, the Business Register Interconnection System (BRIS) opens up cross-border electronic access
to information stored in the respective registers of the
member states and to electronically register. BRIS is
particularly attractive in cross-border M&A transactions or where a contract partner is in another EU
member state. In future, the German legislator must
implement the digitization directive to provide for acceptance of national identification particularities for
electronic registrations and filings.

Although from today's perspective it is still a long way
to go, we think it is worth considering the opportunities
that blockchain technology (beyond the crypto currency
Bitcoin) offers for contract initiation and processing. It is
conceivable, for example, to process transactions using socalled smart contracts. Smart contracts are – simplified –
self-executing contracts based on blockchain technology.
Even if transactions based on company law may not be
the primary area of application and even if an additional mechanism to map any form requirements outside the
blockchain must be implemented (e.g. when transferring
shares in a GmbH or listed shares), smart contracts may
in future also provide for viable options in certain transactions or situations. Today, we see the beginning of an
influence on corporate law via the company object where
such technology results in the emergence of new business
models (e.g. DriveNow). Blockchain technology can in
principle also become relevant for public registers or these
can be based on blockchain technology. While such tendency is not to be expected in Germany for the commercial register, it may be in other legal systems or for other
types of register, one will see such applications in the future, requiring international players to deal with them. ß

• Further, the German legislature will have to enable the
formation of a GmbH (and possibly also an AG), without the founding shareholders being physically present
at the notary as from August 2021. Irrespective thereof,
Germany notaries and lawyers will continue to play an
important role as they can and should be involved in
the preparation of the required documentation and to
avoid invalidity or liability risks.
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How Covid-19 has Accelerated the
Digital Transformation of Legal
Departments in Germany
By Zoë Andreae

Regarding the last 30 years of legal technology adoption, Covid-19 can be clearly acknowledged as a significant and, even if unpleasant, valuable accelerator of the
digital transformation of German legal departments.
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F

or more than 30 years, legal professionals in Germany have been using digital solutions to facilitate their
legal work. Specifically, this article examines the digital transformation of corporate legal departments in
Germany, including its drivers and resulting opportunities. Moreover, this article considers how the recent Covid-19 crisis may have had an accelerating impact on the
already ongoing transformation.
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A Short History of the Adoption of Legal
Technology
When evaluating the digital transformation of legal departments in Germany, one should consider the origins
of legal technology. As far back as the 1980s, pioneering
software companies were developing digital solutions in
MS-DOS for legal professionals including practice man-
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agement solutions like PHARAO and expert systems. The
adoption rate back then was rather low given the size of
the German market for legal professionals at the time, and
only slowly increased during the 1990s.
In the 1990s, the first Windows-based legal software solutions like Phantasy were developed and gained traction
especially in law firms and a few legal departments. The
main features of practice management solutions included
case- or matter-based document management, deadline
and reminder systems, claims and foreclosure management, as well as bookkeeping. Beyond that, many other
solutions were being developed, such as more sophisticated expert systems. During the 90s, the German legal
software market became more crowded, with a few market
leaders eventually emerging that have managed to remain
relevant through constant innovation, and that still have
large and growing user bases to this day. As such, these
solutions laid the foundation for legal technology in Germany and collectively paved the way for the digital transformation of German legal departments.
From today’s point of view, legal professionals using
digital solutions back in the 80s and 90s can be respectively considered as the innovators and early adopters
of legal technologies (see Figure 1). This becomes more
obvious when looking at some advertisements of legal
software companies back in the 90s, such as “Why does
a lawyer need a mouse?”. At that time, not every legal
professional would immediately understand that question or find an intuitive answer to it. The early adopters,
however, did understand it and likely not only smiled,
but got out their new Motorola International 3200 or
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Fig. 1: Legal Technology Adoption Curve

Source: Zoë Andreae 2020

Nokia handheld phone to make an order right away.
(Figure 1)

with practice management solutions in more sophisticated cases.

In the 2000s, only a few legal software providers managed to spot the upcoming trend and the advantages of
cloud-based and browser-based software solutions at an
early stage and managed to develop a sustainable competitive advantage lasting until the 2010s and even the
2020s. Apart from the technological developments, the
adoption of digital solutions by legal departments in
Germany picked up even more in the 2000s. In addition to the widely prevalent and trusted fax machines,
legal departments across all of Germany started using
the extremely popular Microsoft Office Tool Suite, mainly Word and Outlook, either as a standalone solution
to digitize the legal department or even in combination

In the 2010s, there was a significant increase in the adoption of legal technologies in German legal departments.
This was facilitated by the general trend of organizations
initiating company-wide digital transformations. Within
these, the legal department was a far less obvious candidate to start the digital transformation in a given company
than, say, the production or customer facing departments,
where immediate efficiency gains and advantages of digitization would be apparent. However, the general mission
to digitally transform the company would eventually also
affect legal departments, resulting in an increased interest
in software solutions and tools for the digital transformation of legal departments as well.
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Digital Transformation Drivers in Legal
Departments
The desire to digitally transform legal departments is rooted in more than the simple desire go digital. According to
Richard Susskind there are three key drivers that decisively influence the digital transformation of the legal industry
and, as such, that of German corporate legal departments:
the more-for-less challenge, liberalization (understood as
increasing deregulation in combination with the dissolution of the monopoly of the legal service provider sector),
and the aforementioned process of digitization.
First, the more-for-less challenge has arisen due to the
pressure on legal departments to manage their costs, and
their increasing demands on their external legal counsels
to provide more high-quality services at significantly lower fees and with more transparency and accountability.
In addition, external legal counsels have begun to slowly
adopt new methods of sourcing legal services, as the real
drive to cost reduction does not seem to be a matter of
changing how legal work is charged, but rather of sourcing
legal services in new ways. Richard Susskind’s efficiency
strategy, involving the compartmentalization of legal services into different activities and the sourcing of those in
the most efficient way to reduce costs, and his collaboration strategy involving clients coming together and sharing the costs of legal services, provide sound responses to
the more-for-less challenge.
Second, calls for regulatory change and liberalization of
the German legal industry to promote competition, reduce prices, and spur innovation have been increasing,
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as critics accuse the legal industry of being an unjustified
monopoly that does not offer sufficient choice or access to
justice to consumers by having anti-competitive working
practices. In Germany, the permissibility of multi-disciplinary partnerships has enabled new legal business providers equipped with disruptive technologies to slowly
make inroads into the German legal market and, as such,
provide new sourcing opportunities and (digital) ways of
working for legal departments.
Third, the digitization of German legal departments, being the most profound driver of the digital transformation, is having a transformative impact on the way legal
services can be provided. Legal technologies are driving
the digitization, and these provide great opportunities
for facilitating the compartmentalization and automation
of legal services, for meeting more-for-less demands for
greater efficiency and transparency, and for accelerating
the trend of outsourcing legal services by leveraging platform business models that facilitate the interactions between different stakeholders.
Moreover, the increase in the adoption of legal technologies in the 2010s was accelerated by the trend around
LegalTech (legal technology). The term gained widespread
recognition, especially through the venture capital industry where any type of technology for specific industries
or verticals follows the format xx-tech. Defined in a generalized and very simple way, LegalTech involves the use
of technology within the legal industry and among legal
professionals. More specifically, according to the study
How Legal Technology Will Change the Business of Law
conducted by the Boston Consulting Group and the Buce-
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rius Law School, legal technologies can be categorized into
“enabler technologies facilitating the digitization of legal
data, support-process solutions infusing new efficiencies
into case-management and back-office work, and substantive law solutions supporting or replacing lawyers in executing core legal tasks in transactions and litigation cases.”
Among the latter, increasingly modern technologies, such
as artificial intelligence or blockchain technologies, are
being used to create new types of legal software solutions.
The use cases for – and the consequent adoption of – these
innovative legal tech tools are yet to be fully explored in
Germany.
Further factors driving legal departments to digitize and
introduce legal technology solutions have included the
trend of globalization which has impacted their ways of
working due to the need to collaborate with remote colleagues, international partners, or affiliates across multiple
locations and channels. In line with this has been the trend
of new work, i.e. concepts around new ways of working
in a global and digital age, including mobile and remote
working models, such as home office. Additionally, the
adoption of legal operations practices in German legal
departments has slowly fostered a culture of data-based
decision making. As a collective result, there has been an
increase in demand for legal technology solutions supporting such new modes of collaboration and working in
legal departments. These solutions offer centralized and
secure data and document storage, immediate accessibility, smart searchability and secure shareability of this data
for the legal department to collectively achieve the best results for their company as a team, independently of where
each team member is located.
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Barriers to Legal Technology Adoption
Before Covid-19 (B.C.)
Most of the legal departments that adopted digital solutions in the 2000s and 2010s can still be considered as the
early majority (see Figure 1). Why the early and not the
late majority, given the large time span? Because a large
percentage of legal departments in Germany have still
not undergone a proper digital transformation yet, and as
such have not yet adopted legal technologies.
The main reason for this is that the semi-analogue
(strongly paper-based) or semi-digital legal departments
have simply not yet suffered enough to implement digital
and legal technology solutions. Especially for ones where
globalization or new work have not yet had a profound
impact on the legal department’s ways of working, the
old ways of working still function very well and the need
to digitally transform has not become obvious. When all
team members of the legal department are in the same
office, most official legal documents arrive via post and are
sent out again by post or with the reliable fax machine, e.g.
to courts, and everything in between is handled via e-mail
and organized in desktop folders, and it all works, why
would you change anything? A life entirely without paper
or fax machines is still difficult to imagine for some legal
professionals, even in legal departments.
The lack of pressure is sustained by the external environment of legal departments. The current state of digital
transformation of other stakeholders, such as law firms
or the court system, does not incentivize or pressure legal
departments to use digital or legal technology solutions
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specifically catered to their needs and interactions with
external stakeholders. Rather the opposite is true – that
legal departments are the driving force when it comes to
the digital transformation within the legal industry as a
whole, as examined by Susskind.
Moreover, even though the use of e-mail has become widespread in most legal departments over the last two decades,
the introduction of a special digital e-mail inbox for lawyers
in Germany (beA – besondere elektronische Anwaltspostfach) caused great debate among German legal professionals,
and not only because of its early security flaws or complicated user experience. This debate showed two characteristics
rather typical for legal professionals, which differentiate
them from other professionals in companies. German legal
professionals are often very risk averse, conservative or skeptical, which is core to their professional work, but may also
apply to digital solutions and technology, and on average are
not the most tech-savvy professionals, since, amongst other
reasons, the use of technology to facilitate their work has not
yet received much focus in their education.
German legal professionals usually take great care in scrutinizing solutions with regard to data protection and data
security standards. Given their profession, their duties
within companies and the data and documents they handle, this is no surprise but rather entirely justified and
essential. As such, assuring the highest standards of data
protection and data security is of the utmost importance
when procuring solutions as a legal department.
Today, given decades of experience, sophisticated legal
software providers can even offer legal departments-
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cloud-based solutions meeting those standards. Initially,
the fear and skepticism of cloud-based solutions among
legal professionals had been strong and the consequent
adoption of these rather modest. As a result, especially before Covid-19, the most popular solutions among German
legal departments were browser-based software solutions
that arehosted on-premises, i.e. on the companies’ own
servers or in a private cloud, enabling them to ensure the
highest possible data and cyber security according to their
individual corporate standards and guidelines. Nevertheless, the adoption of cloud-native solutions or cloud-based
solutions hosted in a public cloud, i.e. on servers not directly controlled by the company, has been slowly increasing in popularity among legal departments, even before
Covid-19. This change in attitude has been mainly driven by companies’ IT departments, as cloud-based solutions offer significantly lower maintenance needs and cost
savings in IT infrastructure. The choice of cloud hosting
partners for cloud solutions most commonly lies with the
company, so that again corporate guidelines and security
standards can be met, with a universal preference among
German legal professionals for choosing data centres and
data warehouses that are located in Germany.
In addition to security concerns, legal departments, like
most corporate departments, face obstacles within the
company when trying to implement new software solutions. Besides having to get all stakeholders and decision
makers on board and to unlock a budget, legal departments have to identify, select and procure a solution that
is tailored to their needs, implement it according to their
needs and processes, which often requires customization,
or possibly adapt their processes to digital ways of work-
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ADVERTISEMENT

ing, and subsequently train all users and gain their acceptance in order to achieve effective adoption and actual use
of the solution. This process is tiresome and can sometimes take many years, and this is one of the main reasons
why many legal departments may not yet have undergone
full digital transformation and belong to the late majority
group (see Figure 1), even though they might have been
wanting to digitally transform for several years already.
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Having the ability, right infrastructure and solutions in
place to work digitally and remotely has become more
important than ever and turned out to be a vast competitive advantage for any company and its legal department during the recent months. The firms well prepared
in advance, having undergone digital transformations
(such as innovators, early adopters and the early majority)
and having multiple, coherently working digital solutions
in place, had hardly any problems switching to remote
working within hours or days. A combination of modern
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cloud-based software solutions and VPN-enabled access
to slightly older software solutions allowed these legal departments to access all their data and documents securely
from home and to effectively continue to collaborate with
their colleagues and partners and to support their companies, especially in these extraordinary times of crisis. In
contrast, legal departments which had not yet undergone
a digital transformation struggled with the changeover to
remote working given the large amount of paper files that
were impossible to all take home, to immediately digitize
or to collaborate effectively on. If this was not a cause of
suffering in those legal departments before Covid-19, it
has undoubtedly became one since. Thus, the pre-Covid-19 stage of digital transformation and level of adoption
of digital solutions and legal technology majorly affected a
legal department’s ability to enable its team to work from
home, and most importantly, to keep them safe.
The Covid-19 crisis has exposed the advantages and necessity for working digitally, even to the biggest skeptics
among German legal professionals. Some skepticism
and reservations may prevail, which may have their justifications. However, the increase in demand for digital
solutions and cloud-based legal technology for legal departments over the last months has shown what an accelerating impact the Covid-19 crisis has had on the digital
transformation of legal departments in Germany and the
German legal industry as a whole. Many legal departments
had to painfully discover how unprepared and non-digital
they were and have come to realize that the use of digital
solutions and legal technology has become an undeniable imperative for them. The findings of a recent survey
by LOD (Lawyers on Demand) of 383 inhouse legal and
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compliance professionals from over 250 companies, in
which 59% believed the Covid-19 crisis to have increased
their workload despite the economic slowdown and drop
in business activity across many sectors (https://www.artificiallawyer.com/2020/07/15/59-of-inhouse-lawyers-have-increased-workload-since-crisis/) make the necessity of using
digital tools to effectively manage this increased workload
even more obvious.
Finally, regarding the last 30 years of legal technology
adoption, Covid-19 can be clearly acknowledged as a significant and, even if unpleasant, valuable accelerator of the
digital transformation of German legal departments. German legal departments and professionals should understand this crisis as a great opportunity to not only digitally
transform their work, but also to unleash their legal superpowers by being able to seamlessly continue delivering
great legal work for their companies without sacrificing
standards or security, at any time, from anywhere, whether there is a global pandemic or not. ß
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he big issue of legal tech, i.e. the digitization of legal
work, has penetrated the workplace of lawyers and
legal practitioners in recent years like no other. The
increased use of software in law firms and legal departments means that internal processes and even entire
legal services run automatically, which increases work efficiency and saves costs.
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This has resulted in new demands and approaches: Today,
better and adaptive software is needed more than ever – in
other words, software that is perfectly tailored to the needs
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and requirements of the user. This software is best developed where it is most needed and used – in the company
itself.
But high-quality software does not appear out of nowhere.
Software development including the associated applications requires either a trained in-house IT department or
cost-intensive external IT services. However, that is not
the case with no and low coding platforms (NLC). With
these platforms, it is possible to build, adapt and extend
applications with only a little or limited IT knowledge.
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Self-developed and tailored software is trending. Many companies tend to develop, adapt and distribute their own software. Users become developers, in turn becoming providers
of software, data and content. This has resulted in unimagined possibilities and new business models in recent years.

Users as developers as providers: Low vs.
No Coding
What is low and no coding and how do these approaches
differ?
No coding focuses on the business user. An IT affinity
is helpful to understand how the software works and to
recognize and exploit the potential of new approaches, but
is not strictly necessary. The software should be created
where it is used in order to achieve the greatest possible
benefit. The code is not created manually, but implicitly
with the help of graphical interfaces. When a text with
variables is created, the software automatically creates a
dialog box and an interface to the data-holding backend
system in the background. The focus here is on the benefit
for the user.
With the help of low coding, on the other hand, users can
create and extend powerful software applications themselves with a minimum of handwritten source code. Low
coding focuses more on experienced IT users and software developers. The use of prefabricated components
and code fragments and automated building reduces the
error rate. The aim is to save time and costs and to increase
quality and efficiency.
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What makes NLC so strong? The main reasons for NLC
approaches making a breakthrough right now and becoming even more widespread and established in the future
are the following:
−− Cost and scalability: NLC environments are available in the cloud and are often offered as a subscription with a usage-based price. No high initial investment is required and applications can be scaled
without incurring fixed costs. In addition to low and
variable costs, the cloud offers sufficient computing
power, sufficient storage, and a level of security that
conventional companies cannot achieve or can only
achieve with considerable investment.
−− IT independence and time savings: Companies
use NLC platforms to relieve the burden on their
own IT department through low coding and to enable or accelerate digitization in the departments
in the first place through no coding. The time from
development to market launch is reduced considerably, resulting in a significant competitive advantage.

vironments for development and often even cover the
complete development process. The main distinguishing
features are the no-code functions included in the standard, the pre-configured integration possibilities as well
as the extensibility of the platforms with additional function modules and the adaptability of the automatically
generated apps. The central benefits are the following:
Single-handed software development and deployment:
The applications do not have to be designed from scratch.
Prefabricated frameworks can be used, which are also adaptable.
Speed and quality: On an NLC platform, small projects
can be implemented and rolled out within hours, medium-sized projects in days and large projects in a few weeks
or months and therefore much faster than usual. The bottleneck factor is no longer the adaptation and testing of
software, but only the content management when changing the internal organization and structures.

Central benefits of NLC platforms

Agility: NLC promotes and demands agility in software
and organizational development. Large and lengthy projects become small and fast projects with greater benefits.
Last but not least, NLC facilitates and accelerates organizational development and changes in the service offering.
Central features of an application can be implemented directly as a prototype and immediately tested in practice.
Testing, discarding or using and improving thus becomes
the guiding principle.

There is now a wide range of NLC platforms on the
market. The platforms offer fully integrated software en-

Acceptance: Self-created or adapted software is much
more accepted and used than off-the-shelf products. Law

−− Reach and B2B stores in the cloud: NLC platforms
in the cloud have an enormous reach. Self-created
software becomes visible worldwide through the
stores.
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firms and legal departments can optimize themselves better and the dependence on third parties is reduced.
IT independence: On the basis of the NLC platform, business users in law firms and legal departments can act independently. Lawyers do not have to become software developers and conversely, software developers do not need
to study law. A legal engineer is not absolutely necessary
when using the NLC technology.

New services and business models
Self-created software can be used to change and improve
the service offering and customer experience. For example, the replies to simple legal inquiries could be offered
as a self-service. It is also possible to prepare and perhaps
even carry out the clarification by means of an automated
legal chatbot.
Authorizations can be set and this logic can be mapped
in a document. The legal department does not provide
plain sample contracts as templates, but rather document
containers in which consistent document variants are created by simple mouse clicks. Business users can only make
changes if they are authorized. The logic ensures that the
documents remain consistent and comply with legal requirements and corporate guidelines.
The document container and the associated business process could be part of a case management application. The
process changes depending on the business user. Changing liability clauses requires the approval of a qualified
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lawyer. The process changes automatically. If certain limits
are exceeded, a committee must be involved. The business
process changes accordingly.
When the legal department or committee approves the
variant, it is automatically available as an option in all relevant contracts. Contracts and processes are thus continuously improved. This example represents a typical application that can be implemented on a specialized platform
such as the Enterprise Compliance and Agility Platform
(ECAP) with a few days' effort. With ECAP, there are specialized document-intensive processes for service providers and business experts at hand.
The law firm could also become a software provider. On
the basis of the document containers, it could offer to be
liable for the legality of the documents. If liability is endangered due to a user action, the law firm is automatically involved and thus slips into the role of a consultant. Law firm and client move closer together. Fast and
direct accessibility makes the legal department and law
firm a business enabler and accelerator – completely new
roles for the firm. This influences the customer experience
and customer loyalty and ultimately changes the business
model.

tasks. This not only changes the way the company works
together, but also the customer experience. The software is
not only developed at the source, but can also be continuously optimized and brought to market from there.
NLC platforms do not require a large up-front investment
or fixed costs, making them attractive for smaller departments and law firms. While legal tech and software-based
legal services and products were left to the big players,
NLC is now opening up this segment to smaller law firms
and even lone wolves. Through NLC, further areas of legal
work can be penetrated in the future, which influences the
scope, speed and quality.
Any lawyer who is concerned with the question of how
legal professions will change in the future, which technology will play a role in shaping the legal work of tomorrow
and where there is potential for optimization and innovation, must deal with no/low coding and platforms. Every
law firm and every legal department should have a clear
position on this and ideally a suitable strategy. ß

Conclusion: Benefits and recommendations
for action
With the introduction of NLC, a rethinking process is taking place within legal departments and law firms. Tasks
are redistributed and employees are relieved of certain
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The future is
already here
How German law firms scale access
to justice with no-code platforms

T

he legal services industry has been resting on the
traditional billable hour service model since its
popularization in the middle of the 20th century.
Indeed, some firms are crossing over to alternative
ways of producing and charging legal fees. Many, however, still run their service model the way they have always
done. But contemporary problems require novel solutions.

the bespoke approach. However, the majority of the work
is pretty formulaic. That implies that commodity-type legal services could be wrapped in a particular structure and
technology, and delivered in an entirely different way. By
way of example, in the Compliance-as-a-Service model,
corporate clients would be using legal apps produced by
their legal vendors of choice. Moreover, they would only
pay a fraction of the cost of providing said services from
zero.

The service model is not sustainable

By Ivan Rasic
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STP Information Technology Bulgaria EOOD, Sofia
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Yes, many law firms are still making good bank with the
billable hour. However, more and more pundits claim the
existing model to be unsustainable. But what is the problem? Evidently, clients don’t mind paying for the billable
hour if their issues are solved. The problem is, as it seems,
many aren’t able to access legal services. The bar may
be too high, even for some corporate clients. The (aptly
named) problem of “access to justice” escalated far before
the 2020 crisis. As Jim Sandman, the president of the Legal
Services Corporation, put it recently – “The system is failing. Failing. We just need to acknowledge that.” Moreover,
it is not only ordinary citizens that often find legal services inaccessible. In one of his webinars, Timothy Corcoran stated that “many law firms wouldn’t be able to afford
their legal services.” One of the reasons, according to Tim,
is the high cost of production. What could be a possible
solution? The fact that you don't need to produce all legal services from scratch all the time (much like software
developers nowadays don't rewrite lines of code for every
individual user). "But legal services are different," some
would say, and they would be right – at least to an extent.
Yes, there are some circumstances and cases that require
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Germany tries to scale access to justice
Legal institutions aren't very susceptible to changes, partially since their role is to provide a stable framework in
the first place. That may have made sense before, but nowadays everything seems to be scaling at a mind-boggling
speed. Yet, we remain stuck with legal institutions straight
out of the 19th century. German legislators do recognize
the fact. The problem became even more prominent in the
wake of the so-called "Diesel Scandal." Many consumers
in Germany and abroad felt they had been taken advantage of by car manufacturer VW. Yet it was still difficult
for many to claim damages, often for reasons mentioned
above. In an attempt to mitigate the issue, the German
legislator introduced something that resembles (but is not
quite the same as) the US class-action lawsuit institute.
Traditionally, Germany (as well as most countries in Europe) belongs to the Continental legal system framework.
The Continental system principally differs from the Common Law, and as such, lacks a class-action. For Germany,
that gap was partially plugged on November 1st, 2018.
The new law introduced Model Declaratory Proceedings,
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tech itself may not always be an answer (there are many
cases where it even raises the complexity level), there are
some use-cases where it could help reduce request processing times dramatically (and frequently the A2J problem might be a problem of having too many requests at
any given time – the bottleneck issue). So how could lawyers and law firms help alleviate the pressure on the system we have seen over the past decade?

Self-serving content to the rescue

With know-how packaged into legal apps, they could sell their content under the subscription model (heavily popularized by SaaS).

which somewhat resembles the Common Law class-action
lawsuit. One notable difference is that, in Germany, only
some qualified institutions are allowed to run such proceedings on behalf of plaintiffs (this is strictly regulated by
the German Act on Injunctive Relief – UKlaG). Another
difference is that these proceedings may end either with
a settlement or a declaratory ruling. A declaratory ruling
establishes the Court's view on facts and interpretation of
the case, but it doesn't provide individual plaintiffs with
a title to recover damages. Plaintiffs would need to con-
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tinue claiming damages in a separate proceeding, and the
declaratory ruling would be the grounds for their claim.

The technology yields opportunities
Technology (and legal tech, in particular) has always been
there to support practices and models of legal service providers. However, like any other tool, technology is only as
good as those that are putting it to use. And while legal
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Law firms and legal practitioners that have been practising
for a while have vast know-how in their domain. For the
sake of argument, let us consider that know-how as their
"content." Now, the only question is to what extent do they
use that content. If law firms use their know-how to produce
legal services from scratch upon each request, they might
run into the bottleneck issue. Their costs of production are
high. They become "exclusive" to those that are willing to
foot the bills based on their considerable hourly rates. Alternatively, some law firms use their know-how to package
the content and make it available to a virtually unlimited
number of users. And here's one example: In my recent interview with law firm CMS, I learned about their Dawn
Raid Assistant mobile app. This app, for example, guides a
very niche audience in certain situations. The app users have
CMS’s know-how at their fingertips in times of need. Benefits of the above approach are manifold – let’s explore some:

• Lawyers/law firms reduce request volume and potentially reduce the pressure on that side of their business
(improving, by extension, “access to justice”);
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• Law firms can monetize their know-how packaged in

(The above mobile app example is geared towards corporate clients; however, nothing stops lawyers that deal in the
B2C space from creating similar apps for mass consumers
– if anything, there is potentially an even bigger market in
that segment.)

one such workflow look? For example, if you work with
a bulk of standardized cases, you could use a platform
to build out forms where clients could submit their data
from the convenience of their home. Moreover, advances
in digital signature tech and regulation (will) make it possible to execute engagement letters and PoAs remotely. In
effect, clients no longer have to walk into a law firm office
to retain a lawyer. Law firms could make the above data
submission forms available via a link on their website, a
social media campaign, or similar. It is incredible what can
be done nowadays without writing a single line of code.
This was still unlikely a year or two ago, but nowadays you
can build out complex workflows that would otherwise
require custom development. Not anymore if you rely on
no-code platforms.

No-code platforms and process automation

Do law firms use no-code platforms?

Even if law firms feel productizing legal services is not
worth their time (debatable), they could still benefit from
streamlining processes. Take the matter-intake process,
for example. Technology gives law firms that work with
bulks of similar cases a chance to onboard their clients
seamlessly. Rather than taking all the records and facts of
the case individually (whether online or in your office),
you may set up a system that does it seamlessly for you.
This example is precisely where no-code platforms could
help. As I predicted earlier this year, such platforms are
gaining in popularity already. The pandemic may have accelerated that. I also said that I believe no-code platforms
are the future backbone of law firms’ business models.
BigLaw does not have many other options. How would

Yes, they very much do. The workflow I described above
is just the first step in a process funnel in a law firm that
provides services under the novel Model Declaratory Proceedings framework. For all intents and purposes, the goal
of the firm is to reach as many potential claimants as possible. And in circumstances where you potentially have
thousands of claimants, it is clear how onboarding them
one by one (in-office, or otherwise) would be a problem.
How does the funnel look from that point on? Well, after the initial onboarding, law firm staff check materials
submitted online by people. The law firm then notifies
the applicant if they meet the requirements to be a part of
the class. If positive, the law firm proceeds with executing
the PoA. Applicants get a draft online and revert with a

apps (or other legal products) in a scalable way (much
unlike the Billable Hour business model, which has a
ceiling);

• Even if law firms opt to provide such content on a free
basis (i.e. no monetization), such products could undoubtedly help them get their know-how across and
boost their brand as a trusted adviser.
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signed version. The latter is checked once again by staff,
countersigned, and sent back to the applicant. The whole
communication iscarried out online, entirely through the
platform mentioned above. Moreover, applicants receive
status updates during the process and are kept tightly in
the loop. And this is just one example. The beauty of nocode platforms is how they allow you to build out your
workflows. With coding taken out of the equation, the
only limit is your imagination.

Where does all this lead?
So what is next? As stated before, I firmly believe 2020 is
the year where no-code apps gain their initial traction,
with much more significant growth in 2021 and years that
follow. The speed of adoption is debatable, but it is apparent that lawyers are starting to recognize all the benefits of
such platforms. While, on the one hand, boosting processes is essential, I think the potential of scalable revenue will
intrigue law firms. With know-how packaged into legal
apps, they could sell their content under the subscription
model (heavily popularized by SaaS). I firmly believe the
legal industry will move from bespoke legal services into
Compliance as a Service (or CaaS – still holding first dibs
on the term). And – as always – the future is already here.
We just have to wait a bit on the even distribution. ß
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Introduction
The future of the legal industry and related services is
already an intensely debated subject. There is no longer
a discussion about the “if ” but only about “when” and
“how” the legal industry will change and adapt to find its
rightful place under the umbrella of all the technological
advances and innovation which are already profoundly
impacting all aspects of our lives and society. Unfortunately, the modernization of legal services is happening
on a very low scale and with little impact. Traditionally
(and this is also highly regulated in various countries in
the laws related to the legal profession) the legal industry
is very conservative, and any new technological developments are adopted only after they have become ubiquitous. Consider, for example, the emergence of electronic
signatures tools and how unused they remain at a wider
level even though the benefits and the security of these
solutions is already undeniable. There are still legal provisions in many jurisdictions requiring a handwritten physical signature for a document to be valid from a legal point
of view or to be admissible in court in case of potential litigation. Also, the new developments in machine learning,
document understanding, process automation and standardization of various activities inherent to a corporation
or any other type of organized business have created a
gap between the state of the legal industry (and the way
the legal profession is organized) and the actual needs of
business and society.
There has always been a lag in adopting new technologies
by legal professionals, be it an in-house lawyer, paralegal,
outside counsel, legal consultant or a judge. The impact
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of this though was not necessarily felt by the stakeholders
and the delay in adopting anything new was disguised
in the formalism and the traditionally conservative approach to legal processes, procedures and overall legal-services-related mechanisms of work. Depending on
the specific area of legal services at which we are looking,
the priorities for innovating or for changing the status
quo of how legal services are provided are different. We
will see a lot more focus and a desire to innovate and
improve legal work in multinational corporations which
have large global operations and teams situated all over
the world with high volume and bureaucratic processes
and procedures than within a law firm. There are several reasons for this difference in approach, but what is
important at this point is to make sure we differentiate
between the legal professionals’ audience and their respective stakeholders. Understanding the differences and
the actual landscape of the legal profession and the many
forms it can take, the specific objectives, priorities, the external and internal dependencies for pursuing them, but
also what is currently being defined as the legal services
environment, will allow us to apply the right terminology
and design to the applicable framework required for continuous innovation in any legal team, irrespective of their
specific focus or stakeholders. The need to evolve, adapt
and continuously be in touch with new technological advancements is essential for any legal professional, not only
to ensure survival in a highly competitive and regulated
environment, but also to gain competitive advantage in
the market. The current tech environment is fascinating
and the opportunity to apply the new tools and solutions
to the complex mechanism of various legal processes and
logic is unprecedented.
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Legal automation represents an important element of the current technological revolution in which systemic evolution is ensured by robots and humans together.

RPA in the Legal Industry
According to Gartner, robotic process automation (RPA)
is a productivity tool that allows a user to configure one
or more scripts (which some vendors refer to as “bots”) to
activate specific keystrokes in an automated fashion, emulate tasks, manipulate data, trigger responses, or execute
transactions. Although the technology has been around
for a while (since 1990, primarily as a screen scrapping
tool with some basic workflow automation capabilities),
only recently (2015) has this category of software really
taken off with new capabilities in terms of process automation and the ability for the users to design end-to-end
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solutions. These capabilities should be leveraged by the
legal industry to make sure it remains up to date with
the tools available on the market which would make legal-related work and processes faster, easier and more
accurate. Unfortunately, what happened twenty years ago
with e-signature technology is currently happening with
robotic process automation which can be used as a new
technology applied for legal digital transformation and
process improvement. The difference is that we need to
make sure we learn from these lessons and that the industry and regulators do not repeat the same mistakes but
rather proactively embrace the technology and its benefits.
One important activity which relates significantly to RPA
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is the ability of the software to scrape information online
from various sources and databases. Although technically
this is needed to make sure data is easily and rapidly accessible in various processes used by different companies or
professionals, some websites specifically restrict the ability
to scrape data without indicating any reason on why this is
necessary or how the actions can be done in an acceptable
manner for that website. It needs to be clear for everyone
what they are trying to address with that restriction or if it
needs to be more nuanced. Any restriction should indicate
the actual reason why robots cannot be used or else we risk
getting into other discussions related to specific product
restrictions on the market without reason which would
contradict the applicable laws. It would rather be far more
useful to indicate that it is not acceptable to use any kind
of software designed to carry out malicious acts such as
spam bots or web scrappers misappropriating confidential
information. This is not an exhaustive list of actions that
can be taken in an automated manner with malicious intent, but blocking everything in terms of automated access
without having this nuanced approach is both damaging
for the persons with legitimate interest that have automated mechanisms to check information on the web, as well as
for those website owners that are indiscriminately restricting automated access and damaging their own interests.
Some of the RPA tools can be accessed and used for free
(with certain restrictions) as open-platform software
available online to everyone to test and use. RPA allows for
the creation of digital users (software robots) which can
put together the various and otherwise amorphous blocks
of software used by companies and individuals for a variety of processes (payroll, invoicing, accounting, contracting
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etc.), and to link and manipulate them similar to how a
human user would do. This creates the right premise for a
full digital transformation and automation of a company.
Although the extent of RPA is yet to be determined in the
context of current technological advancements such as AI,
blockchain, and IoT, the existing landscape of automated
processes is a good indicator of the potential it has in this
increasingly digitalized world – automating new or legacy
systems, processes and ways of working. We are experiencing a digital technological revolution which is changing the way we interact, think and decide.

Legal automation
The most important prerequisite in any process to improve and automate legal efficiency is to first understand
the existing infrastructure of the company. This will allow
for the establishment of efficient processes that will ensure legal security, operational scalability and drive sales
generation. Any kind of process or sub-process touched
by legal needs to be as smooth and fast as possible. One
of the most important areas where these principles can be
applied relates to a company’s contracting process, meaning contract templates, tools and review process. Complex
processes with a lot of operational dependencies result in
unneeded legal negotiation, time spent on non-vital matters or boilerplate clauses which only creates customer
frustration and delays in securing a deal. Considering all
this, it is essential to put in place simple and short contract
templates and ensure all this is done with the use of the latest technologies (RPA, contract management tools, e-signature). Standardizing and simplifying contract templates
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and operational-related infrastructure will ensure focused
and fast legal involvement and resolution, reduce negotiation time and remove customer frustration and non-value
added dependencies. By ensuring clear digital legal processes, the main three requirements for legal automation
are met: (i) digital documents (contract templates, forms,
statements, documents etc.), (ii) digital processes (document generation, review, approval, signature, filling, audit) and (ii) digital tools (enterprise software tools, e-signature, e-bill, e-storage, etc.).
It is never too late to address key legal issues by leveraging
existing company technology to simplify legal and compliance infrastructure. The first step in understanding how
RPA can be leveraged in conjunction with existing tools and
processes and where a robot would be useful for the legal industry requires an understanding of what the process is currently delivering. This will allow for an appreciation of what
it could deliver if a robot would be in charge of running it by
optimizing all the existing elements and dependencies. The
best use cases for highlighting the potential of RPA in legal
and compliance services are automations involving various
data sets, sources, data and document types. An example of
this is an automation called Export Control Robot. This is a
robot that scans and searches through multiple online and
offline databases, processes different types of documents
and sources, applies pre-defined rules to identify the keywords that are of interest (suspect entity, person, sanctions),
and compiles and logs all search results in a consolidated
internal database for compliance purposes.
Another example where different types of documents are
manipulated, reviewed and completed is the Contract Ro-
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bot which is tasked with processing contracts on standard
templates and carrying out a first line review. The robot is
able to generate and validate standard contract templates,
analyze and process changes on standard and non-standard templates, apply pre-defined rules to documents,
run reports, execute processes and tasks autonomously.
The implementation of Global Data Protection Regulation (GDPR) also triggered another legal robot tasked
with ensuring privacy. The GDPR robot registers all data
subject inquiries into how the data is processed, checks
the internal databases where personal data is processed,
compiles the requested information, creates a report and
replies directly to the data subject with the details on the
processed personal data related to that data subject. A
universally applicable use case in any legal department is
the automation of frequently asked questions through a
robot which can both deliver 24/7 information related to
systems, people, policies and processes, including trigger
them, but also educate the users of a company on an ongoing basis.
There are also other robots which can be put at work to
take care of any critical internal process such as the Conflict of Interest Robot (which manages the generation,
completion, first line review and signature process of the
conflict of interest statements each employee needs to
do) or the Regulatory Robot (which can search multiple
sources, identify required legal information and deliver
it). Any legal professional can have the right digital legal
assistant with some creativity and initiative in changing
the general status quo from which it is not always easy to
depart. The development of the legal automation industry
is still in its early days even though the technology has the
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capability to profoundly change how the legal teams work.
With RPA, legal professionals can automate many processes in their line of work, especially those with well-defined sets of parameters.

From lawyers
for companies

Legal automation represents an important element of the
current technological revolution in which systemic evolution is ensured by robots and humans together. Without
looking at how automation can simplify our work and life,
we are delaying the current benefits but also the unknown
possibilities and opportunities which automation can
open. ß
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A wide range of applications using
the proper setup of high-end
software and specialist service
providers
By Dr. Nikolaus Föbus, Jan Wunderlich and Andreas Kleinert

Modern lawyers should be aware of what technical solutions are available and then assess their potential in particular fields of activity.

Introduction
More comprehensive, more detailed and more accurate.
Increasing volumes of data and documents are presenting
lawyers with ever greater challenges in creating an information framework for dealing with legal disputes, whether it be in law firms, law enforcement, tax or competition

authorities or in companies. The sheer volume of documents and the multitude of different formats (e.g. PDF,
image files, audio) is posing problems everywhere.
Use of the latest software that can organize and search
documents by means of AI, together with the involvement
of so-called review specialists, can help with this.
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Broad application options are often undervalued in practice. We would therefore like to suggest the following areas
of application, as well as describing some of the difficulties
involved and highlighting examples of best practice.

Fig. 1:

A selection of possible applications
The number of potential applications is huge. An exhaustive list would be way beyond the scope of this article
which will instead consider a more limited number of options.
−− Insolvency proceedings: In insolvency proceedings
the use of AI and specialist providers can help in
three main areas, i.e. in determining exactly when
insolvency proceedings were initiated, setting out
the reasons for contesting the insolvency, as well as
clarifying the nature of a company’s assets. All three
areas in combination regularly lead to a bulking-up
of insolvency assets. The time of insolvency can be
determined by systematically isolating and recording invoices, reminders and enforcement documentation. Modern read-out methods make it easier to
record receivables even if no standard accounting
system exists and you are literally standing in front
of boxes of paper. Searching through communications can help to substantiate the reason for insolvency and thus facilitate a challenge. The search for
clues to previously hidden assets is particularly exciting for the mass bulking-up of bankruptcy assets,
especially when key employees have already left the
company and taken vital information with them.
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Source: NUIX.

−− Criminal / tax / competition authority proceedings: For a long time now, dealing with large procedural cases has been unthinkable without the
support of technology. The amount of information
is too large and the resources available to the public prosecutor’s office, police authorities or defence
lawyers too small. It is therefore eminently sensible
to bring in experts who can provide temporary support. This gives specialist lawyers the opportunity
to work on major legal cases, leaving the time-consuming and often frustrating investigative work to
be carried out by experts
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−− Data protection and information requests:
When it comes to requests under the EU General
Data Protection Regulation (GDPR, in Germany:
Datenschutzgrundverordnung, DGSVO), many
companies have the difficult task of determining
what data are to be stored and where. The search
for a needle in a haystack can be undertaken by
the intelligent use of software solutions even if
there are no rules for data storage. Redactions can
also be made in the correct, i.e. final, version. It
is also possible to fully outsource time-consuming
investigative work and have in-house teams solely
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responsible for evaluating outcomes based on an
assessment of relevant documents. In addition, the
so-called “data graveyards“ are becoming increasingly important. If no-one knows which data have
been stored, in what form, for how long, when, by
whom and for what purpose, then there is no proper procedure for deletion that is fit for purpose.
Tracking down unofficial, historically nurtured
processes alongside official ones poses challenges
in itself.

Fig. 2:

−− Contract Analytics: Legal departments can work
more closely with the business and so provide valuable information for decision-makers by means of
systematic contract analytics. This requires the will
to do more than the traditional legal department
and to seek dialogue with the business.
Source: NUIX.

−− Compliance / Internal Investigations
Companies are now subject to numerous national
and international legal and regulatory obligations,
which can also include voluntarily entered-into
agreements. Despite the saying “Take action before
it slips out of your hands“ and tools such as internal
control system training or the “four-eyes“ principle,
situations will always arise when action is unavoidable. Ultimately, when major breaches in compliance
are suspected and where criminal action is pending,
full clarification is recommended, particularly with
the imminent introduction of new criminal legislation that will apply to organizations. Here, the question of legal and legal-technical support is directly
relevant.
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Practical challenges
In practice, the devil is in the detail when it comes to the
commitment and cooperation of all those involved. Some
of the issues and practical solutions are discussed below.

A mediator between both worlds
A major problem facing any practitioner is poor communication between all those involved. When, for example,
a public prosecutor is looking for evidence of an insider
crime and is only able to provide the IT expert with keywords, then the result will be less than ideal. The IT specialist does not understand the background and is there-
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fore unable to find any “by-catch“ which can be brought to
the discussion. An understanding of search methodology
is often lacking. This may be due to the fact that this unpopular task is occasionally entrusted to inexperienced
junior staff. A typical example is where evidence of corruption allegations is sought in contexts using the word
“corrupt“ which, needless to say, is doomed to failure. If
there is a regular turnover of project managers, intelligent
software will not ultimately make you smarter. There is
only one thing that can help here. Service providers also
need a project manager with extensive legal training who
can act as an intermediary between legal and software experts. This should really be the same person for the duration of the project.
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−− Target image definitions: Distinctive and iterative
Projects far too often start without enough thought
being given to their objectives, particularly when
time is of the essence. What are we trying to achieve
and what hypothesis will be proven? The outcome
will be very unsatisfactory if the work is carried out
without iterations. During the course of investigative work there are always abbreviation clues, code
words and previously unknown stakeholders. It is
therefore vital to discuss progress at regular intervals
as such meetings often result in considerable knowledge being brought to the table. For search settings,
it is also advisable to check the first small sample of
results and then adjust the parameters accordingly.
−− Storage: Plan early and cost-effectively
During the cost assessment process it is often forgotten that some disputes can go on for years and
that data should be stored for as long as is necessary,
both physically and virtually. These storage costs
can be expensive. A flat-rate accounting model for
the archiving of material is recommended, particularly for arbitration court proceedings as data have
to be retained for a long period of time, involving
significant and often unforeseen project costs. Consequently, long-term data retention issues should be
agreed right at the outset of a project.
−− Scarcity of resources: Necessary reserves for proper action
The legal process is often delayed as a result of a lack
of adequate resources to ensure effective action. This
can be distressing, e.g. some defendants can already
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be badly affected, in extreme cases being imprisoned
or having their assets frozen. For this reason alone,
but also mainly in terms of speeding up proceedings
for the benefit of investigative authorities, it is advisable to deal with cases quickly before, for example,
key parties are no longer available or the proceedings are restricted by the proportionality principle.
Consequently, a powerful team with the right skill
set and the necessary resources must be in place at
the start of a project. A one-stop solution is an excellent idea if only to avoid further duplication of effort
and time-consuming coordination.
−− Processing speed: Possessing and utilising technical skills
There is a need for viable technical solutions for the
(pre)processing of larger data sets which should
make information readily available as quickly as
possible in a compatible format to facilitate a review. Ideally, AI which constantly enhances the filtered-out mountain of documents based on previously derived results can be used for this purpose.
From time to time, it may also be necessary to first
identify, select and roughly pre-filter the relevant
data should initial restrictions on people and periods of time not be sufficient. Choosing the most
suitable system to do this mainly depends on the
type and nature of the data, but not so much on the
usual topics or content (e.g. “hard facts“ from the
ERP system in a financial accounting scandal versus
e-mail traffic in a compliance situation). As well as
technical issues such as the recovery of deleted data,
duplicated material can be effectively weeded-out
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within a consolidation framework. AI continually
helps in further reducing effort, e.g. if all potentially
relevant documents with a high probability have already been reviewed “by the machine“, then the documents with a very low probability may be ignored.

Conclusion
Technical solutions for handling large amounts of data
present lawyers with previously unimagined possibilities.
A division of labor using technical solutions, review specialists and lawyers can offer the best solution in many
ways. Modern lawyers should be aware of what technical
solutions are available and then assess their potential in
particular fields of activity. Whenever the volume of data
and documents become large, the use of such technology
can bring about unexpected insights and increased efficiency. ß
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Today, every company uses software to offer services or to digitalize its own workflows and processes.
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T

oday, every company uses software to offer services
or to digitalize its own workflows and processes.
Standard software is frequently used for these purposes. Often, however, companies find themselves
wanting to use “tailored” software solutions. Such tailored
solutions can also be purchased from suppliers, either in
the form of adaptations to standard software or in the
form of an individually developed solution.

So, a software project needs to be organized
– and that is where the questions begin.
While such projects are, of course, an everyday part of
an IT service provider’s activities, many SMEs find themselves confronted with these questions for the first time.
This could involve the managing director or project manager on the client side but also the in-house lawyer, who
will, at the start of the project, (hopefully) at least have
written offers to look at, which should be signed for the
creation of the software solution. Further documents,
such as detailed descriptions of the individual software
solution and comprehensive contractual documents, usually do not exist.

How are software projects executed in
practice today?
Today, software development is approached quite differently to how it was a few years ago. In the past, software
projects followed an approach known as the classical waterfall model. In that model, software development was
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broadly divided into at least two phases: first, planning
and conception, then the actual programming. Contracts
could be drawn up prior to the start of the project in
which everything would be set down in writing. In theory,
this approach offers a considerable degree of security for
the client, since such agreements, as contracts for deliverables (Werkvertrag), largely transferred the responsibility
for success to the software developer. In practice, however, the consequence was also that many software projects failed. This is because with the waterfall model one
first had to draw up a specification sheet, thus increasing
costs and delaying the start of the project. In addition, the
classic division of the software project into the planning
and realization phases was usually not followed. As a result, programming was started immediately, meaning that
open issues remained both in terms of the contractual basis and the content of the software to be developed. If the
software did not then meet the client’s expectations, this
often sparked disputes regarding payment of the purchase
price and the costs for making any changes.
Today, most software developments seem to follow the
agile approach. Software development is carried out iteratively and incrementally by self-organized teams. There
is a conscious decision to forgo comprehensive planning
and documentation (specification sheet, user/development documentation, contractual agreement) in favor
of producing operational software as quickly as possible
which as closely as possible meets the user requirements.
In this way, the agile approach is intended to increase
transparency and flexibility for all parties. A further aspect of agile development is that it requires frequent (often
daily), intensive and collaborative input from the client.

Previous

Content

Next

Examples of agile project methods include SCRUM, Extreme Programming (XP) or Kanban.
For in-house lawyers, however, agile software projects
present various challenges when it comes to maximising
the legal protection of their company’s interests. Sometimes there is also little understanding from IT service
providers and even in-house IT project managers – for
whom the agile methodology has become second nature
–for the concerns and requirements of the lawyers.

What challenges does this pose for lawyers
dealing with such projects?
Firstly, the legal department is often up against the usual difficulties with project managers in its own company,
who frequently consider the benefits of involving in-house
lawyers only at a late stage. A lack of communication between all people involved in the project is a further factor
which commonly leads to software projects failing. This
can be solved by using an agile method if it is well implemented in the project and consistently applied.
In practice, IT service providers are then often of the
opinion that agile approaches and a comprehensive contractual agreement are mutually exclusive. From a legal
perspective, however, even agile projects can and should
be contractually underpinned. Perhaps the greatest challenge, therefore, is to generate acceptance for the desire
for contractual security in the first place and to clarify
the manner in which this can be achieved within an agile
approach. Many questions arise from this: How can I pro-
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vide for the necessary flexibility (for example early termination options, modifications to the programming and no
minimum order quantities) on the one hand, while on the
other establishing and implementing clear content-related
and timescale-related provisions? This quickly becomes
an economic (price) issue. One should not, however, be
deterred by the assertion that there can be no such thing
as an agile fixed price. These discussions are also frequently linked to the question as to the type of contract for the
agile project agreement. Of primary importance in our
opinion is not to find the type of legal contract but to find
a type of project that works and takes into account the interests of the client company. So who bears the (legal) risk
for the success of the project? Should an inspection and
acceptance process be agreed and if so against “what”, i.e.
against what performance specifications can and should
the acceptance be measured? And: which documents are
even included in the specific projects? All these open issues should be clarified by the in-house lawyer responsible.

How can lawyers best meet these
challenges?
Firstly, there is the option of continuing to carry out software projects according to the classical waterfall model or
to choose a hybrid model following the framework of the
waterfall model but with individual implementations on
an agile basis. The question as to whether a project should
be undertaken according to the waterfall model or the
agile approach is, as set out above, not a question to be
answered from a purely legal standpoint. It only makes
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sense to use an agile approach if the contracted party is
very well-versed in agile methods and if there is trust and
good communication within the team.
If one then opts for the agile approach, there is, as so often
in legal practice, no “one size fits all” blueprint. There are,
however, a few basic approaches which have proven themselves when dealing with agile software projects.
In our opinion, the most important thing is to establish
processes for carrying out these projects which can ensure, if possible even before the project begins, that all
involved are “fully on board” and that their sometimes
differing interests are taken into account. In our experience, these software projects can only be successful when
project managers and developers in the client’s own company and at the contracted service provider, as well as the
lawyers involved, are all on the same page and are familiar
with the agile approach. To this end, it is necessary to
develop and discuss approaches together with all participants at project manager, developer and legal department
level. Then, it is worthwhile training all parties involved
on the features of agile software projects and on the associated methods and processes decided upon in the company. This standardization of processes enables new agile
software projects to start without delay and means that all
participants are fully informed, namely: who is responsible for what and when, what information has to be compiled and with whom it has to be shared and discussed.
Companies that are regularly involved in software development on the client side or who want to implement digital solutions more frequently in the future should also
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develop a largely standardized contract template that
can then be used in all projects. Naturally such a contract template does not lead to a situation where specific
performance-related provisions for a specific project are
established beforehand. These remain a matter for the
respective software project and the development in the
scope of the agile approach.
All legal agreements, as well as the abstract description of
the project steps and the roles to be allocated (along with
the corresponding responsibilities) can, however, be set
out and standardized beforehand. In the case of an agile
approach, therefore, the heart of any contractual arrangement should always be to agree with the service provider
on the actual project steps (including any acceptance process, change procedures and escalation processes). This
includes a binding and specific description of the agile
approach and the individual roles in the software project,
along with their responsibilities on the client and contractor side. As there is, unlike in the waterfall model, no planning phase to create a specification sheet, the performance
description is also “agile”, meaning it is developed and
fleshed out and priorities are defined during the course of
the project. In light of this, there should always be a clear
separation between performance-related requirements on
the software and legal (framework) agreements.
A standardized contractual basis also enables all those
involved within the company to adjust to the respective
provisions and strengthens the company’s position when
negotiating with IT service providers. This also helps
avoid protracted contractual negotiations at the start of
the project, which in practice frequently lead to there be-
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ADVERTISEMENT

ing no contractually agreed basis for agile projects at all.
Depending on the arrangement of the client/contractor
relationship, there is also the option to conclude an appropriate framework agreement and to specify the precise
performance-related details of the respective project in
the scope of individual orders or requests.
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Introduction
Though GDPR has been making international headlines
for the last three years, authorities and corporations are
still in their nascency regarding enforcement and compliance. Late last year, German data protection authorities
issued the first multi-million euro GDPR fine, a €14.5 million penalty for a real estate company’s failure to meet data
retention requirements.
This came on the heels of the government’s move to introduce a new model for calculating GDPR fines—a complex framework intended to drive increased severity of
penalties. With these activities and more on the horizon,
Germany is proving to be one of the most active GDPR
regulators in Europe, with more than €25 million in fines
and nearly 20 enforcement decisions to date.
When regulators began requiring compliance management systems, we saw a flurry of activity around deploying
compliance management systems and believing their efforts were sufficient. Then, after companies implemented
these systems, a wave of audits were conducted to check
on their effectiveness. In many cases, these audits led to
organizations being required to adjust and readjust their
practices and technological solutions. GDPR will be similar. Corporations had two years to do their homework
and implement procedures to ensure their data was managed in accordance with the law. But now, as enforcement
ramps up across Europe and in Germany, it’s becoming
clear that many “good enough” programs that have been
in play to date are not fully meeting regulator expectations.
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To date, GDPR compliance at most organizations has been approached from
the top down.

Gaps between new privacy frameworks and
IT infrastructure
Largely, most have done a sound job of assessing risk and
establishing over-arching policies and procedures that improve data privacy posture. So, what’s missing? All too
often, organizations leave gaps between their new privacy frameworks and their IT infrastructure. To truly ensure and maintain compliance, teams must bridge those
gaps and ensure their procedures and processes are fully
and seamlessly aligned with IT operations. Data privacy
teams need to work collaboratively with IT and business
teams to identify systems that process potentially sensitive
data, and evaluate every step that the data goes through
from both a business and technical perspective. Without
a doubt, doing so will reveal that their data privacy pro-
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grams need to look and operate differently when layered
onto the IT landscape.
What does this look like in the real world? Consider an organization that begins its relationship with a customer on
a web page. The customer enters personal information on
that page to begin some kind of transaction. That data is
logged on the web server and sent to a database—meaning
two different systems now contain the same personal information. It’s possible that during the movement of data
from the web server to the company database, log files
were also created, potentially creating a third instance of
the data. The data may or may not be encrypted during
transmission. Encryption may have occurred at any stage,
on the company network or the internet, meaning that
some (or all if there was no encryption step) of the records
may not be encrypted, and thus less protected. In many
systems, processes run daily that take new entries into the
company database and move them to a CRM database,
and then queries an employee who will be assigned to
contact the customer and move the transaction forward.
In many cases, the employee will save the data in an Excel
sheet on their computer to make their work more efficient
or to analyze data that helps them get their job done. This
means there are now up to six different instances of the
data stored in different locations inside the organization.

Sensitive data can proliferate unchecked –
how can this be prevented?
This is just one example that illustrates how quickly sensitive data can proliferate unchecked. Even when a com-
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pany has a strong data privacy policy, if that policy wasn’t
created to account for every step along the data journey
at the technical level, it is likely not sufficient for ensuring
full compliance. Data privacy teams must know their data
flow, and go down to the system level to check exactly
where the sensitive data is stored and moving through the
organization.

Largely, most have done a sound job of
assessing risk and establishing overarching policies and procedures that
improve data privacy posture.

ed and the parameters of every system that interacts
with sensitive information.

• Establishing protocols to understand golden sources
of data and ensuring that if data is transmitted from
system A to system B, it is maintained, updated and/
or deleted based on changes made in the originating
system. If the data is migrated from legacy to new systems, ensuring legacy data is deleted and is not forgotten about in the original database.

• Ensuring you have a clear retention policy and schedule which defines how long you are required to retain
data for regulatory, legal or business requirements.

• Investing in remediating legacy data according to your
There is no one-size-fits-all solution for dealing with these
issues. But there are clear steps organizations can take to
begin tackling data privacy compliance at the IT level.
These include:

• Providing appropriate solutions for storing personal data and carrying out extensive training to ensure
employees who use these enterprise systems to store
personal data are not creating separate, individual databases, Excel sheets or reports containing sensitive
information.

• Assessing the IT landscape to both map applications
containing personal data and understand exactly how
the data flows, whether and when/where it is encrypt-
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retention schedule. At any point in the future, a regulator may look at your data landscape and impose a fine
for improper retention or handling of personal or sensitive data. Disposing of anything that is not essential
to regulatory or business requirements. Any data that
is retained should be fully safeguarded and encrypted.

Recommendation
To date, GDPR compliance at most organizations has been
approached from the top down. Policies and procedures
are essential. However, now that most organizations have
those in place, it is time to begin revisiting GDPR programs from the bottom up — starting with the systems
where data lives, to ensure cohesive alignment between
the existing privacy policies, business requirements, and
the IT systems and infrastructure. ß
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On 24 July, the European Commission presented a new
EU Security Union Strategy for the period 2020 to 2025 that
focuses on priority areas where the EU can help Member States promote security for all people living in Europe. This spans the gamut of our European cybersecurity
needs: fighting terrorism and organised crime; detection
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and prevention of hybrid threats; increasing the resilience
of critical infrastructure; and research, innovation, and
mass promotion of cybersecurity. The strategy sets out
both tools and recommended actions.
The Commission has also recognised the need for a Joint
Cyber Unit as a platform for structured and coordinated
cooperation, and intends to build and maintain robust international partnerships. These partnerships would deter
or respond to cyber attacks, and encourage EU cybersecurity standards in partner countries.
Building on that progress, how can Europe‘s general counsel (GC) and chief legal officers (CLOs) guide their organizations and help thwart cyber attacks? What role do
they play in implementing best practices and regulations
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Fig. 1: CLO oversight of privacy and cybersecurity by industry
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The 88-page report covers a broad range of cybersecurity
activities:

• Legal department’s role,
26.1 %

47.8 %

• Policies and practices,

39.1 %

34.8 %

52.2 %

46.2 %

Percentage of legal departments
Both privacy and cybersecurity

stantial risk to the organization’s operations and brand,
this comes as no surprise. CLOs bring a unique combination of legal training, strategic thinking, and risk analysis
to the table to best help prevent and, if need be, react to cybersecurity situations. Today’s report is the latest evidence
that businesses increasingly recognize the CLO’s strengths
in this area and are adjusting accordingly.”

• Risk management,

46.2 %

• Breach and incident experience, and

Either privacy or cybercecurity Neither privacy nor cybersecurity

• Working with government and law enforcement.

Source: Association of Corporate Counsel.

Some of the report’s highlights include:
to keep protected information out of criminal hands? How
do they win over multiple stakeholders to a new data protection regime?
The Association of Corporate Counsel (ACC) Foundation
introduced its 2020 State of Cybersecurity Report, An Inhouse Perspective on 31 July, focusing on this question.
Built on the results of the 2015 and 2018 editions of this
survey, this report sheds light on the growing role that
legal departments are playing in organization-wide cybersecurity policies and practices.
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With responses from legal department decision-makers
in 586 companies across 20 industries and 36 countries,
the data included in this report provide a comprehensive
understanding of how legal departments in organizations
of different sizes engage in cybersecurity matters.

The legal department's role in cybersecurity

“As modern CLOs’ roles and responsibilities continue to
expand, cybersecurity strategy and oversight is unquestionably one area where we see the largest growth,” said
Susanna McDonald, vice president and CLO of ACC. “Between the ever-increasing frequency of attacks and sub-

Seventy-one percent of organizations place their CLO in
either a leadership role regarding cybersecurity strategy
or as part of a team with cyber responsibilities. However,
only 17 percent of organizations have their CLO directly
oversee both cyber and privacy functions.
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CLOs Lead Efforts On Cybersecurity
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Legal Oversight Results In Risk-Based Compliance
The percentage of organizations with a risk-based cybersecurity program versus a compliance-based program increases when the CLO has both the cyber and privacy
function oversight. In other words, the oversight of legal
appears to be driving a more proactive approach to cybersecurity.

More In-House Counsel Dedicated To Cybersecurity
Eighteen percent of organizations have an in-house lawyer
dedicated to cybersecurity, which is up from 12 percent
in 2018. In a majority of cases, this lawyer is responsible
for cyber across the enterprise and is in an executive level
position in 56 percent of organizations. (Figure 1)

Fig. 2: Evaluation methods of employee preparedness by clo oversight
Track mandatory training requirement and
attendance for all employees
Test employees' knowledge of mandatory
training

For most of the cybersecurity policies listed, there has not
been a significant change in those used over time. Most
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37.7 %
32.7 %

25.5 %

Conduct tabletop exercises

Other

25.1 %

42.7 %

40.0 %

9.4 %
8.1 %
6.2 %
7.5 %
10.8 %

Don't know

Source: Association of Corporate Counsel.

52.8 %
54.6 %

26.4 %
21.9 %
18.5 %

Review disciplinary actions for violations

Rise In Employee Training And Evaluation

Cybersecurity Policies Are The Norm

40.3 %

Hold a mock security event/simulated
response exercise

Policies and practices

Evaluation methods for company preparedness among
employees have increased dramatically since 2018 along
with the frequency of evaluations. Tracking mandatory
training requirements and attendance is now in place for
a majority of organizations and well over a third now conduct mock security events and tabletop exercises.

55.5 %

63.2 %
63.8 %

25.1 %

Percentage of legal departments

Cybersecurity reports to the CLO Cybersecurity does not report to the CLO, but privacy does
Neither privacy nor cybersecurity report to the CLO
organizations have implemented password, social media,
internet usage, and document retention policies but there
has been a sharp increase over the past two years in the
percentage of organizations employing data mapping, almost doubling over the course of five years.
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Lawyers Are Included In Cybersecurity Response Teams
Seventy-six percent of organizations have a cybersecurity
response team, up from 59 percent in 2018. A vast majority (83 percent) of those organizations have a senior staff
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lawyer or executive member of the legal department on
that team. (Fig. 2)

Fig. 3: Vendor evaluation by company revenue
Yes, we ask vendors to fill out a questionnaire

Risk management
Vendors Are Trusted Regarding Cyber Risks

33.9 %

Yes, we ask vendors to provide proof of
certification (ISO 27001, etc.)

29.2 %

Yes, we use Security Scorecarding

Seventy-eight percent of organizations claim they are
“somewhat” or “very” confident in their third-party vendors’ ability to protect them from cyber risks. This is a
substantial increase in confidence from 2018 (62.1 percent).

10.9 %

Yes, other

31.8 %

31.2 %
12.8 %

7.5 %

47.6 %
36.5 %

12.8 %

15.0 %
29.0 %

63.5 %

63.3 %

37.4 %

14.1 %

No

Source: Association of Corporate Counsel.

39.3 %

18.3 %

14.3 %
17.5 %

Less than $100M $100M to $499M $500M to $2.9B $3B or more

Only A Minority Use Vendor Management Platforms
Fifteen percent of organizations are now using vendor
management platforms, which is up from 9.1 percent in
2018. Usage increases substantially among larger legal departments. Nearly one quarter of departments with more
than 25 staff are employing vendor management platforms
and those with a dedicated cybersecurity counsel are more
likely to utilize a platform regardless of the size of legal.

One Third Of Departments Will Increase Legal Expenditure
Thirty-six percent of departments say they will increase
their legal expenditure as a result of their cybersecurity
approach, which is up from 33.8 percent in 2018 and far
up from 22.8 percent in 2015. A plurality of departments
will allocate this increase in spend to outside costs (38.8
percent), but there is a clear and sizable shift toward allocating the increase to inside spend over time. (Fig. 3)
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Breach and incident experience

rated it among their top three concerns this year compared to just 20.3 percent in 2018.

Four In Ten Companies Suffered A Data Breach
One In Five CLOs Are In Charge Of Responding To A Data Breach
Forty percent of organizations surveyed experienced at
least one data breach over the past year, and an average of
24 cyber incidents overall. Organizations in the healthcare
industry saw the highest number of incidents over the past
year, with an average of 58.

Effects On Reputation And Company Brand Are The Main Concern
Damage to company reputation and brand still remains
the top concern arising from a data breach for organizations. However, liability to data subjects has become the
second greatest concern overall this year, with a dramatic increase from 2018. Sixty-two percent of organizations
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Typically, organizations assign an individual or group
to coordinate a formal response to any data breach that
occurs. This year, 21.2 percent of organizations assigned
their CLO that responsibility, a significant increase from
4.6 percent in 2015. (Fig. 4)

Working with government/ law enforcement
Almost Half Work With Government To Address Risks
Forty-seven percent of organizations surveyed collaborate
with law enforcement or government agencies to address
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cybersecurity risks. This is a large increase from only 27.1
percent in 2015. Organizations are also more likely to collaborate when the CLO oversees cybersecurity. Those who
do not collaborate say that they do not have the resources
or knowledge base to do so.

Fig. 4: Breaches and incidents by company revenue
26.6 %

Less than $100M

51.4 %
43.8 %

$100M to $499M

68.0 %

Only One In Six Participate In Information Sharing

51.3 %

$500M to $2.9B

74.5 %

Sixteen percent of organizations participate in an information sharing and analysis center to share cyber threat
information with other organizations and the government. In 71 percent of cases, the legal department plays a
role in that information sharing process.

67.9 %

$3B or more

At least one breach At least one incident

Source: Association of Corporate Counsel.

Fig. 5: Participation in information sharing organizations/centers by revenue
Less than $100M

9.8 %

$100M to $499M

9.3 %

$500M to $2.9B

$3B or more

23.3 %

21.5 %

19.1 %

13.6 %

38.1 %

14.0 %

15.0 %

9.1 %

7.9 %

18,7 %

17.3 %

Among organizations required to comply with GDPR, 58
percent were required to appoint a data privacy officer
(DPO). Among those not required to do so, 31 percent appointed a DPO anyway. In over half of those organizations
the DPO is a full-time employee, reporting to the Legal
Department. (Fig. 5)

26.9 %

3.7 %

29.9 %

2.7 %

The 2020 State of Cybersecurity Report, An In-house Perspective is
available on the ACC website.ß

36.4 %

7.9 % 3.2%

Percentage of legal departments
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6.7 %

19.6 %

Yes, my organization does participateNo, insufficient resourcesNo, insufficient knowledge
No, I do not feel my organization gets enough benefit relative to the costNo, too expensive
Don't knowNo
Source: Association of Corporate Counsel.

GDPR: Majority Appointed A Data Privacy Officer

42.9 %
Note: The percentages of the subcategories that detail the reasons
why organizations do not participate in information sharing
practices do not match because this chart combines two different
questions. A few respondents that indicated that their company
did not participate in information sharing networks did not
provide a reason in that specific additional question. Therefore,
there are a few missing percentages because we cannot attribute
a few respondents to any of the four available reasons for not
participating in information sharing organizations.
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