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Innovation is Here to Stay: There is no Quick Win for Anybody
In spotlight: Change in the Procurement of Legal Services
By Prof. Dr. Bruno Mascello, LL.M.

In 2018, the legal team of Microsoft 
contacted their key law firms and 
asked them to explain what they 

had done in the previous year to improve 
and what they were planning to do in 
the coming years. They were looking for 
innovation stories that would demonstra-
bly improve the law firms’ legal service 
delivery to Microsoft. This is a recent 
example of how outside counsel manage-
ment is – and will remain – a major con-
cern of legal departments. Expenditure 
for outside counsel services still consti-
tutes a substantial portion of an annual 
budget entrusted to a general counsel. 
And considering that the hourly rate 
of an outside counsel is approximately 
three times that of an in-house counsel 
(Germany), vendor management remains 
a key issue for each legal department. 

The following comments are based on 
the assumption that a customer does 
not really care who the legal services 
are provided by as long as (i) the cus-
tomer receives correct legal advice, (ii) 
the service provided is fit for purpose (it 
does not need to be the best one), (iii) it 

is delivered at acceptable (not the lowest) 
prices, and (iv) it reasonably considers all 
circumstances (not just price and quick 
wins only, but also long-term interests).

Ménage à trois

Some fifty years ago, it was easy for a 
customer to buy legal services: he simply 
went to a law firm. However, since then 
corporations have started to build up 
their own internal resources. Today, legal 

departments absorb up to three quarters 
of the legal work and have become one of 
the biggest competitors to law firms. For 
some years now, the so-called alternative 
legal service providers (ALSP) have been 
entering the legal market and offering a 
third option to customers. These include, 
for example, the legal arms of the Big 
Four, legal protection insurance compa-
nies and the so-called ”new law” and ”le-
gal tech” companies. What makes them 
different is that they master processes 

and utilize IT in a different way than law 
firms and legal departments ever did. 

Services enriched by products

ALSPs offer not only hourly-based ser-
vices, but also products which can be 
downloaded from their websites and 
which are available at attractive prices, 
sometimes even free of charge. Custom-
ers find quick and transparent solutions, 
and then informed customers like in-

All legal service providers are stakeholders in the same legal market and compete for the same customers.
© NicoElNino/iStock/Thinkstock/Getty Images
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house lawyers can often further custom-
ize them themselves.

Procurement will play a bigger role

CEOs are increasingly requesting general 
counsel to cooperate with the procure-
ment department when they buy 
outside legal services. The reason can be 
manifold: it might be a lack of trust that 
the budget is being spent in the most 
economical way, be it because general 

counsel may be biased when they select 
outside providers or they may not be ex-
perienced enough to set up a professional 
state-of-the-art procurement process. The 
emergence of the ALSPs has created a fur-
ther issue. While legal departments have 
been successfully competing against law 
firms in the past, they are now being di-

rectly challenged by ALSPs. Consequently, 
if legal departments want to act in the 
best interests of the company, they must 
perform a fair assessment in which cases 
their internal customers are better and 
faster served by them, by law firms or any 
of the ALSPs. Since this may go to the core 
of a legal department, it becomes even 
more important to ask the procurement 
department to participate when outside 
services are being bought. Going forward, 
general counsel may not only need to 
explain why they have chosen a more 
expensive law firm instead of having the 
job done by the legal department, they 
may also need to show now how ALSP 
and off-the-shelf products were taken 
into consideration. The customer does not 
distinguish and considers all legal service 
providers to work in the same ecosystems 
and to share only one goal, to serve the 
joint customer in the best way.

Legal expertise vs. relationship

Legal departments claim that for the 
selection of outside legal service pro-
viders, legal expertise will be the most 
relevant criterion and that it is of utmost 
importance to maintain an excellent 
relationship with outside counsel. This 
is understandable considering the fact 
that general counsel want to procure 
good legal advice. However, this does not 

preclude considering the price tag and as-
suming that the legal expertise may not 
change if the relationship is also built on 
the customer’s economic interests. Good 
relationships are no doubt important for 
a smooth and trusted service, but profes-
sional procurement includes the respon-
sibility to take care of the economic terms 
as well. An unbiased view becomes even 
more important since the legal depart-
ment is challenged by ALSPs itself.

New requests in RFPs

One of the biggest challenges of legal 
departments is to work more efficiently. 
They have to absorb more legal work 
without receiving more financial re-
sources (budget) or human resources 
(FTE) – indeed, they sometimes even have 
to manage with less. In any case, a legal 
department will pass the pressure on to 
the outside legal providers, be it law firms 
or ALSPs. Negotiations will go beyond 
the usual discussions of hourly rates and 
(volume) discounts and lead to more 
demanding requests and challenging 
questions in RFPs such as:

 z How do you ensure that I will receive 
your best resources? Note: it will be 
interesting to see how service provid-
ers with an eat-what-you-kill model 
will answer.

 z How do you measure the productivity 
of your employees? Is it only billable 
hours?

 z How do you measure efficiency in a 
mandate? If it is hourly billing only, 
how do you ensure you don’t do too 
much work on a mandate? Do you 
pass such efficiency gains on to the 
customer, and if so, how and to which 
extent?

 z When do you apply alternative fee ar-
rangements and where do you see any 
limits?

 z How do you cooperate with other 
law firms in the best interest of the 
customer?

 z When do you consider ALSPs and what 
selection criteria do you apply?

 z Do you utilize technology and if yes, 
for which purpose (also for efficiency 
reasons)? If so, what is the advantage 
to me and how and to which extent 
do you pass any efficiency gains on to 
customers?

 z How do you charge the involvement 
of ALSPs and/or the use of technology 
tools (e.g., data analytics)?

 z Explain the most recent innovations 
you have implemented to improve 
your legal services to the customer. 
How did the customer benefit?

Indeed, these questions will not be easy 
to answer for providers. And if a –>

>>
An unbiased view becomes 
even more important since the 
legal department is challenged 
by ALSPs itself.

<<
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general counsel reading these ques-
tions thinks now that these would be 
a great addition to the next RFP, please 
bear in mind that you should be able 
to answer the same questions for your 
legal department as well. However, it 
seems that the “spoon-feeding” of gen-
eral counsel remains a serious topic; in 
the UK half of them expect law firms 
to advise them on which technology 
to use. However, in my view it seems 
unrealistic to wait for law firms to 
help, considering how few of them are 
willing to change their business model 
and have already turned to technology 
themselves to increase efficiency and 
to improve their services to customers. 
Therefore, it would be better for legal 
departments to start to work on their 
own.

Change and uncertainty

Innovation is here to stay. There is no 
quick win for anybody. All legal service 
providers are stakeholders in the same 
legal market and compete for the 
same customers. Some may have more 
options and others may have a differ-
ent USP. But all will have to accept and 
manage continuous change, will need 
to invest in innovations, and learn how 
to live with uncertainty and failures. To 
quote Microsoft again in their request 
to their panel law firms: failure is 
permissible; however, not trying is not 
acceptable.  <–

Prof. Dr. Bruno Mascello, LL.M.,  
EMBA HSG, Attorney-at-Law, Vice Director Executive 
School of Management, Technology & Law,  
University of St. Gallen (HSG)

bruno.mascello@unisg.ch

www.es.unisg.ch/de
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A suggestion ... 
... for a modern legal framework for the legal profession
Observations on the decision of the Federal Court of Justice of 27/11/2019 on the extent of the monopoly 
on legal services
By Markus Hartung

There are few countries in the 
world where the provision 
of legal services is not regu-

lated. In many countries, lawyers have 
a so-called monopoly on legal advice 
-  i.e. it may only be given by lawyers, 

not by other service providers. This is 
intended to ensure that the quality level 
of legal advice is maintained and that 
the professionals are also subject to 
certain fundamental core values - e.g. 
confidentiality, or the ban on represent-

ing conflicting interests. Furthermore, 
lawyers should be independent, both 
from the state and from their clients.

Prologue I

Although such monopolies of lawyers can 
be found in many countries of the world, 
the range of such monopolies varies con-
siderably. In Germany it is very extensive, 
as it also is in the USA, for example. In 
England, on the other hand, there are only 
a few areas of law that are exclusively 
reserved for lawyers. Other European 
countries have different rules, and in 
some cases non-lawyer service providers 
are also allowed to operate there.

The legal market is a very lucrative mar-
ket. Many want to have access to it. In re-
cent years, the conflict between the legal 
profession and the so-called alternative 
legal service providers has become more 
intense, as many of these companies are 
pushing into the legal market. Very often 

they offer services supported by technol-
ogy, and: they are cheaper than lawyers.

In Germany, a long-awaited decision 
has recently been handed down by 
the  Federal Court of Justice (Bundes-
gerichtshof, or BGH for short) on the 
question of which legal services may be 
provided by non-lawyer service providers. 
The following article is not a scientific 
discussion of the ruling, but outlines the 
conflict in the legal market and deals 
with the consequences for the legal 
profession.

Prologue II

The law governing the legal profession 
in Germany, which includes the Federal 
Lawyers’ Act (BRAO) and the Professional 
Code of Conduct (BORA) as well as the 
Legal Services Act (RDG), is in its current 
form the result of a permanent conflict 
between the interests of the profession 
on the one hand and the constitu-

The BGH decision is critical for the legal profession. 
© audioundwerbung/iStock/Thinkstock/Getty Images
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tionally oriented jurisdiction on the other. 
The self-regulation of lawyers is regarded 
as an important achievement and essen-
tial for the Rule of Law. Important part of 
the self-regulation is the fact that lawyers 
are partly able to set their own rules and 
can have a considerable influence on 
the legislative process. In short: the legal 
profession does not legislate against 
itself. The problem is that the essential 
checks and balances are apparently lack-
ing, because it has been an embarrassing 
tradition for years that the judiciary has 
had to remind the legal profession that 
self-government does not mean living 
in an unconstitutional environment. 
This began with the Bastille cases of the 
Federal Constitutional Court (Bundesver-
fassungsgericht or BVerfG for short) of 14 
July 1987, and the Horn ruling of January 
2016 will not be the latest decision with 
which the BVerfG intervenes here. Actu-
ally, the entire legal framework would 
have to be overhauled from the ground 
up. The German Bar Association (DAV) has 
submitted a very far-reaching reform pro-
posal, which, however, does not deal with 
the continued existence of the monopoly. 
It does not seem like a realistic prospect 
if the legislator is responsible for imple-
menting the reform proposal.

Presumably, large parts of the legal 
profession regard the rulings of the 
BVerfG and BGH in recent years as hostile 
actions. But this is not true; they are actu-
ally guidelines, or suggestions. They are 
suggestions on how to create a modern 
professional law for a modern legal 
profession, aligned with the constitu-
tion. Perhaps it does not even have to be 
modern - contemporary would suffice. 
Of course, court decisions can declare 
something void that many people have 
somehow come to love, they penetrate 
regulations and allow things that the 
legal profession flatly rejects. But they 
remain guidelines, sometimes only sug-
gestions for something new, aligned with 
the constitution. The legal profession, 
however, refuses. 

The decision of the BGH, which is the sub-
ject of this article, is without doubt part 
of the canon of decisions that will shape 
the development of the legal services 
market in the coming decade. It is in line 
with the Masterpat case and the Debt-
Collection cases of the BVerfG of 2002 
and 2004. The BGH has opened a wide 
avenue for innovative legal services. This 
may hurt the traditionalist. But the same 
applies here as above: It is a suggestion 
for the modern and constitutional shap-
ing of the legal market.

What’s it all about?

The decision was prompted by a tenancy 
lawsuit, and in this context the question 
arose as to what competences a collec-
tion agency has with the help of which 
one can assert claims due to violation of 
the so-called “rent brake”. This rent brake 
is a legal means of protecting tenants 
and is intended to prevent excessively 
high rents from being charged when 
new tenancies are agreed. Unfortunately, 
many landlords do not adhere to this 
restriction and ignore the ban. There are 
now non-legal service providers who 
make it very easy for tenants to check the 
permitted rent level and make claims for 
repayment. 

The claims include not only repayment 
claims for overpaid rent, but also claims 
for information (“Auskunftsklagen”), as 
well as legal defence claims - all this 
combined with an “online rent calculator”, 
which can be used to calculate whether 
one is paying too much rent. In general, 
this debt collection company uses a lot of 
new technology and can therefore handle 
high case numbers, which is why it is 
considered a legal tech company.

These claims brought forward by a non-
lawyer-based company led to the situ-
ation in Berlin (where there are several 

local courts, each of which is responsible 
for rental matters within its district) that 
these local courts had different opinions 
as to whether this combined offer was 
still a permissible collection/legal ser-
vice. The crux of the dispute was not so 
much tenancy law, although this was of 
course also the issue. The main issue was 
whether the company was allowed to 
bring such claims forward. The judges of 
the Berlin district court were as divided as 
the Berlin local courts. One of these deci-
sions against the debt collection com-
pany was appealed to the BGH, which in 
its remarkable decision considered the 
debt collection company’s activities to be 
“still lawful”.

The Legal Issues

In short, this case raises three issues 
which are in turn linked to the busi-
ness model of these companies. This is 
because these companies offer a risk-free 
service in cases where claims are largely 
identical and can be executed in a stand-
ardised manner. This applies to flight 
delay claims, rental cases, but also claims 
for damages arising from the Volkswagen 
diesel scandal. It is risk-free for consum-
ers because there is an obligation to pay 
compensation only in the event of suc-
cess, but then with a comparatively high 
success fee of up to 33%. If the enforce-
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ment of claims remains unsuccessful, 
the consumer pays nothing, the cost risk 
remains with the service provider.

The business model thus combines debt 
collection (namely the enforcement of 
third-party payment claims) with ele-
ments of litigation financing. This is also 
the approach taken in cases where it is 
often clear that the matter is contentious 

and goes to court, where debt collection 
companies are not allowed to operate. 
In this respect, the first question that 
arises is whether this is actually still debt 
collection: the critics argued that debt 
collection is only the mass assertion of 
claims that are actually uncontested. 
Furthermore, it was objected that one 
cannot do both, i.e. debt collection and 

litigation financing, because one gets 
into unsolvable internal conflicts, which 
according to sec. 4 RDG (German Legal 
Services Act) has the consequence that 
one is not allowed to provide legal ser-
vices. Finally, the legal consequences of a 
once assumed violation of the RDG were 
at issue: Does this mean that the transfer 
of the customers’ claims to the collec-
tion agency are void due to violation of 
sec. 134 BGB? Can consumers rely on the 
authority of the debt collection agency, 
even if it is publicly announced? If this is 
not the case, there is always the risk that 
consumer claims will become statute-
barred if at some point in a lawsuit it 
turns out that the claim transfer was null 
and void, in which case people will think 
twice before engaging the services of a 
collection agency.

The main reasoning of the BGH

The BGH did not accept any of the 
objections to the activities of the collec-
tion agencies. It based its decision on a 
broad concept of debt collection and also 
recognised that the interests of a debt 
collection company and those of a litiga-
tion financier are largely the same. With 
regard to the concept of debt collection, 
the Federal Court of Justice referred to 
the fact that the legislator had wanted to 
make new business models possible. The 

activity of wenigermiete.de was deemed 
to be “still legal” - the “still” refers to the 
fact that not only payment claims, but 
also accompanying claims are asserted. 

Only on the question of nullity did the 
BGH hold that if the collection authori-
sation is clearly exceeded, a collection 
assignment can be null and void, even in 
the case of a registered collection com-
pany (in the case of the activity of non-
registered collection companies this has 
always been undisputed). However, if one 
takes into account the broad interpreta-
tion of the concept of debt collection, this 
part of the decision is not particularly 
important.

The immediate consequences of the 
 decision

The fierce discussion about the authority 
of the collection companies actually origi-
nated from a completely different case, 
namely the trial of MyRight against VW 
before the Braunschweig Regional Court. 
In this law suit MyRight represents more 
than 15,000 plaintiffs against VW. Under 
German procedural law, there are no class 
actions, but this is a very innovative vir-
tual class action. There has not yet been 
such a trial in Germany. VW, represented 
by Freshfields, had commissioned four ex-
perts to examine the business model, and 

all four experts came to the conclusion 
that MyRight was in flagrant breach of 
the RDG. MyRight again defended itself 
with four expert opinions (I was amongst 
the experts, by the way). Most of these 
expert opinions were published in pro-
fessional journals. The expert opinions 
had been available since the beginning 
of 2019, but the Braunschweig Regional 
Court decided to wait for the BGH, in 
whose proceedings all these issues also 
played a role.

After the BGH’s decision was announced, 
the Regional Court of Braunschweig 
informed the parties that they intended 
to decide in the same way as the BGH, 
hence in favour of MyRight and against 
Volkswagen. The Braunschweig decision 
consisted mainly of literal quotations 
from the BGH decision. Presumably other 
courts where similar legal disputes are 
pending will also proceed in this way.

What was it not about?

The decision was awaited with such 
excitement because it was described 
as the decision on the admissibility of 
legal tech companies. This is as true as 
the assumption that the Internet can be 
deleted. The decision had nothing to do 
with legal tech, or at least only margin-
ally. The fact that wenigermiete.de is 

>>
Under German procedural 
law, there are no class actions, 
but this is a very innovative 
virtual class action. 

<<
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a company that uses innovative technol-
ogy to enforce its claims has nothing 
to do with the legal issues mentioned 
above. The BGH decision only states that 
such business models of risk-free claim 
enforcement are permissible, regardless 
of whether it is carried out manually or 
with IT.

The legal admissibility of other non-
lawyer service providers is still unclear. 
This applies, for example, to the question 
of whether the automated creation of 
legal documents has to be regarded as 
“UPL” (unauthorized practice of law) - if 
this were the case, such providers could 
pack up, because the RDG does not even 
provide for any approval for such service 
provisions. Also unclear is the business 
model of platform operators, where there 
is criticism that user fees are in reality 
prohibited referral fees (this is not true, 
but it does create uncertainty, and there 
is no decision by the BGH).

Consequences for the Legal Profession

The BGH decision is critical for the legal 
profession. It significantly changes the 
monopoly of the legal profession and the 
balance between lawyers and non-law-
yer-service-providers. The debt collection 
companies are so successful because 
they can make simple, convenient and 

risk-free offers to consumers. One way of 
doing this is through contingency fees. 
Under German law, lawyers are only al-
lowed to charge contingency fees in a few 
exceptional cases. Well – had the legal 
profession accepted the offer made by 
the BVerfG in the Success-Fee-case, the 
situation would be different. Back in 2007 
the BVerfG ruled that there is no consti-
tutional requirement for maintaining the 
ban on success fees, but the legal profes-
sion preferred to stick to their old fee 
model. Today lawyers are hopelessly be-
hind because they cannot compete with 
innovative legal service providers. This is 
due in part to an antiquated professional 
and fee system that is firmly rooted in 
the last century. The legal profession is 
ill-equipped for what consumers expect 
today. A new legal framework is needed, 
including a modern professional un-
derstanding, something like a new job 
description. However, large parts of the 
legal profession and many representa-
tives of the regional bars are still think-
ing in terms of the last century. Hence 
the discussions will not be easy. But the 
legal profession should understand the 
suggestions made by the case law of the 
BVerfG and the BGH as helpful assistance 
(and a little push) on the way to a modern 
professional legal framework.

Epilogue

If the German legislature needs another 
argument for amending or adapting the 
law governing the legal profession, we 
refer to two rulings issued following the 
decision of the Federal Court of Justice 
(BGH), which seem to take an opposing 
view. In two decisions (Munich Regional 
Court and Braunschweig Regional Court), 
claims were dismissed, with the argu-
ment that the debt collection company 
filing the claim was acting beyond its 
authorisation. 

So, even if the BGH decision was fun-
damental in principle, it did not cover 
all conceivable case constellations, but 
that is the way things work in German 
law: even the highest court rulings only 
regulate the individual case, but are not 
regarded as binding precedents for other 
courts. So there will be further decisions, 
and further uncertainty. This is hardly an 
acceptable state of affairs.  <–

Editor’s note:  
Note: This article is the translated and 
edited version of an article which was pub-
lished in Deutscher AnwaltSpiegel 3/2020: 
https://www.deutscheranwaltspiegel.
de/wp-content/uploads/2020/02/DAS-
Online_Ausgabe-03-2020_L.pdf.

Markus Hartung,  
lawyer und mediator, Senior Fellow at the Bucerius Center on the 
 Legal Profession at Bucerius Law School, member of the Committee on 
P rofessional Regulation of the German Bar Association (DAV), Berlin

markushartung@me.com

www.markushartung.com
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The Rise of Legal Operations in EMEA
Improving operational performance and maximizing efficiency of spend
By Catherine J Moynihan and Robin Snasdell

Legal operations is a growing trend 
in international law departments. 
As a function, it optimises how 

a legal team deploys people, processes, 
technology, and data to improve the 
efficiency and cost-effectiveness of 
the legal service delivery model.

In 2019, the Association of Corporate 
Counsel (ACC) partnered with Consilio 
to raise awareness and competency 

in legal operations across Europe, the 
Middle East, and Africa (EMEA). That col-
laboration formed ACC Legal Operations 
EMEA, a project to support in-house legal 
teams as they work to enhance their law 
department management. ACC Legal Op-
erations EMEA holds bi-monthly virtual 
roundtables to discuss different aspects 
of the legal operations function, with over 
500 attendees from legal departments 
across EMEA. A meeting last October in 

Frankfurt saw over 50 legal operations 
leaders attend from 14 countries.

Some of the insights drawn from these 
online and in-person discussions are 
presented below.

Legal Operations - what is it?

Corporate law departments in EMEA, as 
elsewhere globally, are implementing le-
gal operations functions. Legal operations 
functions vary in focus but broadly have 
remits to improve operational perfor-
mance and maximize efficiency of spend. 
As cost pressures and the complexity of 
legal services mount, and technological 
options abound, many general counsels 
(GCs) are now delegating responsibil-
ity for legal operations to a deputy GC; 
others are establishing a dedicated legal 
operations team, which may or may not 
be led by a lawyer. In one polled session, 
55 percent of respondents reported that 
their legal operations team consisted of 
one to five members. A further 31.3 per-
cent reported six to 20 members, and 13.5 
percent identified 21 or more.

From the virtual roundtables, we know 
that many corporate legal teams are 
less sophisticated in their use of legal 
technologies than their colleagues in the 
US. They frequently lack any specific legal 
technological solutions and have limited, 
or no, specific budget for IT. Counsel fac-
ing these challenges appreciate support 
in understanding how others have made 
a business case for technological solu-
tions, and share tactics to bring their 
team around to successful adoption.

Change Management – a core  
competency

One virtual roundtable focused on 
change management, with participants 
from companies of various industries, 
sizes, and levels of maturity. Sixty-eight 
percent of participant poll respondents 
identified their legal teams as being in 
the early stages of change management 
maturity.

We heard about difficulties in imple-
menting new ways of working within 
the legal teams, which can be partially 

Legal operations is a growing trend in international law departments.
© djedzura/iStock/Thinkstock/Getty Images
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attributed to the fact that very few (12 
percent) of those responding to questions 
during the roundtable had someone dedi-
cated to change management in their 
legal team. However, 40 percent reported 
having a team member in this role on a 
part-time basis. 

The advisory board of ACC Legal Opera-
tions EMEA - which includes representa-
tives from Adidas, ASML, Banco Santander, 
Barclays, BT, Capgemini, Continental, Her-
aeus, Idemia, Lindt, Novartis, Orange, PVH 
Europe, Total, and UBS - has discussed 
ways to address challenges with technol-
ogy user adoption. We believe the lack of 
change management maturity might go 
some way towards explaining this. Our 
speakers addressed the ‘change transition 
curve’, and encouraged legal department 
leaders to use the ACC Legal Operations 
Maturity Model Toolkit (https://www2.
acc.com/maturity/) to benchmark and 
advance in any given area. 

Digital Transformation – tailoring is 
important

Digital transformation — automation, 
cloud computing, and extensive gather-
ing and application of data — has differ-
ent implications for every organisation. It 
is crucial for legal teams to understand 
how digital transformation adds value, 

and how to quantify that value specific 
to their own departments and needs. 
One ACC Legal Operations EMEA virtual 
roundtable elaborated how technolo-
gies and digital transformation can drive 
efficiency. However, implementation is 
challenging, and support is often required 
from external consultants: 63 percent of 
poll respondents said their legal team 
was not ready for digital transformation, 
and 33 percent said digital transforma-
tion had only made them ‘somewhat’ 
more efficient.

Outside Counsel Management – data & 
dialogue are vital

Roundtable speakers and participants 
highlighted the importance of increas-
ing communications with law firms, and 
of using data to gain insights and make 
better strategic decisions about legal 
matters. They identified structured, con-
tinuous dialogue (e.g. quarterly business 
reviews) between law firms and clients as 
a significant aid to successful manage-
ment and cost efficiency. This is consist-
ent with the “End Of The Duopoly Report” 
from the Blickstein Group and Consilio, in 
which 79 percent of respondents rated a 
direct relationship with law firms as ef-
fective in controlling external spend.

The Change Transition Curve – what is it? 

Without involving or considering how people work and react to changes, new technology/ 
processes can fail, leading to financial consequences.

Encouraging user adoption throughout the transition is key. So how do we ensure the user 
remains in the forefront of the process?

Below are four key stages to managing change. Addressing each stage, Consilio suggests the 
following remediation approach:

1. Identifying a Change: Change can happen at any time, in systems or in processes.
  Remediation: Keep the communication channels open between the organisation and user. 

Think about the communication form to be used: meeting, email, newsletter. Listen to user 
concerns and address them immediately.

2.  Period of Adjustment: There will be a period of adjustment, marked by anxiety and uncer-
tainty.

3.  Resistance to Change: Behaviours such as denial, self-doubt, frustration, and  resistance are 
common.

  Remediation: Depending on the type of change, adjustments can vary. A good example is a 
data entry system. Whilst the data can be shared with management, the change curve might 
not be as challenging as that of a data entry employee. Ensure you look at the different 
personas and ways to bring them along the change journey. 

4.  Change Readiness: How do you change or enhance what an individual already knows?
 Remediation: Suggested approaches include

 z  Champions: A champion is integral and can make the difference between the success or 
failure of the change. The champion works with the project team, individuals, and the 
organisation. The champion’s role is to:

  o support and promote the change, echoing the benefits
  o  serve as first point of contact for dealing with or passing on any concerns/ issues on 

behalf of the project team
  o be a ‘super user’, the go-to person for staff questions.

 z  Training: Training can be delivered via 
  o email, newsletter, or publication
  o face to face meetings
  o online tutorials.

Ongoing training has been shown to be useful in increasing and embedding user adoption.

Identifying a 
Change 1 Period of 

Adjustment 2 Resistance to 
Change 3 Change 

Readiness 4
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Leveraging the Legal Ops Function – 
focus leads to impacts

It is clear from the knowledge-sharing 
throughout 2019 that legal depart-
ments with dedicated legal ops staff, 
led by an executive who has a seat at 
the GC’s leadership table, are advanc-
ing rapidly in maturity – and more im-
portantly, optimizing legal services for 
the corporation. By ensuring that work 

is performed by the right resources, 
both internally and externally, apply-
ing data to inform decision-making 
and management performance, and 
changing management techniques to 
nurture adoption of new processes and 
systems, legal operations profession-
als across EMEA are helping their legal 
departments shine as valued business 
partners.  <–

ACC partners with Consilio to host bi-monthly virtual roundtables. To register or 
view previous roundtable(s), visit acc.com/LegalOpsEMEA.

Activities in 2020 include:

 z 3 March: Setting up a legal operations function and the first 100 days
 z 28 April: Leveraging the technology you have: Using enterprise technology for 

legal operations
 z 7 July: Case studies in process improvement and work allocation
 z 8 September: Using metrics, dashboards and data analytics for decision-mak-

ing and performance management
 z 20 October: 2020 ACC Accelerate Innovation (Amsterdam, The Netherlands)
 z 3 November: Implementing eBilling in EMEA: Unique challenges and solu-

tions

For information on the services provided by Consilio refer to: https://uk.consilio.
com/services/law-department-management/

For information on ACC’s maturity model refer to:

ACC.com/MaturityModel

www.consilio.com

Catherine J Moynihan 
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Washington
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Robin Snasdell 
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Houston
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Warranty & Indemnity Insurances in the M&A Practice 
Overview and current Market Trends 
By Dr. Ian M. Maywald and Dr. Michael Steiner

Financially significant claims may 
arise in the case of discrepancies 
between parties in M&A transac-

tions. In practice, the parties involved in 
the transaction often interpret warranty 
and indemnity clauses differently, in par-
ticular. In order to minimise the liability 
deriving from a breach of contract, so-
called Warranty & Indemnity Insurances 
(W&I Insurances) have become increas-
ingly popular in recent years. Reasons for 
this include the limited choice of invest-
ment objects coupled with a correspond-
ing investment pressure for financial 
investors, which has led to a shift in the 
terms of contract in favour of the seller. 

The following article provides an over-
view of (i) the basics and practical consid-
erations when taking out W&I Insurances, 
and (ii) the current market trends. 

Why are W&I insurances taken out?

W&I insurances generally reduce the risks 
to the parties, in particular to the seller, 
for liabilities and costs, including legal 
costs, deriving from warranty and in-

demnity claims under sale and purchase 
agreements (SPA) in M&A transactions. 
In the event of a breach of contract and 
a related liability claim, the claim will be 
made against the insurance company as 
a solvent debtor. From the seller’s point of 
view, this facilitates a “clean exit” where 
the seller can minimize and ideally com-
pletely exclude any recourse by the buyer.

Who is the policyholder?

In principle, the policyholder can be 
either the buyer or the seller. In practice, 
however, in almost all cases the poli-
cies are taken out by the buyer as the 
policyholder. In such cases, the insurer 
is liable to the buyer for claims arising 
from breaches of warranties by the seller. 
In this context, so-called “Soft Stapled 
Insurance” is widely established in the 
market where the seller initiates the 
W&I insurance process, adjusts the sales 
procedure and the SPA accordingly to the 
W&I insurance concept and provides the 
buyer with the offers of potential insurers 
already tailored to the envisaged transac-
tion. The negotiation of the policy as well 

as the underwriting process are, however, 
carried out directly between the buyer as 
policyholder and the insurer. 

In contrast to the buyer-side policy, the 
seller may also take out the insurance, 
in which case the seller as policyholder 
would be insured against warranty claims 
by the buyer. The buyer has, therefore, in 
such a case no direct claim against the 
insured, but must still take action against 
the seller. In case of a seller-side policy 
insurance, mandatory law excludes cover 
if the seller intentionally breaches the 
contract, whereas in the case of a buyer-
side policy the W&I insurance provides 
cover even for intentional breaches of 
contract by the seller.

What are the advantages?

The standard buyer-side policy has advan-
tages for both the buyer and the seller. 
The handling of damage claims is carried 
out by the buyer directly with the insurer. 
In the case that the buyer and seller con-
tinue to maintain business relations after 
the transaction, or if the seller continues 

to be part of the management team of 
the target company, the buyer is able to 
reduce or avoid unpleasant disputes and 
a strained relationship with the seller. If 
the acquisition takes place in the course 
of a bidding process, a bidder may dis-
tinguish himself positively from the 

Financially significant claims may arise in 
the case of discrepancies between parties in 
M&A transactions.
© metamorworks/iStock/Thinkstock/Getty Images
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other bidders by means of  W&I insur-
ance, as it reduces the liability risk for the 
seller. Finally, W&I insurances regularly 
provide for longer limitation periods and 
higher liability caps than usually provided 
for in SPAs.

The seller benefits from the W&I insur-
ance because, despite the contractual as-
sumption of liability, he can usually limit 
his payment risk for breaches of contract 
to a small amount, often only EUR 1, and 
can therefore dispose of the full sales 
proceeds immediately after the transac-
tion is closed.

What exactly is covered?

W&I insurances protect the insured 
against unknown risks in connection 
with a breach of a warranty or indemnity 
provided by the seller. A prerequisite for 
insurance cover is that the guarantee 
catalogue in the SPA is insurable. In gen-
eral, market standard guarantee cata-
logues are mostly insurable, provided that 
the scope of the due diligence carried 
out by the buyer is appropriate. Insurers 
only insist on a limited number of general 
exclusions of liability. These mainly relate 
to risks (i) that are regularly excluded in 
SPAs, (ii) that are difficult to verify, or (iii) 
that are otherwise insured. In practice, 
typical liability exclusions are positive 

knowledge of the buyer, transfer pricing 
issues, leakage provisions, liability for 
products and design defects, risks from 
underfunding of pension obligations and 
forward-looking statements.

What are the legal consequences under 
the insurance policy?

The W&I insurance policy contains a 
distinct system of legal consequences. 
Fundamental and tax warranties as well 
as claims arising from any tax indemni-
ties are generally insured for a term of 
seven years, general warranties for a term 
of two years. Insurers regularly offer an 
extension of the term for general warran-
ties to three years for a small, additional 
premium. The W&I insurance policy also 
contains separate thresholds in relation 
to a deductible (called retention or ex-
cess) and the de minimis. The level of the 
retention depends, in particular, on the 
business segment of the target company 
and in the case of operating companies 
typically equates to around 0.5% of the 
enterprise value. Nowadays in the real 
estate sector, the retention is typically nil. 
The de minimis under the policy is usually 
based on the amount agreed in the SPA. 
However, it can also be lower if the ma-
teriality thresholds for the due diligence 
carried out by the buyer are below this 
amount. The limit under the policy can be 

freely agreed upon and depends primarily 
on the risk the buyer is willing to take. In 
the German market, the amount insured 
is usually between 10% and 20% of the 
enterprise value. 

The insurance policy contains its own 
mechanism for the handling of claims. In 
a first step, the policyholder must report 
the damage to the insurer, in which case 
a detailed and comprehensive damage 
report expedites the process. In practice, 
negotiations on disputed issues are often 
handled or advised by the policyholder’s 
advisers and the insurer. In order to facili-
tate the process, it is often advisable to 
involve the broker who originally placed 
the policy in this process. 

Statistically, a study by a renowned insur-
ance broker from 2019 shows that more 
than 80% of all reported claims in the 
DACH region were settled by insurers. 
Overall, the number of reported claims 
increased significantly between 2016 and 
2018. Insurance claims were submitted 
in connection with approximately one 
out of five insured transactions, with the 
amount of claims submitted being higher 
for larger transactions. The majority of 
reported claims related to breaches of tax 
and financial-information-related guar-
antees. On average, claims were settled 

by the respective insurance companies 
within less than six months.

What are the costs?

The premium depends in particular on 
the business area of the target company, 
the scope of the guarantees to be insured 
and the insured limit. The premium is ex-
pressed as so-called Rate on Line (RoL), i.e. 
as a percentage of the amount insured. 
Depending on the factors mentioned 
above, the RoL in Germany usually ranges 
between 0.5% and 1.5%. The premium is 
further subject to insurance tax which 
depends on the domicile of the policy-
holder and which currently amounts, for 
example, to 19% in Germany. Further-
more, most insurers charge an under-
writing fee in addition to the premium, 
which covers the cost of legal advice to 
the insurer and typically ranges from EUR 
15,000 to EUR 30,000 depending on the 
complexity of the transaction. Insurance 
brokers who assist the policyholder in the 
selection and placement of the W&I in-
surance are remunerated on the basis of 
a commission which is already included 
in the premium.

Whether the buyer or seller actually bears 
the costs for the W&I insurance depends 
on the negotiations between the parties. 
It should, however, be noted that –>
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even if the buyer as policyholder bears 
the costs in the first step, he will often 
take these into account when determin-
ing the purchase price.

How does the process work?

The first step is usually to involve a broker 
specialised in W&I insurances who will 
provide an initial cost estimate, indicate 
possible issues and provide a time sched-
ule. As part of the so-called risk market-
ing, the broker approaches selected 
insurers on the basis of the draft SPA and 
information memorandum, if available, 
and obtains non-binding indications from 
the selected insurers, which the broker 
then summarizes in an NBI report. In the 
so-called soft-stapled process initiated 
by the seller, these steps are carried out 
on the seller side. Subsequently, the seller 
sends the NBI report to the buyer and the 
further process takes place on the buyer’s 
side (also called seller-buyer flip). 

Once the buyer has selected an insurer 
– and after the conclusion of an expense 
agreement covering the underwriting 
fee – the due diligence reports prepared 
for the transaction will be sent to the 
insurer and access to the data room will 
be granted. After the insurer and its legal 
advisor have reviewed the due diligence 
reports, the buyer is usually asked to 

submit written responses to any out-
standing questions from the insurer. This 
is generally followed by an underwriting 
call in which the insurer can ask further 
questions and clarify any outstanding 
issues. At the same time, the W&I insur-
ance policy is negotiated and finalised 
after the underwriting call has taken 
place. After written confirmation from 
the buyer confirming that he is not aware 
of any breaches of warranties at the time 
of the conclusion of the SPA (so-called no 
claims declaration), the W&I insurance is 
concluded between the policyholder and 
the insurer.

Approximately two weeks should be 
allowed for the entire process. Although 
it is possible to expedite the process, it is 
advisable to plan for at least this period 
to enable the insurers to offer the best 
possible terms based on a conclusive as-
sessment and the evaluation of the risks 
involved.

What are the current market trends?

The market shows an increase in the 
number of W&I insurance policies 
concluded, and also an increase in the 
number of insurers active in the market. 
In Germany, there are now more than 20 
insurers or so-called Managing General 
Agents (MGA) acting as agents for several 

insurance companies, and further insur-
ers are currently planning to enter the 
German market. With growing competi-
tion among insurers, the premiums and 
retentions for policyholders are continu-
ally being reduced. For example, in real 
estate transactions, RoLs of less than 
0.6% and the complete waiver of a reten-
tion have become market standard. In 
addition, increased competition has led to 
certain risks being insurable which were 
not insurable a few years ago (e.g. relat-
ing to atypical transaction structures or 
certain jurisdictions). Finally, insurers have 
entered the market focussing primar-
ily on small transactions and operating 
with minimum premiums as low as EUR 
30,000. 

At the same time, it is possible to negoti-
ate a better cover position under the W&I 
insurance policy with insurers. In the 
past, insurers have for example limited 
the definition of seller’s knowledge to 
the actual knowledge of the knowledge 
bearers. In the meantime, several insur-
ers started to also cover gross negligent 
lack of knowledge of certain knowledge 
bearers. In addition, in German transac-
tions insurers regularly cover reasonably 
foreseeable indirect damages and lost 
profits, even if the definition of damages 
in the SPA is limited to direct damages. 
Such extension of cover is offered nowa-

days by several insurers without charging 
an additional premium.  <–
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Cross-border disputes in the 2020s
For many companies international arbitration is the prime choice
By Arne Fuchs, LL.M. (GWU), and Pauline Walde

Entering the 2020s, many compa-
nies across industry sectors find 
themselves with international 

operations, either at the core of their day-
to-day business or in the context of merg-
ers and acquisitions. This is a direct result 
of the steady globalization witnessed 
over the preceding decades: interna-
tional operations are no longer reserved 
for large, multi-billion conglomerates. 

With this increase in international opera-
tions, the importance of a neutral and 
efficient mechanism for the resolution 
of international disputes has likewise 
increased. For many companies, inter-
national arbitration is the prime choice 
– a trend which is also reflected in the 
statistics of major arbitral institutions. 
In 2019, 851 new cases were filed under 
the Arbitration Rules of the International 
Chamber of Commerce (ICC) alone. This 
corresponds to an increase of 10% com-
pared to previous years. Other arbitral 
institutions such as the German Arbitra-
tion Institute (DIS), the London Court of 
International Arbitration (LCIA) or the 
Hong Kong International Arbitration Cen-

tre (HKIAC) have seen similar increases in 
their caseloads.

As Brexit becomes (economic and legal) 
reality and Europe drifts further apart, 
this trend will likely continue. 

Key advantages of international 
 arbitration 

International enforceability

The arbitral process does not just pro-
vide a neutral forum for the resolution 
of disputes; one of its key advantages 
compared to national courts is the almost 
universal enforceability of arbitral awards. 
Under the New York Convention on the 
Recognition and Enforcement of Foreign 
Arbitral Awards, 162 Contracting States 
have agreed to recognize and enforce ar-
bitral awards resulting from international 
arbitrations in other Contracting States 
without re-examining the arbitral tribu-
nal’s decision on the merits. Recognition 
and enforcement of an award can only 
be refused for narrowly defined reasons 
concerning fundamental errors in the 

conduct of the arbitration, for instance 
violations of the right to be heard. An 
equivalent instrument does not exist for 
judgments rendered by national courts 
(outside the European Union) mean-
ing it can be very difficult and costly, if 
not impossible, to enforce judgments of 
national courts abroad.  

Flexibility to tailor the arbitral process to 
the specific needs of every case 

Party autonomy is one of the corner-
stones of international arbitration. With 

few restrictions, the parties enjoy vast 
flexibility to tailor the arbitral procedure 
to fit their needs. This means that the 
parties can choose the most suitable pro-
cedural language in which to conduct the 
arbitration as well as the number of writ-
ten submissions and the respective dead-
lines for filing them. The parties can also 
make use of modern technological aids, 
the use of which would in many cases be 
inconceivable before national courts. For 
example, it is not uncommon for written 
submissions to be exchanged exclusively 
electronically to save costs and time, –>

In order to avoid pitfalls and make the best possible use of the advantages of arbitration, 
arbitration clauses must be drafted very carefully.
© ibreakstock/iStock/Thinkstock/Getty Images

17 – Dispute resolution  – BLM – No. 1 – February 27, 2020



for hyperlinks to be implemented to 
assist the arbitral tribunal in navigating 
complex files and lengthy documents, 
or for tele- and videoconferencing to be 
used for procedural “meetings”. 

The parties can also influence the com-
position of the arbitral tribunal, both 
with regard to the number of arbitrators 
and their professional qualifications. For 
example, delegating the decision-making 
power to a sole arbitrator rather than a 
three-arbitrator panel may help to reduce 
costs and speed up the process. And 
while all arbitrators must, of course, be in-
dependent and impartial, factors such as 
language skills, financial and mathemati-
cal expertise or cultural and technical 
understanding of an arbitrator can have 
a significant impact on the proceedings. 
The corresponding decisions should 
therefore be carefully considered and 
discussed with experienced counsel. 

Ad hoc v. institutional arbitration

Another important consideration for 
parties is whether to opt for ad hoc or 
institutional arbitration. 

Institutional arbitration offers a proce-
dural framework through the rules of the 
chosen arbitral institution. The arbitral 
institution also provides administrative 

support to the arbitral tribunal and the 
parties to ensure that the proceedings 
run as smoothly as possible. Over the past 
few decades, a number of trustworthy 
and very professional institutions have 
established themselves as major players. 
These include the aforementioned ICC, 
DIS, LCIA and HKIAC, but also the Arbitra-
tion Institute of the Stockholm Chamber 
of Commerce (SCC), the Singapore Inter-
national Arbitration Centre (SIAC), the 
Swiss Chambers’ Arbitration Institution 
(SCAI), the Vienna International Arbitral 
Centre (VIAC) or the American Arbitration 
Association (AAA)/International Centre 
for Dispute Resolution (ICDR). 

While some of these institutions have 
branches around the world and operate 
as globally as their users, others have 
a strong regional focus. The HKIAC, for 
example, is particularly well suited to ad-
ministering disputes related to mainland 
China. Specific arrangements exist to 
ensure the effective enforcement of arbi-
tral awards in mainland China and, most 
recently, another arrangement entered 
into force facilitating interim measures 
concerning mainland China.  

In contrast, ad hoc proceedings are en-
tirely managed by the arbitral tribunal, 
subject only to certain very basic proce-
dural provisions under the laws of the 

state in which the arbitration is seated. 
These provisions concern issues such as 
arbitrability or form requirements for 
arbitration agreements and they apply to 
institutional and ad hoc arbitrations alike. 
The UNCITRAL Model Law on Interna-
tional Commercial Arbitration provides 
a model that many states have adopted 
(with some minor modifications) to 
ensure uniformity in this regard and be 
attractive to foreign users of arbitration. 
In Germany, the relevant provisions can 
be found in the tenth book of the Code 
of Civil Procedure (Zivilprozessordnung, 
ZPO). These rules are generally not man-
datory (except for fundamental ones such 
as the right to be heard) and only apply if 
the parties have not agreed otherwise. 

Because even minor oversights in setting 
up an ad hoc procedure can cause con-
siderable delays and additional costs, it 
is advisable for companies to choose the 
rules of established arbitral institutions 
and enjoy their support in the process. All 
arbitral institutions offer model clauses 
that can be included in contracts to make 
this choice effective. However, compa-
nies have to be cautious: they should not 
blindly include a model clause in their 
contract or amend it without the further 
advice of an arbitration expert. While it 
only takes an experienced practitioner a 
short amount of time to select a suit-

able institution and adapt the arbitration 
clause as needed, errors in this regard can 
have disastrous consequences and could 
even render the entire clause pathologi-
cal.  

International Commercial Courts – a vi-
able alternative to arbitration? 

From Paris and Amsterdam to Dubai and 
Singapore – in recent years, a new genre 
of courts has emerged worldwide: inter-
national commercial courts. With these 
specialized courts within the domestic 
court system, states are trying to make 
their judicial systems more attractive for 
cross-border disputes. One of the main 
drivers for this competition is 2020’s 
impending Brexit. States are not just 
competing for banking business but also 
for international disputes. In Germany, 
both Frankfurt and Hamburg created 
international commercial courts in 2018. 
Even the European Union is thinking 
about setting up a European Commercial 
Court. 

These courts are typically advertised as 
being staffed with specialized judges, as 
being predictable and, of course, more ac-
cessible to foreigners with English as the 
main procedural language. While all of 
these are good improvements compared 
to ordinary domestic courts, interna- –>
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tional commercial courts remain part 
of the domestic court system of the 
host state (and potentially the home 
state of the other party). Advantages 
such as the international enforceability 
of arbitral awards (also outside of the 
European Union) and the flexibility 
offered by international arbitration, 
including with regard to the protection 
of sensitive information, prevail for the 
resolution of international commercial 
disputes. 

Conclusion 

In a globalized, post-Brexit world where 
international disputes beyond the 
borders of the European Union are 
inevitable for many companies, arbitra-

tion with its many facets and possibili-
ties offers a unique dispute resolution 
mechanism. In order to avoid pitfalls 
and make the best possible use of the 
advantages of arbitration, arbitration 
clauses must be drafted very carefully. 
It is highly recommendable to consult 
an arbitration expert at an early stage, 
if possible, when the respective con-
tracts are being drafted. Such consulta-
tions come at a minimal cost but will 
allow for optimized strategic planning 
and avoid many problems (and costs) 
should a dispute subsequently arise.  <–
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Taking legal issues into consideration at an early stage
Digital health applications: Key points for developers and manufacturers 
By Dr. Roland Wiring

Digitalization in the health care 
system is advancing relent-
lessly: Be it research, diagnos-

tics, therapy or rehabilitation – there is 
hardly any area that is not affected. In 
view of this megatrend, it is not surpris-
ing that start-ups, midsize companies 
as well as big players are active here. In 
addition to technical challenges, numer-
ous legal questions arise: Is my software 
a medical device? How do I protect my 
idea? What happens with the data? And 
who is liable if the self-learning app is 
wrong? Addressing these four core issues 
early on protects software vendors from 
unpleasant surprises in marketing. 

Medical software

Medical software applications, especially 
those that work with AI, are developing 
rapidly. The potential for AI in healthcare 
is enormous. It starts with preventive 
health care: fitness trackers and wellness 
apps are designed to promote healthier 
behavior. AI has become indispensable in 
the field of early detection and diagnos-
tics. It is used to detect diseases such 

as cancer more accurately, reliably and 
earlier. This is done - in simple terms - by 
comparing the data collected from a 
particular patient - also in the form of 
images - with large amounts of data from 
other patients. So-called doctor support 
software can support clinical decisions 

and streamline processes on the basis of 
extensive health data. In addition, there 
are other fields such as remote treatment, 
the improvement of treatment plans, the 
monitoring of therapy success or the use 
of robotics, for example in operations.

Key legal issues for developers and 
manufacturers 

The legal framework for medical software 
is complex. Different regulations over-
lap. But one should not be deterred by 
this. There are solutions for almost –>

The potential for medical software and AI in healthcare is enormous.
© ipopba/iStock/Thinkstock/Getty Images
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everything. Particularly in the initial 
phase, developers and providers should 
always take the following four topics into 
consideration.

Is my software a medical device?

A central question in the development of 
software solutions is the regulatory clas-
sification of the product. In this case, the 
main question is whether the software 
is a medical device. This is important in 
practice because medical devices may 
only be placed on the market if they bear 
a CE marking after a conformity assess-
ment procedure has been carried out. 
If a product that is to be qualified as a 
medical device is placed on the market 
without a CE mark, there is a risk that a 
competitor will demand that the product 
not be sold. Furthermore, placing such a 
device on the market would constitute 
an administrative offence and may even 
have legal consequences. 

According to the German Medical Devices 
Act (MPG) and the European Medical 
Devices Directive (MDR), which becomes 
effective in May 2020, the intended pur-
pose of the software is decisive. Roughly 
speaking: If the software is intended to 
detect or treat diseases - for example, if it 
supports diagnosis, facilitates decisions 
on therapeutic measures or calculates 

the dosage of drugs, then it would be 
hard to argue against its classification as 
a medical device. If, on the other hand, the 
software only provides knowledge or only 
stores data, it is unlikely to be considered 
a medical device. 

Further points from a medical-legal-
regulatory perspective are the observance 
of medical professional law (the practice 
of medicine is reserved for physicians 
and alternative practitioners, i.e. it must 
not be carried out by software), aspects 

of pharmacovigilance in the generation 
of extensive data and the question of 
reimbursement which is being widely dis-
cussed at present. The Digital Supply Act 
(DVG) has brought important changes in 
this area. The law is intended to make it 
possible for patients to get health apps 

on prescription and to facilitate the use 
of online consultation hours. Breaking 
into the circle of prescribable software 
products is of considerable relevance for 
providers. It remains to be seen how the 
prerequisites for this will be designed 
in detail and which software will finally 
be introduced to the market. It is worth-
while in any case to closely follow current 
developments in order to generate ap-
propriate data for later validation as early 
as possible.

How do I protect my idea?

Very important from the developer’s and 
manufacturer’s point of view is the ques-
tion of whether and to what extent the 
idea of a medical app and its implemen-
tation can be legally protected. Plagia-
rists must be kept out. In any case, the 
conclusion of a non-disclosure agreement 
(NDA) is recommended for collaborations. 
It  ensures that confidential information 
is only used for the common purpose of 
the collaboration and is not disclosed to 
third parties. This applies in particular to 
the protection of knowledge - i.e. internal 
business secrets. The legal requirements 
for the effective protection of such infor-
mation and documents have recently in-
creased. Unlike before, the secrets worthy 
of protection must be precisely defined 
and the circle of authorized persons must 

be kept as small as possible. Industrial 
property rights for software are difficult 
to obtain. At least in Germany, software 
is not considered patentable. However, 
a certain degree of protection is pro-
vided by copyright law and - particularly 
relevant for marketing - by trademark law.

What happens with the collected data?

The topics of data protection and data 
security naturally have a very special 
relevance for medical software. After all, 
many apps and AI solutions are based on 
the analysis and comparison of concrete 
patient data with a multitude of - mostly 
anonymized and aggregated - data from 
other patients. The requirements for 
effective consent management in the 
collection and use of personal health 
data have been high since the European 
General Data Protection Regulation 
(GDPR) came into force in May 2018. Legal 
challenges can usually be overcome by 
drafting declarations of consent in con-
formity with the law - in particular a clear 
definition of the planned use of data. 
Ensuring a high level of data security is 
also extremely important for reputational 
reasons. Data leaks can have devastating 
consequences for the affected providers, 
especially in the health sector. 

–>

>>
The topics of data protection 
and data security naturally ha-
ve a very special relevance for 
medical software.

<<
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Who is liable if something goes 
wrong? 

Finally, as a developer or provider of 
medical software, one should deal with 
the question of possible liability and 
insurance of the corresponding risks at 
an early stage. Who has to take respon-
sibility if the software gives a wrong 
recommendation? The programmer, 
the provider, the doctor or even the 
software itself? There are still many le-
gal issues to be resolved. In addition to 
the principles of product liability law, a 
parallel with the liability of pet owners 
is sometimes considered: Similar to 
pets, self-learning medical software is 
a source of danger for which the owner 
- in this case the user - is liable regard-
less of fault. It remains to be seen in 
which direction the discussion, which 
is also being conducted at European 
level, will continue.

Conclusion

The potential for medical software 
and AI in healthcare is enormous. The 
unstoppable progress of digitization 
will ensure that applications based on 
AI will increasingly find their way into 
everyday treatment. It is advisable for 
the players active in this area to con-
sider not only the technical aspects but 

also the legal issues at an early stage. 
In this way, legal risks can be analyzed, 
evaluated and mitigated.  <–
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