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Investor activism – prevention and defense:
A phenomenon that has increased significantly in Germany in recent years
By Dr. Richard Mayer-Uellner, LL.M., and Dr. Martina Schmid

E

arlier this year, the Germanlisted companies Aurelius and
thyssenkrupp were attacked
by short sellers. While the short attack
on thyssenkrupp passed off smoothly,
Aurelius suffered stock exchange
losses of up to 50%. In 2016, Wirecard and Ströer were also the target
of massive short attacks. In general,
investor activism has increased significantly in Germany in recent years.
Shareholder activism
Unlike short sellers, who are exclusively
focused on the short term, activist shareholders are a more heterogeneous group
and the objectives they pursue are more
varied.
Strategic activists
Investment funds and hedge funds, as
well as other institutional investors, such
as sovereign wealth funds, family offices
and private-equity investors, frequently
no longer restrict themselves to passive
management of their investments. Today,
such investors are trying to increase their

influence on the company’s short- or
long-term business strategy beyond exercising shareholders’ rights. Such operative
activism may concern restructuring, the
sale of parts of a company or the use of
company resources to increase dividends.
The form of activism where shareholders
seek changes to corporate governance
often aims to replace board members
or put an end to the allegedly excessive
remuneration of board members. For
example, the long-term supervisory board
chairman of Stada AG was removed from
office by a resolution of the general meeting in 2016 at the initiative of an activist
shareholder who held a 5% stake in the
company.
Takeover arbitrage
Takeover activists often acquire a considerable minority holding in a company
when a public takeover bid has been submitted or is expected. The activists’ objective is to sell their shares to the bidder at
the highest possible price. The prospects
for success are good if it is likely that the
takeover will fail without acquiring the
shares held by the activists.

More than just analysis: Investors are increasingly trying to exert influence on the stockmarket. Companies should be prepared.
© g-stockstudio/iStock/Thinkstock/Getty Images

Activist shareholder strategies
Initially, the activist shareholders often
contact the company management, either in writing or at an informal meeting,
to express their suggestions or requests.
If this is not effective, they require the
support of other shareholders or proxy
advisors to achieve their objectives

because usually they only hold a small
number of shares in the target company.
Seeking support for their objectives,
activist shareholders often criticize the
management of the company in public
campaigns. In addition, they exercise
shareholder rights in the context of
general meetings, in particular by
–>
requesting amendments to the
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agenda, countermotions or by nominating candidates for election to the supervisory board. Activist shareholders have
particularly good prospects of success in
companies with low shareholder representation at general meetings, which are
also vulnerable to criticism (in particular
in cases of poor corporate governance or
weak performance of the stock price).

Short sellers bet on a decline in the share
price of a certain target company and
then try to bring down the price by publishing – correct or incorrect – statements
regarding the company. The company
may suffer stock-exchange losses and
severe reputational damage. Short sellers
benefit from the current high volatility
of capital markets as nervous investors
are more prepared to sell their shares at
lower prices. Moreover, electronic trading
may accelerate price fluctuations.

tial weaknesses. Short sellers identify
their targets by using extensive lists of
criteria. The more of these criteria apply
to a company, the more suitable it could
be as the target of a short attack. Typical
criteria are, for example, close connections between the company and major
shareholders, the absence of independent supervisory board members or a
business model that is complex or difficult to communicate. In this context, it
is very important that the company pays
close attention to investor and public
relations. This includes offering comprehensive and reliable guidance on the
financial figures to analysts and investors. Moreover, the company should communicate with large shareholders and
opinion formers, such as banks, analysts
and business or financial publications,
on a regular basis, thereby offering the
opportunity to voice criticism. This may
increase confidence in the company and
its management.

What can companies do?

Monitor trades

How can listed companies defend themselves against these kinds of attacks?

The company should monitor its shareholder structure to identify changes and
possible short positions. There are notification duties regarding short positions
under German law. After identifying a potential target, short sellers often conduct
telephone inquiries with employees of

Short selling

Identify weaknesses
As a precautionary measure, listed companies should diligently analyze poten-

the company in order to detect irregularities. Hence, employees should be trained
and instructed to refuse these calls and
to notify the management of any attempts made.

>>

If the company is hit by
an attack, it is particularly
important to react as soon as
possible.

<<

Defense manual:
React as quickly as possible
If the company is hit by an attack, it is
particularly important to react as soon as
possible. Listed companies should have a
defense manual, i.e., written guidelines
that outline the first steps and countermeasures to be taken after an attack. The
manual describes which bodies (management board, supervisory board), departments (investor relations, legal department) and advisers (investment bank,
communication consultant, legal adviser)
are to be immediately informed, who the
relevant contact people are, and which
people form the team coordinating the
defense. It contains lists of opinion formers who can be used to spread the com-

pany’s messages. The defense manual
also describes precise countermeasures,
e.g., taking legal steps and implementing
price stabilization measures.
Legal steps
If there is reason to suspect that the
short sellers have breached statutory notification requirements, the prohibitions
on insider trading, disclosure of inside
information and market manipulation,
the German Federal Financial Supervisory Authority should be involved. It may
carry out investigations, impose fines
or involve the public prosecutor if there
is a suspicion of criminal behavior. The
company may also return the case to the
public prosecutor. Moreover, the management board is obliged to assess whether
damage claims can be brought against
the short seller. If so, these claims must
be asserted in the best interests of the
company.
A market manipulation could apply if
the short seller has given incorrect or
misleading signals to the market or
has spread information that, as he or
she knows or should know, is wrong or
misleading. However, legally advised
short sellers usually ensure their statements cannot be qualified as misleading;
they rather reinterpret or reevaluate –>
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known facts so as to cast the company
in a bad light.
Restore confidence
Finally, the company should consider
carrying out standard price stabilization measures, for example implementing a share repurchase program.
Other possible measures include selling noncore activities or increasing the
dividend. What is even more important
is restoring lost confidence, which is often a cumbersome and long process. To
restore confidence, the management
should, particularly, seek to provide for
good and transparent corporate governance – and make any improvements
publicly known. <–
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Effective private enforcement
An overview of the most significant aspects of the 9th amendment to German competition law
By Dr. Justus Herrlinger and Matthias Klatt

T

he principal aim of the amendment is the implementation of
the EU Cartel Damages Directive (2014/104/EU), which was adopted
to ensure effective private enforcement
throughout the EU. Furthermore, the
amendment brings significant changes
in the area of digital markets and consumer protection. This article provides
an overview of the most important
aspects of the new legislation, which
entered into force on June 1, 2017.
Cartel damages
Anyone who has suffered a loss due to
violation of German or European competition rules has the right to claim damages
(§ 33a [1] Act against Restraints of Competition, Gesetz gegen Wettbewerbsbeschränkungen [GWB]). The amendment
strengthens the procedural and legal position of undertakings that claim damages
from one or more members of a cartel.
A significant improvement for the situation of the plaintiff is the statutory rebuttable presumption that a cartel causes

The changes to the Act against Restraints of Competition bring significant changes for companies, authorities and the courts.
© Nastco/iStock/Thinkstock/Getty Images

damages (§ 33a [2] sentence 1 GWB). The
new provision in § 33a [2] sentence 2
GWB is based on the understanding of
a cartel under EU law, which means an
agreement or concerted practice between two or more competitors aimed at
coordinating their competitive behavior
on the market or influencing the relevant
parameters of competition.

Besides, claimants and defendants now
have the right to claim disclosure of specific evidence from the other party and/or
third parties by means of an independent
action prior to the actual damages claim
(§ 33g GWB). However, leniency and settlement submissions are excluded from
disclosure.

With regard to the legal consequences
of such claims, leniency applicants
(“whistleblowers”) and small and
medium-sized companies are privileged
under the joint and several liability of
cartelists (§§ 33e, 33f GWB). They are only
liable to their direct and indirect customers. A secondary liability (Ausfallhaftung)
to other claimants remains in place, –>
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however, where they cannot obtain full
compensation from the other cartel
members (§§ 33d [3] sentence 2, 33e [1]
sentence 2 GWB).
The standard limitation period for damages claims has been extended from
three to five years; the ultimate period regardless of any knowledge of the relevant
facts by the potential claimant remains
10 years (§ 33h GWB). The limitation
periods do not begin before the cartel has
ended.
Liability for fines
Apart from the implementation of the EU
Cartel Damages Directive, the amended
law extends the liability for fines imposed
by the German Federal Cartel Office (FCO,
Bundeskartellamt), see §§ 81 (3a-3e) GWB.
Accordingly, a parent company can be
held liable and fined for cartel infringements of its controlled subsidiaries, even
if it did not participate in the infringement itself (group liability). Furthermore,
fines can also be imposed on the legal or
economic successor of the entity whose
representatives violated competition law.
By this change of law, a legal loophole has
been closed that had allowed a number of
cartelists to escape liability by restructuring their business. For infringements that
are already subject to a cartel investiga-

tion, additional transitional rules for contingent liability of the controlling entities
will apply. The new liability rules also need
to be closely considered in the context of
M&A transactions.
Merger control and the impact
of digitalization
The amendment introduces an additional
merger-filing threshold based on the
transaction value. The new threshold was
designed for but is not limited to transactions in the digital economy where,
according to the legislator, having low
or even no turnover is not an accurate
indication of the true company value, e.g.,
with a view to assets such as customer
data. The legislator makes reference in
particular to the acquisition of Whats
App by Facebook as a prime example
of a high-value deal that did not trigger German merger control due to the
target company’s low turnover. Under the
amended law, merger control in Germany
will also be required if the value of the
consideration for the transaction exceeds
1 400 million and the target undertaking is active in Germany to a significant
extent (§ 35 [1a] GWB).
With a special focus on the digital economy, the amended law further clarifies
that services rendered free of charge may

nevertheless constitute a market in terms
of competition law (§ 18 [2a] GWB). This is
particularly relevant to online platforms
such as search engines, comparison websites, hotel booking portals or social networks, which offer their services free of
charge to the end customer. The amendment also introduces specific criteria for
the assessment of the market power of
companies on platform markets, such as
direct and indirect network effects and
access to competitively sensitive data
(§ 18 [3a] GWB).
The new transaction value test is accompanied by a technical provision on the calculation of the consideration. Accordingly,
the consideration has to include all assets
and other monetary values or services
that the seller receives from the acquirer
in the context of the transaction (purchase price), and the value of any obligations to be taken over by the acquirer (§ 38
[6a] GWB). The purchase price includes
all cash payments, the transfer of voting
rights, securities and (in)tangible assets,
and option rights. A calculation based on
the liquidation value is not allowed.
In terms of the requirement for significant domestic activities, the amended
law leaves room for interpretation. In line
with the reasons for the legislative proposal, examples could be a customer base

or research and development activities in
Germany.
In addition, the amendment makes
changes to the procedure for ministerial
authorization. Under German competition law, in exceptional cases and at the
parties’ request, the Federal Minister of
Economics can authorize a merger that
has been prohibited by the FCO if the
restraint of competition is outweighed
by advantages to the economy as a
whole resulting from the concentration
(§ 42 GWB). Such a request will now be
deemed rejected if no decision is made
within six months (but the applicant may
request an extension of this deadline).
Consumer protection
Finally, the amendment provides the FCO
with the oversight to conduct inquiries
on the suspicion of significant, continuous or repeated violations of consumer
protection rules affecting a large number of consumers (§ 32e [5] GWB). This
relates in particular to unfair competition
practices and unlawful terms and conditions. However, this oversight is subject
to the absence of a special responsibility
for that particular form of violation held
by any other federal authority. In October
2017, the FCO announced their first such
inquiry into online comparison portals.
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Conclusion
The changes to the GWB bring significant changes for companies, authorities and the courts. Implementing the
EU’s initiative, the legal and procedural
situation for claimants of antitrust
damages has been further improved.
In the field of consumer protection, it
will be particularly interesting to see
how the FCO will make use of its new
investigative instruments. <–
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Legal and political insights:
US sanctions on Russia and their impact on companies in Europe
By Dr. Mark C. Hilgard and Dr. Hanns Christoph Siebold

A

mCham’s Corporate and Business Law Committee meeting
in early October 2017, “US Sanctions against Russia and their Impact on
Companies in Europe – Legal and Political
Insights”, was very well attended. Hosted
by the law firm Graf von Westphalen
and supported by Control Risks it gave
interesting insights into a hot topic.
On August 2, 2017, US President Trump
grudgingly signed into law new sanctions against Russia, a move Moscow said
amounted to a full-scale trade war. The
European Union’s reaction was angry,
arguing that “America first” cannot mean
that Europe’s interests come last. “The
US bill could have unintended unilateral
effects that impact the EU’s energy security interests,” EU Commission President
Juncker said. However, other industries
could be hit, too.
At the meeting, several experts gave
updates on these new US sanctions
against Russia and on present EU
sanctions.

The setup
After a few welcoming words by Harald
Nikutta, Senior Partner at Control Risks,
the chairs of the Committee, Mark C.
Hilgard, Partner at Mayer Brown LLP, and
Hanns Christoph Siebold, Managing
Director of Morgan Stanley Bank AG, gave
a short introduction to the subject for
members of the committee. Nabi Abdullaev, Associate Director of Moscow, Russia
and CIS at Control Risks, who, prior to joining Control Risks, was editor in chief of
The Moscow Times, an English-language
daily newspaper in Russia, and a political and security writer for many years,
said that his company believes that the
biggest threat to Russia in 2018 would be
the actions of the US government, now
armed with a formidable mechanism to
impose painful sanctions at any time.
The US anti-Russia sanctions law adopted
in August 2017 is here to stay – for years,
if not decades. It is designed to trounce
Russia, not only for its actions in Ukraine,
but also for providing arms to Syria’s
Bashar al-Assad, cyber-interventions in
the US, attempting to influence the politi-

cal processes in Europe and corruption
as well as infringing on human rights at
home.
The US sanctions target not only strategic
sectors of the Russian economy, such as
energy and banking, but also a wide array
of Russian officials, their family members
and businesspeople with connections to

the country’s top decision-makers. Twice
in 2018, in February and August, the US
administration is to present reports to
Congress, documenting presumably unfavorable Russian actions and enumerating
potential new targets for sanctions.
However, there are no clear guidelines in
the language of the US sanctions
–>

Breaking point: The Russian Federation and the United States are at loggerheads over the
situation in Ukraine and Crimea.
© donfiore/iStock/Thinkstock/Getty Images
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law in terms of the specific consequences
of certain factual developments. Therefore, it is difficult to determine if and
when the US administration will impose
sanctions against Russia and how severe
they will be.
Triggers for new sanctions
There are still several developments that
could trigger new sanctions on Russia.
One could be the Russian presidential
election in March 2018, when Putin is set
to be elected for another term. It is likely
that the Russian opposition will organize
street protests during this period and the
authorities will respond heavy-handedly,
while the global media ramps up its Russia coverage.
Another could be a conflict involving UN
peacekeepers, who may be stationed in
Ukraine’s separatist pro-Russian provin
ces next year, as well as a major incident
between the Russian and US militaries
in Syria, if it could not be de-escalated
effectively.
If sanctions are eventually imposed
on Russia in 2018, Abdullaev held that
Moscow would retaliate but tailor its
response to not endanger its relations
with core European nations, China, Japan

and Turkey – all major players offering
valuable cooperation. Thus, escalating
conflict in Ukraine will alienate Europe
from Russia, a costly perspective that will
not add much to Russia’s achievement
there, i.e., halting Ukraine’s integration
into the West.
Becoming a spoiler to the US effort to
resolve the North Korea crisis in which
China is the ultimate powerbroker will
endanger Moscow’s relations with Beijing
and Tokyo.
This leaves the Middle East, where Russia will become a much more difficult
counterpart for the US in post-conflict
resolution in Syria.
Cyberattacks against US government targets and leaks of compromising information, fake or real, about US officials and
politicians to the media may be regarded
in Moscow as a legitimate response to
US sanctions. Similarly, Russian liberal
opposition, routinely regarded by the
Kremlin as the US-backed “fifth column,”
would suffer tougher official crackdowns
and persecution.
Targeting US business would not be a rational choice for Russian decision-makers.
Russia strives to keep the US investment
and critical technologies it needs for its

strategic industries and to prevent the US
elite from forming a unified anti-Russian
front.
Dr. Gerd Schwendinger, lawyer and
partner at Graf von Westphalen, who
also serves as Co-Head of the GvW
US desk and is a member of the firm’s
International Trade & Customs Practice
Group, explained that the United States
of America and the European Union had
different economic interests in Russiarelated trade.
He highlighted that the EU was Russia’s
largest trading partner and that there
were deep economic links between the
two: Almost half of Russia’s exports
– worth $292 billion – end up in EU
countries. A total of 15% of Russia’s GDP
comes directly from the country’s exports
to the EU. Russia, in turn, is the thirdbiggest trading partner for the EU, with
$169 billion in imports. The economic
relationship between Russia and the US
is more unbalanced: Russia is the US’s
20th-largest trading partner, with $27 billion worth of trade exported across the
Atlantic. On the flip side, the US is Russia’s fifth-largest partner, accounting for
just $11 billion in trade (the above data
is based on Russian trade flows in 2013,
i.e., before the sanctions imposed in 2014
kicked in; edition.cnn.com/2014/07/22/

business/russian-gas-eu-sanctions/index.html).
Against this backdrop, Schwendinger
held that it was not surprising from an
economic point of view, that it was easier
for the US to impose sanctions on Russia,
whereas the EU has been rather reluctant
to impose US-style sanctions.
EU sanctions against Russia
(as opposed to US sanctions)
The EU sanctions imposed in the context
of the Ukraine crisis are, in particular:
(1) Sanctions regarding certain listed
entities (asset freezing and prohibiting funds and economic means
being made available to certain listed
persons and entities) laid down in
Regulation (EU) No. 269/2014 concerning restrictive measures with respect
to actions undermining or threatening the territorial integrity, sovereignty and independence of Ukraine, and
Regulation (EU) No. 208/2014 concerning restrictive measures directed
against certain persons, entities and
bodies in view of the situation in
Ukraine.
(2) Sanctions regarding Crimea/Sevasto
pol set forth in Regulation (EU) No.
–>
692/2014 concerning restrictive

11 – AmCham, Germany’s Corporate and Business Law Committee, reports – BLM – No. 4 – November 23, 2017

measures in response to the illegal
annexation of Crimea and Sevastopol.
(3) Sanctions regarding Russia stipulated
in Regulation (EU) No. 833/2014 concerning restrictive measures in view
of Russia’s actions destabilizing the
situation in Ukraine.
Apart from an arms embargo, which is
based on the national laws of EU Member
States and on CFSP (Common Foreign
and Security Policy) Council Decisions, the
EU sanctions against Russia laid down in
Regulation (EU) No. 833/2014 comprise, in
particular,
• restrictive measures related to dualuse items (Articles 2, 2a),
• the Russian energy sector
(Articles 3, 3a),
• technical or financial assistance
(Article 4)
• restricted access to capital markets
regarding certain transferable securities and money market instruments
(Article 5).
So far, Council Decision (CFSP) 2017/1148
of June 28, 2017, provides for a prolongation of EU sanctions until January 31, 2018;
further prolongations are to be expected.
It is particularly noteworthy that the
scopes of EU and US sanctions against
Russia are by no means identical. Indeed

as the new US secondary sanctions
against Russia claim to be applicable
extraterritorially (i.e., without any nexus
to US territory and/or US persons), their
legality under public international law is
very questionable.
EU and national blocking legislation
(regarding US sanctions)
In order to counteract (illegal) extra
territorial sanctions of other states, the
EU and some of its Member States have
enacted blocking legislation.
At EU level, Regulation (EC) No. 2271/96
(EU Blocking Regulation) entered into
force in 1996. This Regulation aims to
“protect against the effects of the
extraterritorial application of legislation
adopted by a third country, and actions
based thereon or resulting therefrom.”
However, only certain US sanctions
(against Cuba, Iran and Libya) fall within
the scope of the EU Blocking Regulation,
which does not apply to US sanctions
against Russia.
At a national level in Germany, however,
companies active in foreign trade must
heed Section 7 of the German Foreign
Trade and Payments Regulation (Außenwirtschaftsverordnung, AWV) which reads
as follows: “The issuing of a declaration

in foreign trade and payments transactions whereby a resident participates in a
boycott against another country (boycott
declaration) shall be prohibited.”
Unlike the EU Blocking Regulation, the
scope of Section 7 of the AWV is not limited to specific (US) sanctions/boycotts/
embargoes. It is, instead, interpreted
broadly by German authorities and can
comprise all kinds of boycott declarations
– including such based on the new US
sanctions against Russia.
Risks for European companies:
Enforcement and penalties
A violation of Section 7 of the AWV is an
administrative offence which can trigger
a fine of up to 1 500,000 per violation.
Moreover, Section 7 AWV is also a statutory prohibition (Verbotsgesetz) in the
sense of Section 134 of the German Civil
Code. The latter sets forth that a legal
transaction that violates a statutory
prohibition (i.e., Section 7 of the AWV) is
void. Other (potential) consequences are
that such violations, which can come up
during audits and investigations carried
out by customs authorities, could lead
to the revocation of authorizations and
simplifications granted by said authorities, etc.

Although there seems to be an enforcement deficit with regard to Section 7 of
the AWV – which could change in the
future, however – the aforementioned
conflict of laws and the respective risks
involved frequently constitute a practical
and legal challenge for European companies that wish to be compliant with both
US and European/German laws.
Karen Walter, Head of Economic Sanctions
Unit, Group Legal & Compliance, Allianz
SE, Munich, presented EU perspectives
on the Countering America’s Adversaries
Through Sanctions Act (“CAATSA”).
When explaining CAATSA, Walter advised that prior to CAATSA, US sanctions
against Russia had reflected a close
US-EU collaboration in response to the
Crimea annexation.
When CAATSA came into force on August
2, 2017, some things changed. The Act
gave a new US policy justification – i.e.,
punishing Russia for election interference
– and created US-EU divergence in sanctions coverage. CAATSA also limited presidential discretion to ease Russia-related
sanctions. The US-EU divergence will
affect many EU companies with Russian
business ties as it will increase compliance risks and burdens (e.g., similar trans–>
actions now have different risks) as
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well as business risks (e.g., counterparties
have a different risk appetite).

Most secondary sanctions
are mandatory

Walter first explained the nature of
secondary sanctions that target the
activities of non-US persons who were
beyond the jurisdiction of the United
States. In effect, secondary sanctions
are denials of US benefits (because no
monetary penalties are possible without
jurisdiction).

Walter explained that the president was
required to impose key new mandatory
secondary sanctions on (non-US) persons
for:

The CAATSA offers an impressive array
of secondary sanctions from which the
president can select generally up to five.
The list includes denial of export-import
bank financing and assistance, denial of
US export licensing, prohibiting US financial institutions from making loans to the
sanctioned party, using US government
power to oppose a loan from a non-US
financial institution to the sanctioned
party, exclusion from US government
procurement, prohibiting the sanctioned
party from foreign exchange transactions
within US jurisdiction, prohibiting transfers of credit or payments involving any financial institution within US jurisdiction,
loss of designation as a primary dealer
in US government debt instruments,
freezing of assets in the US and a denial
of US entry visas to the sanctioned party’s
corporate officers.

Crude oil projects: Knowingly making or
providing support for a significant investment in a special Russian crude oil project
(deepwater, Arctic offshore or shale).
Cybersecurity: Knowingly providing financial services in support of another person
that engages in activities undermining
the cybersecurity of any person on behalf
of the Russian government.
Sanctions evaders: Knowingly facilitating a significant transaction with a party
determined to be related to the Russian
intelligence or defense sectors, with a
person found to support human rights
abuses in territories forcibly occupied
by Russia or with any party sanctioned
under Russia/Ukraine sanctions (or their
family members).
Privatizations of Russian state-owned
assets: Making (or facilitating) with
actual knowledge any investment of
US$ 10 million or more that directly and
significantly contributes to the ability

of the Russian government to privatize
state-owned assets in a manner that
unjustly benefits Russian government
officials, their close associates or their
family members.
She also elaborated on key new discretionary secondary sanctions meaning
that the president is permitted, but not
required, to impose secondary sanctions
on any person knowingly
•

investing $ 1 million or more (or
$ 5 million in a year) that directly and
significantly contributes to enhancing
Russia’s ability to construct energy
export pipelines or

•

providing the Russian Federation with
goods, services, technology, information or support ($ 1 million or more,
or $ 5 million in a year) that could
directly and significantly facilitate
the maintenance or expansion of the
construction, modernization or repair
of energy pipelines.

The imposition of these sanctions is to
be “in coordination with allies of the
United States.” Walter explained that this
collaboration requirement was added
to ease EU concerns regarding the Nord
Stream 2 natural gas pipeline from Russia
to Germany. <–
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Clash of two approaches
ISP liability in lieu of website blocking:
The German national strategy vs. the EU’s Digital Single Market strategy
By Gabriele Engels, LL.M.

A

clear divergence has arisen
between the approaches of
the EU and Germany with
respect to illegal content on the internet. Whereas the EU is tightening its
grip on internet service providers (ISPs)
with regard to third-party infringements
and increasingly laying the onus on
them to police themselves, the German legislator seems to be shifting
the responsibility back to intellectual
property owners to ensure the protection of their rights, at least with regard
to access/Wi-Fi providers. This leads to
contrasting approaches at a time when
attempts are being made to harmonize
protection in the Digital Single Market.
EU: Proposal for a directive on copyright
in the Digital Single Market
By proposing a new Directive on copyright in the Digital Single Market (COM
[2016] 593, the “Directive”), the EU Commission has taken a step toward shifting
the responsibility for preventing access
to infringing materials from righthold-

ers to ISPs. Currently, there is neither an
obligation at EU level for ISPs to monitor
websites, users, etc., nor are they liable
for any content which is transmitted
using their services (Article 12-15 E-Commerce Directive 2000/31) as their liability
is generally limited as long as they do not
play an active role in the third party infringement or do not act upon receiving
knowledge of it. Ultimately, this means
that right holders have to monitor potential violations themselves. Only upon
receiving notice of illegal activity could
a duty be imposed on ISPs to remove or
disable access to the unlawful content
(notice and take-down procedure). The
new Directive, however, is intended
to extend the liability of
ISPs and oblige them
to take more proactive
measures to prevent the
availability of protected
content. How extensive these measures
would have to be remains unclear as
they are not detailed as such, merely described as having to be appropriate and
–>
proportionate.

The EU has increased the responsibility of internet service providers regarding the
access to illegal content. Germany, however, is following a different approach.
© BrianAJackson/iStock/Thinkstock/Getty Images
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There have been calls for amendments
and clarifications from the committees,
also against the backdrop of the differences in national practices applied
to the liability regime of ISPs engaging
in content distribution. The European
Parliament Committee on Legal Affairs
(JURI) has released a draft report echoing
the wording of the E-Commerce Directive
and explaining that the obligation must
be restricted to ISPs whose activities are
more than merely technical, automatic
and passive in nature, i.e., not including access providers. Additionally, the
Committee on the Internal Market and
Consumer Protection (IMCO) stipulates
that right holders should be required to
provide an ISP with accurately identified
content to be blocked. Changes made
to this extent would minimize the farreaching consequences intended by the
original text of the Directive and would
merely try to convert years of case law
and statutory interpretation into written
legislation.
The proposal is currently under discussion, with the opinions of various committees still outstanding and a vote in
the plenum of the European Parliament
not expected before late November.

Judicial background:
Website blocking against access
providers
Not only through its legislation is the EU
moving toward tightening the obligations of ISPs, but also in its jurisprudence.
The Court of Justice of the European
Union (CJEU) expanded and specified its
understanding of what constitutes the
responsibilities of ISPs.

>>

Not only through its legisla
tion is the EU moving towards
tightening the obligations
of ISPs, but also in its
jurisprudence.

<<

Accordingly, it held in the L’Oréal/Ebay
case (C-324/09) that national courts must
have the possibility to order an ISP to take
measures aimed not only at bringing to
an end infringements already committed, but also preventing further similar
infringements. These injunctions must
be effective, proportionate and dissuasive
and must not create barriers for legitimate trade. Thus, simply taking down the
content might not be enough.

Yet it requires no general monitoring,
and national courts may not impose an
obligation to use specific (filtering) technologies as a general preventive measure.
Nevertheless, European law does not conflict with an obligation imposed by national courts to prevent further infringements arising from a specific third party
infringement (C-360/10 SABAM) and
in particular with a blocking injunction
prohibiting access to a website containing unlawful content – even when that
injunction does not specify the measures
to be taken (C-70/10 Scarlet Extended;
C-314/12 UPC Telekabel Wien).

efforts to take action against the content
provider that initially committed the
infringement and/or the host provider
that has contributed to it by providing its
services.

In Germany, the Federal Supreme Court
(Bundesgerichtshof, BGH) developed the
concept of Störerhaftung (liability for
duty of care) outside the E-Commerce
Directive, which nevertheless meets
its liability privilege for ISPs and CJEU
case law. The BGH accordingly sees an
obligation of an ISP to take appropriate
measures that are technically and commercially reasonable to prevent similar
infringements in the future (such as
keyword filters and manual [re]checks,
etc.). Moreover, right holders can proceed
as ultima ratio and secondary against
access providers and request the blocking of websites (I ZR 3/14 3dl.am; I ZR
174/14 Goldesel). Yet this applies only after
the rightholder has made all reasonable

Member States are to ensure that authors have the exclusive right to grant or
deny authorization of any communication of their works to the public (Article 3
[1] InfoSoc). In turn, either unlawful content can be removed or access to a website/IP address can be blocked by the ISP.
The latter was requested by the applicant
to be imposed as a protective measure on
Pirate Bay as the access provider.

The CJEU strengthened the position of
right holders with its recent Pirate Bay
case (C-610/15). By ruling that the services
“making available and management of
an online sharing platform” provided by
Pirate Bay fall within the scope of the
InfoSoc (Copyright) Directive 2001/29, the
CJEU set the course for the responsibility
of this ISP.

Though not explicitly addressed by the
CJEU, by determining that such ISPs are
liable for copyright infringement for
communicating unlawful material to
the public, the CJEU has opened the door
for Member States to impose blocking
–>
obligations on such providers to
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(generally) hinder access to websites with
illegal content.
Germany: Website blocking
in lieu of ISP liability
The Telemedia Act (Telemediengesetz,
TMG) is the implementation of the
E-Commerce Directive into German law.
Amendments to it recently entered into
force, drastically limiting the liability of
ISPs, meaning that right holders no longer have a claim to injunctive relief against
access providers. Neither may they
claim assertion and enforcement costs
(Section 8 [1] sentence 2 TMG). These
remedies were initially derived from the
Störerhaftung concept established by the
BGH. With just one sentence, the German legislator has essentially abolished
this carefully developed legal institution
concerning access-provider liability, which
has proven to be effective for years. It has
been replaced with a seemingly hastily
drafted alternative in order to provide legal certainty to Wi-Fi operators. In effect,
it will encompass all access providers, but
not host providers. In lieu of withdrawing
their claim for injunctive relief, rightholders are given a claim for website blocking,
but only against Wi-Fi operators (Section
7 [4] TMG).

Access providers will welcome these
changes: No injunctive relief means
no contractual fines where the order
to cease and desist is ignored, and no
obligation to bear the right holders’ outof-court costs. Additionally, and contrary
to the established national and EU case
law, only Wi-Fi providers will be obliged to
block websites; begging the question why
other access providers are privileged.
Yet by abolishing costs, the German legislator has followed the CJEU’s approach in
the McFadden case (C-484/14) concerning
open-access Wi-Fi operators. By stipulating that such providers may not be legally
required to provide injunctive relief or
set up password protection (Section 8
[4] TMG), however, it has gone distinctly
against the McFadden ruling, which decreed that password requirements are an
admissible legal obligation to impose.
The only remedy provided, i.e. the
blocking of a website by Wi-Fi providers, may only be ordered if reasonable
and proportionate and as a last resort.
This goes along with the BGH Goldesel
decision. However, in comparison with
injunctive relief, this is a drastic reduction in access provider liability as noncompliance will have far less extensive
consequences.

Conclusion
It remains to be seen how German courts
will interpret, enforce and resolve these
changes to the Telemedia Act (TMG),
the recent developments in EU case law
and the apparent clash of the two ap
proaches. The well-established liability
regime seems to be shaken, though it
might not result in excluding all access
providers from possible blocking injunctions (except for Wi-Fi operators) – in
addition to abrogating claims for injunctive relief.

a resetting of the TMG. Barring access to
intellectual property-rights infringements
online is increasingly more arduous for
right holders in Germany, obliging them
to bear the potential costs of a rightful
claim while stripping them of the future
protection provided by an injunction. <–

>>

The only remedy provided,
i.e., the blocking of a website
by Wi-Fi providers, may only
be ordered if reasonable and
proportionate and as a last
resort.

<<

If the Directive is passed as proposed,
access providers in Germany will be
faced with the obscure situation of being required, under EU law, to take more
proactive steps to police their services
for infringements and barely suffer any
consequences should they not abide by
this rule at the national level. This calls for
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Landmark decisions on FRAND licensing in Germany:
What to look out for in negotiations
By Dr. Claudia Milbradt

W

ith the Huawei/ZTE decision in 2015, the Court
of Justice of the European Union (CJEU) declared FRAND (fair,
reasonable and non-discriminatory)
a European standard in negotiating
licenses for standard essential patents.
It also triggered an ongoing discussion
about when and how to apply FRAND.
Background
Today, it is well acknowledged by the
courts that the antitrust objection of
compulsory license can be brought
against patent infringement claims. Early
in 2004 with Standard-Spundfass, Germany’s Federal Court of Justice published its
first decision on the general existence of
antitrust objections following its decision
concerning behavioral standards in the
objecting process in 2009 as a precursor
to the CJEU’s decision: the Orange Book
standard. Although a concrete decision
on FRAND has not yet reached Germany’s
Federal Court of Justice, recent trial and
appellate court decisions offer some
guidance on how to handle FRAND negotiations in Germany.

Both appellate courts that had yet to rule
on FRAND, the Higher Regional Court of
Düsseldorf and the Higher Regional Court
of Karlsruhe, apply Huawei/ZTE in conse
cutive steps to test for FRAND conformity
where a license is negotiated. In most
cases, the patent owner came across a
potential infringement and wanted the
infringer to cease and desist or to license
the standard bearing on the patent. The
following outlines the steps necessary to
remain FRAND compliant under German
Law. The decisions rendered since 2015 before the trial courts, the Regional Courts
of Mannheim and Düsseldorf and their
instances of appeal mentioned above and
the Higher Regional Courts of Frankfurt
and Düsseldorf provide some criteria.
Infringement notification
If the owner of a standard essential
patent (SEP) comes across an infringing
action, he must notify the infringer accordingly as to which part of the stan
dard his or her patent concerns and how
it is being used by the infringing party.
Merely indicating that the infringing
–>
party manufactures products using

While the Federal Court has not yet had to rule on the issue of FRAND, decisions by Higher
Regional Courts provide criteria on how to deal with this sensitive topic.
© TheaDesign/iStock/Thinkstock/Getty Images
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the standard is insufficient. Instead, the
patentee must state the technical function of the infringing product that uses
the standard protected by such patents
with claim charts. Notification must take
place before a lawsuit is filed (at the la
test before payment of court costs is due,
hence when filing the lawsuit).
Patent owners must provide enough
information to the alleged infringer to
allow for an independent evaluation of
the situation. Although claim charts do
not have to be sent to the infringer per se,
a “proud list” showing the 10-15 strongest
SEPs as part of a portfolio should at least
be provided.
Demanding a license
The alleged infringer is required to
show willingness to enter into a license
agreement. The time span to declare
willingness depends on the information provided by the patentee giving
notification of the alleged infringement.
However, willingness should be shown
no later than three months after the notification was given, since it is sufficient
to state whether or not general interest
in a license exists. Notably, this does not
bar the infringer from challenging the
patent’s validity in the meantime.

FRAND offer
The steps taken by the parties should
lead to the point where offers and
counteroffers can be made fair, reasonable and non-discriminatory. Although
the Higher Regional Court of Karlsruhe
rejected the necessity for the patentee to
make sure that the alleged infringer can
understand – based on objective criteria
– why he or she thinks his or her offer is
FRAND compliant, it is advisable to proceed in a way to show said compliance;
especially since the patentee must decide
on license fees and offer a substantial
reply when the infringer denies the offer
since it is not FRAND. The benchmarks for
the courts to decide whether the license
complies are often hypothetical references of how a license would look without
the SEP owner’s market-dominating
position or comparable licenses already
granted in the relevant sector.
Notwithstanding the fact that a broad
range of fees can be FRAND, arguments
can be made that existing licenses are
inadequate for the particular situation,
or that the SEP owner has not shown
sufficient factors,and the suggested
license fee is irreproducible for potential
licensees.

To mitigate the risk of a suggested license
not being FRAND, the negotiated contract
should contain adjustment clauses for
significant changes in the patent’s scope
or validity (e.g., when a main patent of
an SEP portfolio expires, the suggested
license cannot be FRAND anymore); or
if third parties could claim additional
royalties from the licensee due to a large
patent portfolio held by multiple entities that protect the standard, a clause
stating that such licenses combined shall
not expose the licensee to a financial
burden.

Closing remarks
Noting that the courts must conclude
the offer made by the patentee complies
with FRAND sets the bar high for SEP
owners in the future when making claims
to alleged infringers, is important to
both sides. Nonetheless, even though an
alleged patent infringement is challenging for potential partners to a long-term
licensing of diverse patent portfolios, the
recent decisions can be used as guidance
in negotiations between potential licensors and licensees. <–

Counteroffer
To deny an offer made by the patentee,
the alleged infringer must react with
reasonable care and without undue
delay. A potential licensee may make a
counteroffer with factual evidence to
show why he or she thinks the license offered is not FRAND. If the offer is denied
but use of the alleged infringed SEP
continues, it is advisable for the alleged
infringer to deposit a fictitious license
fee, which would be ambiguous because
the alleged infringer would be forced to
calculate the license fee based on FRAND
standards.
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