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Business Law Magazine:
Transforming into a digital future

Dear Reader,

The future is already here, at least one can see  
how the digital transformation leads to significant 
changes in companies and societies all over the 
world. Dr. Markus Häuser and Dr. Michael Dorner  
are addressing the relevant topics very clearly.

Talking about the future: Don`t miss what Markus 
Hauptmann and Bijal Vakil have to say about new 
frontiers when it comes to self-driving cars. There 
are legal problems arising where you wouldn’t 
expect them at all. 

Don’t wait for the future: The Court of Justice of  
the European Union has shaken up businesses in 
Germany and the US with its groundbreaking “Safe 
Harbor” decision. Jan Pohle and Dr. Judith Nink have 
put together what you need to know and what you 
should do in order to use the best path to transfer 
(personal) data from Germany to the US. 

Yours sincerely,

Thomas Wegerich

Professor Dr.  
Thomas Wegerich, 
Publisher,  
Business Law Magazine

wegerich@businesslaw-magazine.com
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According to the European Commission, the 
economic growth forecast for Poland in 2016 

is set at around +3.4%. This places Poland, 
alongside Ireland and Luxembourg, as one of the 
fastest growing countries within the European 
Union. Since joining the EU in 2004, the Polish 
economy has continuously been gaining 
strength; even the financial crisis could not 
significantly slow its growth. In addition to the 
economic development of the country, the 
unemployment rate has declined steadily in the 
last decade. According to Eurostat, the unemploy-
ment rate in the year Poland joined the EU was 
estimated at 18.97%; in 2015, figures showed 
unemployment to be at around 9.0%, below the 
EU average of 10.2%. The Polish Ministry of Labor 
stated that this was the best rate in 7 years. 

Moreover, the GDP growth in the first half of 2015 
registered at +3.5% compared to the same period 
last year. This trend has continued in the second 
half of the year. Due to the good economic 
situation, unemployment has declined and with 
it, a simultaneous growth of real wages.

Another cause for the economic upturn in Poland 
can be associated with foreign investments since 
2004. These investments amount to approxi-
mately 180 billion euros since joining the EU. One 
of the largest foreign investors is Germany. In 
addition to numerous corporations, many small 
and medium-sized companies have established 
branches in Poland, meaning that currently more 
than 6,000 German companies are located there. 
One of the newer larger investment projects is 
the new Volkswagen plant, currently under 
construction in Bialotezyce near Wrzesnia. 
Towards the end of 2016, a new model that will 
replace the existing Volkswagen Crafter will go 
into production at this facility. The plant will 
create up to 3,000 new jobs. In the long term, 
this will also attract numerous medium-sized 
companies from Germany to Poland. According to 
Michael Kern, the Executive Director of the 
Polish-German Chamber of Commerce in 
Warsaw, the attractiveness of Poland can be put 
down to the still relatively low labor costs, the 
highly motivated and qualified employees, the 
proximity to the border and safe economic 

conditions. Other important aspects are the 
strong domestic market and EU development 
funds, with Poland being the biggest beneficiary 
within the financial period of 2014-2020. During 
this time, a total of about 82.5 billion euros will 
flow from Brussels to Poland. This should 
undoubtedly benefit the infrastructure and the 
environment, the economic development of 
structurally weak areas, programs to promote 
research, development and innovation and the 
development of high-speed Internet and 
e-government.

Alongside countries like China and Italy in the 
importing of goods and Britain and France in the 
export business, Germany remains the most 
important trade partner for Poland. Currently, 
26% of Poland’s total exports and about 22% of 
total imports are traded with Germany. According 
to information provided by the Central Statistical 
Office of Poland (GUS), Polish foreign trade in 
2014 accumulated to 334 billion euros in imports 
(168 billion euros) and exports (166 billion euros). 
In 2014 Poland recorded a trade deficit of 2.4 

billion euros. In the first 7 months of 2015, an 
increase 12 million euros of foreign trade was 
registered compared to the same timeframe in 
2014. The majority of the goods imported and 
exported are machinery, equipment and vehicles. 
Other relevant imported goods are in the areas of 
chemicals and energy.

The most important legislative changes that have 
been announced in the area of commercial law in 
2015 are listed below.

Changes in the field of labor law 

In August 2015 an amendment to the Labor Code 
was published in the Journal of Legislative Acts. 
Among others, these changes include regulations 
on fixed-term contracts in order to protect 
employees against an endless extension of 
fixed-term contracts, exemption of employees 
from their work duties (as there were so far no 
regulations to this field), changes in parental 
rights in order to simplify working conditions for 
employees raising children and the introduction 
of electronic medical certificates. This makes 

Business location Poland – why Poland is attractive for foreign investors 
By Thomas Urbanczyk, LL.M.

Thomas Urbanczyk, LL.M.,  
Member of the Management Team  
Legal and Tax Services

turbanczyk@ahk.pl
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it easier for the Social Insurance Institution to 
monitor employees on sick leave. 

Introduction of an energy law for renewable 
energy from 2016 

Starting from January 1, 2016, the funding 
model for electricity from renewable energy 
sources in Poland will be replaced by a 
tendering model. In particular, the tendering 
process for projects has been greatly reformed 
and increased efficiency and quality standards 
have been defined for the future. According to 
the new law, mini wind and solar power 
plants will receive a fixed compensation 
lasting over 15 years for the energy fed into the 
public network. Depending on the energy 
source, the compensation will amount to 11 to 
18 euro cents per kilowatt-hour. 

Law on Control of Certain Investments

With the arrival of October 2015, the Law on 
Control of Certain Investments came into 
force. The purpose of this law is to create legal 
instrumentation to control companies of 
strategic importance in order to protect 
national security and public order. The law is 
aimed at controlling large investments made 
by a single investor to gain significant stakes 
that in turn could have an adverse effect on 
the protected company. This law is primarily 
aimed at companies with significant market 
shares in the energy, chemical and defense 
sectors. Similar regulations have already been 
established in other EU Member States. 

Impact of the parliamentary elections  
on the economy

Over the past 8 years, Poland was ruled by the 
“Civil Platform” PO (Platforma Obywatelska). 
During this time, strong economic growth and 
a decline in unemployment were recorded. 

With the parliamentary elections held on 
October 25, 2015 Poland is now awaiting a 
change of government. The party “Law and 
Justice” PiS (Prawo i Sprawiedliwosc) won an 
absolute majority with 235 out of 460 seats in 
the Sejm. 

It is uncertain how the change of government 
will affect the economic situation. According 
to Michael Kern, the GDP growth in Poland 
may reach even more than four percent in the 
years 2016-2017, provided that the party 
carries out all of their promises. In the 
following years the potential economic 
growth rate would more than likely fall below 
three percent. 

Analysts also predict that the implementation 
of the economic program by PiS, at least in its 
current form, will accelerate GDP growth, 
public consumption and inflation rates in 
2016.

According to Mr. Kern, German-Polish political 
relations are not at risk, and his view i that 
“the economies of Germany and Poland are so 
closely intertwined that even in the case of 
changes in the political landscape, the 
development of bilateral economic relations 
can be considered stable.”  <–

www.ahk.pl

http://www.dlapiper.com
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Digital business, data strategies and the law 
Filling the gap – Data Compliance as a new legal concept
By Dr. Markus Häuser and Dr. Michael Dorner

The digital transformation drives a 
fundamental structural transi-
tion that currently brings enor-

mous disruptions to Europe’s economies 
and companies. Whereas in the year 
2000 only a quarter of the data available 

was digitized, today more than 98% of all 
existing data is stored digitally. Such new 
data, connectivity, automation and digital 
customer interfaces are about to replace 
existing value chains and are confronting 
the ‘old business’ with huge challenges. 

At the same time, a connected, more 
efficient production and new business 
models are bringing tremendous oppor-
tunities that already have been recog-
nized on a political level: With its Digital 
Single Market Strategy the European 

Commission introduced a plan to open 
up digital opportunities for people and 
businesses. According to current esti-
mates, this could contribute 415 billion 
euros per year to Europe’s economy.

Lack of awareness for general legal 
 prerequisites of the data business

In terms of strategy, it seems that politics 
is ahead of the vast majority of the indi-
vidual players of the digital single market. 
Most companies are well aware of the 
common notion that data is the new ‘oil’, 
or new ‘gold’ of the digital age, and either 
have high hopes that they will benefit 
from the digital transformation, or they 
are afraid that they will miss the boat. 
Nevertheless, many companies do not 
transfer the general prerequisites appli-
cable to the former “oil or gold business” 
to their digital business, at least not yet. 
In essence, this would require a process 
to determine how new (data) sources can 
be tapped and how (data) mining and 
exploitation rights can be secured.

–>

Data is the new “gold” of the digital age.
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Digital challenges in the form of  
inherent legal and economic risks

Unlike mining rights for oil, neither access 
to data, nor its collection and process-
ing are subject to legal permission or 
entitlement by a public authority. Instead, 
there is an inherent risk that respective 
activities violate applicable law, such as 
privacy laws, trade secrets laws or the 
recently introduced penal law offence of 
receiving stolen data (“Datenhehlerei”) – 
always depending on the individual case, 
and in particular on the source of the raw 
data and the circumstances surrounding 
its collection. In a worst-case scenario, a 
company could be forced to delete all of 
the data it collected or purchased previ-
ously at a high price, and the company’s 
management could be subject to mon-
etary fines or imprisonment.

>>
Unlike the companies’ 
 traditional raw materials, 
 inventions and commodities  
data are not protected by 
 exclusive property rights.

<<
In addition to such risks concerning data 
access, companies must accept that the 

common legal tool-set generally fails 
to provide adequate protection mecha-
nisms for their new key assets. Unlike 
the companies’ traditional raw materials, 
inventions and commodities data (itself) 
are not protected by exclusive property 
rights. In particular, existing intellectual 
property rights cannot be considered to 
be a reliable source of protection. Patent 
law and copyright law (including the 
protection of software) do not provide 
for protection of information or ideas, 
but only for protection of the respective 
ideas’ application or expression. In the 
absence of specific protection meas-
ures, companies are at risk of losing the 
data’s marketability and the investments 
already made in collecting and process-
ing data.

Data Compliance as a turnkey  
solution for identifying and addressing 
legal risks

Management often has a blurred aware-
ness of the aforementioned legal risks 
that their data business is exposed to. 
The reasons for this are obvious: Poten-
tially valuable data is typically spread 
across the whole enterprise, and pro-
found knowledge of various areas of law 
is required to identify the associated 
legal risks. In a nutshell, the complex and 
interdisciplinary field of law applicable to 

collecting, processing and exploiting data 
can be best described as data compliance, 
and we would like to introduce the term 
“Data Compliance” as a new legal catego-
ry comprising all aspects of a data-related 
legal compliance that form an integral 
part of a company’s data strategy. 

Data Compliance is often neglected, 
even in companies that implement a 
dedicated data strategy. However, experi-
ence shows that a professional Data 
Compliance concept effectively mitigates 
existing legal risks. Even if Data Compli-
ance concepts necessarily must be tailor-
made, depending on the company’s 
business and internal structures, it is 
possible to identify several key elements 
of a cohesive data strategy and Data 
Compliance approach. 

Data strategy and Data Compliance:  
two sides of one coin

In order to adequately safeguard their 
digital key assets, companies must imple-
ment comprehensive organizational and 
legal measures. A best practice approach 
always includes two main elements. 
First, each company has to develop its 
individual corporate-wide data strategy 
that consists of a business-oriented 
governance framework. The governance 
framework is shaped by a set of data-

centric principles, guidelines and process-
es. From a commercial and technological 
perspective, it serves to identify the type 
of data that can be considered (potential) 
strategic assets. Depending on the type 
of the data identified via such inherent 
mechanisms, the governance frame-
work’s architects then develop custom-
ized roadmaps of company-internal, 
data-related rules and activities. These 
address the issues of data responsibility, 
data accountability and monitoring data-
related processes. 

Data compliance will indeed determine 
the company’s entire data strategy, as it 
serves to identify the legal boundaries 
and risks associated with the planned 
course of data-related action. The process 
of identifying legal risks and correspond-
ing safeguards cannot be limited to a 
separate due diligence, but must form 
an integral part of each data strategy. 
Data compliance plays a decisive role 
throughout the whole data-lifecycle. The 
typical data-lifecycle can be described by 
an input-process-output model. It starts 
with the collection of data from external 
sources and/or its generation by internal 
processes (input), passes into the pro-
cessing of data (process) and ends with 
the storage, use and/or transfer of data 
(output).

–>
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Need for various Data Compliance 
 activities

The data-related activities of each phase 
are subject to specific legal constraints 
and risks that must be addressed by care-
fully selected mitigation measures. The 
input and the processing phase must be 
closely linked to an upstream data clear-
ing process. In particular, the generation, 
collection and/or use of data will only be 
compliant if the company ensures that 
the aforementioned activities do not vio-
late applicable statutory laws or contrac-
tual constraints. For example, companies 
must clarify whether the collection of 
personal data is in line with applicable 
data privacy laws, whether the extrac-
tion of data from a database violates the 
rights of the producer of the database, or 
whether the automatic collection of data 
for predictive maintenance violates the 
customer’s trade secret protection.

In order to avoid that data cannot be col-
lected or generated due to a violation of 
the aforementioned legal requirements 
and associated fines and damage claims, 
companies have to assess whether neces-
sary contractual safeguards have been 
taken, such as obtaining the consent of 
the data subject or the customer. Com-
panies should consider whether the 
planned output phase activities comply 

with statutory law or contractual provi-
sions. Moreover, if the data will be traded 
companies have to provide for contrac-
tual safeguards to protect their data. 
Otherwise statutory property rights will 
not help to protect against any potential 
excessive use or misuse of data by third 
parties. 

>>
If the data will be traded 
 companies have to provide  
for contractual safeguards  
to protect their data.

<<
Finally, in each phase of the data-lifecycle 
companies need to protect their key 
assets against unintended disclosure or 
betrayal by employees and against exter-
nal espionage and cyber-attacks. Since 
intellectual property rights will often 
not protect the compromised data, trade 
secrets protection will be the company’s 
last resort. In the future, such source of 
protection will generally be strength-
ened through the EU directive on the 
protection of undisclosed know-how and 
confidential business information (COM 
[2013] 813 [final]), aimed at standardizing 
the protection of trade secrets through-
out the EU for the first time. However, 

in order to rely on such source of protec-
tion, companies are again forced to take 
precautionary measures. According to the 
directive, it will only be possible to rely 
successfully on legal protection of confi-
dential information if it can be demon-
strated and proven that the information 
in question has been “subject to reason-
able steps under the circumstances [...] 
to keep it secret”. Similarly, German penal 
law provisions against cyber-attacks 
require that special measures have been 
implemented to protect against unau-
thorized access. This means that – in 
addition to the general information and 
IT-security compliance requirements – 
companies must take specific organiza-
tional, technical and legal measures in 
order to ensure protection their (secret) 
data. 

Core responsibilities of every   
company’s management

Actions for data strategy and Data 
Compliance are worth the effort. Data is 
the key driver of the digital transforma-
tion and deserves the companies’ utmost 
attention, especially from a legal perspec-
tive. To date, everyday business processes 
of German companies do not adequately 
reflect the importance and characteristics 
of data as their key assets. Only very few 
of them have an effective data strategy in 

place, and even fewer seem to care about 
Data Compliance. However, it would be 
shortsighted to assume that the legal im-
plications of the greatest transformation 
in business that has occurred over the 
last several decades, even considered to 
be the fourth industrial revolution, can be 
ignored. Data strategy and data compli-
ance are part of the core responsibilities 
of each company’s management.   <–
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In search of adequate protection
Following the fall of Safe Harbor:  
next steps regarding data privacy
By Jan Pohle and Dr. Judith Nink

In its groundbreaking judgment 
of October 6, 2015, the Court of 
Justice of the European Union 

(CJEU) declared the US Safe Harbor 
framework invalid and confirmed the 
right of individuals to challenge any 
similar adequacy decisions that may 
be established by the European Com-
mission through their national data 
protection authorities. The decision has 
attracted international attention, both 
in the European Union (EU) as well as in 
the United States (US). Now, more than 
one month after the CJEU ruling, numer-
ous statements have been published 
and companies are being  confronted 
with the impacts of the decision. 

Overview Safe Harbor

The European Data Protection Direc-
tive 95/46/EU permits data transfers in 
countries outside the EU or European 
Economic Area (EEA) if an adequate level 
of data protection, comparable to the one 
within the scope of the European Data 
Protection Directive 95/46/EU is ensured 

in the country and/or with the company 
receiving personal data. 

The Safe Harbor framework was estab-
lished 15 years ago to enable European 
businesses to transfer personal data 
from the EU to the US in line with legal 
requirements in this area. US compa-
nies that joined Safe Harbor (over 4,500 
companies) and thereby accepted the 
framework of data protection provisions 
were considered to provide an adequate 
level of data protection. It was commonly 
used for the transfer of data essential for 
proper intra-group operations and for 
outsourced services involving a US cloud 
or software-as-a-service provider.

The Safe Harbor decision

The CJEU judgment declared Safe Harbor 
to be invalid. As a consequence, data 
transfers to the US on the basis of Safe 
Harbor are no longer permitted. Due to 
the mass surveillance of all areas of life 
by US secret services, Safe Harbor is no 
longer deemed suitable for providing 
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The Safe Harbor framework was established to enable European businesses to transfer 
personal data from the EU to the US in line with legal requirements in this area.
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adequate protection of data privacy. US 
companies may at any time be asked by 
US authorities to disclose personal data. 
In these cases, the companies are obliged 
to follow the instruction and thus to ne-
glect Safe Harbor principles. There are no 
existing regulations intended to restrict 
this kind of invasion of privacy and af-
fected individuals have no legal recourse 
in this regard. 

>>
Data transfers on the basis  
of Safe Harbor have been 
 declared inadmissible with 
immediate effect.

<<
The invalidity of Safe Harbor shall apply 
from the date of the decision and not 
retroactively. The judgment will not apply 
retroactively to data transfers that have 
already been made before the judgment 
was announced. 

The status quo

The CJEU decision will have major conse-
quences for all kinds of businesses that 
relied on Safe Harbor as a stable basis for 
legitimate data transfers. They will now 
be compelled to change their approach 

regarding cross-border data flows. Vari-
ous organizations have already published 
their positions regarding the future 
course of action.

Article 29 Data Protection Group

The Article 29 Working Group has granted 
a grace period to the EU Commission 
and US authorities of the end of January 
2016 to find a solution for data transfers 
to the US that will be suitable to ensure 
sufficient protection of EU citizens’ rights. 
The Article 29 Working Group further an-
nounced that if, by the end of this term, 
no appropriate solution has been found 
with the US authorities and, depending 
on the assessment of alternative tools for 
data transfers, data protection authorities 
will take all necessary and appropriate 
measures, including coordinated en-
forcement actions. Data transfers on the 
basis of Safe Harbor have been declared 
inadmissible with immediate effect while 
Standard Contractual Clauses and Bind-
ing Corporate Rules (BCR) are still consid-
ered sufficient for ensuring an adequate 
level of data protection for data transfers 
to the US – this is at least the case until 
the end January 2016. However, this will 
not prevent competent DPAs from inves-
tigating individual cases when triggered 
by a complaint and to take appropriate 

measures to ensure the protection of 
individuals’ data. 

Data protection commissioners  
in Germany 

The Conference of the Data Protection 
Commissioners (DSK) in Germany formal-
ly welcomed the deadline of January 31, 
2016 set by the Article 29 Working Group. 
Nevertheless, they are quite vague about 
further procedures. For example, DSK 
has questioned the admissibility of data 
transfers to the US based on other instru-
ments, such as Standard Contractual 
Clauses or BCR, in the light of the CJEU’s 
ruling, but did not offer any alternatives. 
Hamburg’s data protection commissioner 
stated that further measures (such as 
prohibition orders and penalties) to stop 
unlawful data transfers based on Safe 
Harbor will be taken from February 2016.

Possible alternatives to Safe Harbor

While German DPAs do not have a clear 
common position with regard to other in-
struments such as EU Standard Contrac-
tual Clauses and BCR and to what extent 
they ensure an adequate level of data 
protection, the EU Commission stated 
that both instruments may be considered 
as a legal basis for data transfers to the 
US.

German data protection authorities 

Except for the position published by the 
DSK and further statements by German 
federal DPAs, the most interesting posi-
tions have been published by the DPA in 
Hamburg and Schleswig-Holstein

Hamburg’s data protection commissioner 
stated that the EU Standard Contractual 
Clauses and BCRs are considered to be 
a valid basis for data transfers, as long 
as the European and German DPAs do 
not come to a different conclusion. The 
commissioner further stated that if the 
EU Commission comes to the conclu-
sion that the US can ensure an adequate 
level of data protection, the decision will 
be binding for all EU Member States. No 
national DPA shall be able to suspend this 
decision. 

The DPA in Schleswig-Holstein does not 
consider the EU Standard Contractual 
Clauses to provide a sufficient level of 
protection. This position is based on 
the fact that, in the context of the EU 
Standard Contractual Clauses, the data 
importer guarantees to the data exporter 
that to the extent of its knowledge there 
is no relevant legislation to prevent the 
data importer from fulfilling the instruc-
tions received from the data exporter 
and its obligations under the contract. 
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–>



10 – European law/data protection – BLM – No. 4 – November 26, 2015

Due to the extensive access rights of 
the US secret services to personal data, 
no US company will be able to provide a 
reliable guarantee in this regard. Instead 
of creating contractual arrangements, the 
US should rather change its data protec-
tion regulations in order to ensure the 
adequate level of data protection for data 
coming from the EU. Indeed, the DPA in 
Schleswig-Holstein has not included BCRs 
expressly in its statement but as BCRs 
are contractual provisions as well and the 
rights of the US authorities shall remain 
the same, it can be assumed that the DPA 
Schleswig-Holstein will no longer tolerate 
BCRs either.

EU Commission guideline

On November 6, 2015, the European Com-
mission issued a non-binding guidance 
on alternative basic principles for trans-
fers of EU personal data to the US:

>>  The two sets of EU Standard Con-
tractual Clauses as approved by the 
European Commission can be used as 
a legal basis for EU data transfers to 
the US. As the Commission’s deci-
sions are binding in their entirety in 
EU Member States, incorporating the 
EU Standard Contractual Clauses in 
a contract means that national DPAs 
are, in principle, under an obligation 

to accept the clauses where they have 
been used without amendment. This 
is without prejudice to their power 
to examine the clauses in light of the 
CJEU ruling.

>>   BCRs allow the transfer of personal 
data worldwide among the entities 
belonging to one group. BCRs are not 
only binding for members of the cor-
porate group but are also enforceable 
in the EU.

>>  Derogations, as but not limited to 
public interest grounds, free and 
informed consent of the individual 
etc., may also apply. However, the 
Article 29 Working Party considered 
that, due to their exceptional nature, 
the derogations must be very strictly 
interpreted. This circumstance is not 
really new to German companies.

Declaration of consent as a less  
attractive alternative

For data transfers to the US, companies 
may, of course, also obtain consent from 
individuals. Such consent would (a) 
ensure a permission for data transfers to 
the US and (b) give a kind of waiver for an 
adequate level of data protection. How-
ever, in reality as it is very challenging for 
companies to obtain a declaration of con-

sent from each affected person, the CJEU 
decision might make full compliance with 
requirements for obtaining valid consent 
under German law even more difficult. 
The transferring party must not only pro-
vide information regarding the categories 
of data, the receiving party, purpose of 
processing, right to rejection and the 
inadequate level of data protection in the 
US, but also about missing enforcement 
and deletion, blocking and erasure rights 
of the affected individual. Further, such 
consent is not suitable for mass data 
transfers.

>>
The European Commission 
has already started negotia
tions with the US authorities 
on a new data sharing arrange
ment (Safe Harbor 2).

<<
The DPA in Schleswig-Holstein is of the 
opinion that obtaining a declaration of 
consent for data transfers to the US is 
no longer possible because the ground-
less mass surveillance as practiced by 
the US affects the fundamental right of 
individuals for a private life and protec-
tion of personal data. The individual has 
no means to influence the disclosure of 

personal data. As data protection laws are 
primarily intended to protect the right of 
the individual to decide who may have ac-
cess to personal information and to what 
extent, the DPA Schleswig-Holstein’s posi-
tion is too extensive and would restrict 
the individual to an unacceptable extent. 
As the other DPAs haven’t adapted this 
position and while the DSK mentions 
the declaration of consent as a possible 
alternative in individual cases, it must 
be considered as an outsider position. Of 
course, data transfers can be structured 
based on a declaration of consent pro-
vided that the respective company would 
meet all the requirements when obtain-
ing the declaration of consent.

Safe Harbor 2

The European Commission has already 
started new negotiations with the US 
authorities and it aims for agreement on 
a new data sharing arrangement with the 
US (Safe Harbor 2) as soon as possible. 
However, it is not yet foreseeable when 
this arrangement will come into force. 
While the EU Commission has mentioned 
a period of 3 months, the end of March 
2016 has also been mentioned. At least, 
the timeline will depend on when the US 
government will enforce sufficient rights 
for European individuals to enforce their 
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data protection rights in US and limit 
access to personal data.

Summary and outlook

In summary, as EU Standard Contractu-
al Clauses have not been declared inva-
lid, entering into EU approved Standard 
Contractual Clauses is currently the 
safest way to structure processing 
and/or transfer of personal data from 
Germany to the US. BCRs may continue 
to be used as well. Companies are not 
advised to wait for the Safe Harbor 2 
agreement as DPAs will start enforcing 
the CJEU ruling beginning in February 
and it is very unlikely that EU and US 
will have agreed on a Safe Harbor 2 
agreement by then.

>>
The timeline will depend on 
when the US government 
will enforce sufficient rights 
for European individuals to 
enforce their data protection 
rights in US.

<<
Further, companies in Germany should 
monitor publications of the DPA re-
sponsible for the company. Even if the 

position of Schleswig-Holstein’s DPA is 
debatable from the legal point of view, 
companies in Schleswig-Holstein are 
advised to be very careful with trans-
ferring data to the US.   <–
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The way ahead
The self-driving car – a new legal frontier?
By Markus Hauptmann and Bijal Vakil

Introduction

Autonomous cars have the potential of 
changing transportation and connec-
tivity drastically. Not only would road 
safety, mobility and traffic efficiency 
increase, but also costs and emissions be 
reduced. Being an innovation of global 
scale, this technology is endangered by 
legal challenges and the lack of uniform 
regulations nationally and internationally. 
While there is no uniform definition, an 
autonomous car has been defined as “a 
vehicle enabled with artificial intelligence 
and technology that have the capabil-
ity of operating or driving the vehicle 
without the active control or monitoring 
of a natural person” by the consortium of 
universities funded by the EU working on 
the “RoboLaw” project.  

There are various stages of automation. 
The first stage is commonplace assisted 
driving (such as a car equipped with 
adaptive cruise control or park assist). 
The second stage is partial automation 
(such as traffic jam assist), being the 
current stage of technology. The third 

stage is high automation, where the car 
can handle the majority of driving tasks 
and is in control over a certain period of 
time and/or pre-set use cases; the driver 

can divert his attention to other mat-
ters (such as eating), but still needs to be 
awake and ready to take over control at 
any given time. Finally, the fourth stage 

is full automation that can drive the 
passenger independently to a location, 
rendering the driver almost obsolete. An 
active discussion between the differ-
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Road to the future: Autonomous vehicles have the potential to change transportation and connectivity drastically.
© zorabcde/iStock/Thinkstock/Getty Images
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ent stakeholders has started, if and to 
what extent a change of the laws and 
regulations is necessary in order to align 
with this transformative technology.

International legislation

The first legal hurdle is the introduc-
tion of automated cars into the current 
regime of traffic and safety regulations 
locally and globally.

The Vienna Convention  
currently governs 

The Vienna Convention on Road Traffic 
from 1968, a treaty ratified by 73 countries 
worldwide, is one of the most important 
sources of legislation.

It contains provisions on the behavior 
of drivers as well as general licensing 
requirement for cars. Article 8 para 1 
requires every moving vehicle to have a 
driver. According to Article 1 a driver is 
“any person”. Article 13 stipulates that 
“every driver of a vehicle shall in all 
circumstances have his vehicle under 
control so as to be able to exercise due 
and proper care and to be at all times 
in a position to perform all maneuvers 
required of him”. These regulations are 
not compatible with any form of higher 
automation. This hinders the introduction 

of a technological development, which is 
inevitable and groundbreaking. Luckily, in 
March 2014 a new paragraph was added 
to Article 8, allowing more advanced 
driver assisting systems (such as adaptive 
cruise control) to be implemented and 
used, as long as the system can be over-
ridden or switched off by the driver. Still, 
this only constitutes a level of regulation 
barely providing for partial automation, 
systems above this limit are still not im-
plementable under these regulations. 

Necessity of innovation 

The laws need to change to promote in-
novation in this space. This can be seen as 
a serious impediment for development, 
testing and eventual use of higher auto-
mated cars in those countries that have 
ratified the Vienna Convention. Therefore, 
further amendments are necessary to 
keep up with the new technology and not 
become a limitation to possibly life-sav-
ing and environmental friendly systems.

Further, such restrictive regulations can 
constitute competitive disadvantages 
for a jurisdiction, as other countries have 
more liberal regulations on testing of 
autonomous cars. Thus, sizeable eco-
nomic harm can be expected, if either no 
changes are implemented or the countries 
affected have to leave the convention. 

>>
Restrictive regulations can 
constitute competitive dis
advantages for a jurisdiction, 
as other countries have more 
liberal regulations on testing 
of autonomous cars. 

<<
US and UK 

The application of the Vienna Convention 
does not include the United States and 
the United Kingdom. Accordingly, each 
has implemented legislation allowing for 
the testing of automated driving. In the 
US, for example, the specific regulations 
vary significantly in the four states that 
have enacted such rules (i.e the necessity 
of including insurance or a surety bond of 
up to $5 million or a special license plate). 
Similarly, the UK, although being signa-
tory of the Vienna Convention, is free 
of its restrictions. The UK government 
recently published a code of practice for 
testing, which is non-statutory and shall 
act as a guideline for testing autonomous 
cars in the UK. As long as they have a test 
driver, who can take responsibility in case 
and the car itself is compatible with road 
traffic law, testing is allowed.

Possible reform

The reforms undertaken by the US and 
UK focus on the testing phase and leave 
open the production or introduction of 
autonomous cars. 

A possible amendment to Vienna Conven-
tion could be, that parallel to the rules 
for drivers, another type of person, taking 
part in traffic, is introduced: a so called 
“vehicle user”. A vehicle user would be a 
person, who is not subject to the same 
requirements stipulated in Article 8 a 
driver has to fulfill. This person could 
be anybody who is capable of and seen 
fit (mentally) to give directions to an 
autonomous car, thus excluding and 
preventing children from giving direc-
tions, for example, and still retaining the 
benefit of increased social inclusion by 
enabling physically disabled people to use 
cars independently — something that 
might not have been possible before. This 
would disengage the regime applicable 
to autonomous cars from less automated 
ones, resulting in a clearer distinction 
between the two and allowing for better 
regulations.

Liability 

As can be seen in the requirements of 
the UK code of practice and Vienna 
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Convention, there is the necessity of a 
driver. It seems that the reason for this is 
the second field of contention between 
technological progress and legislation: 
who is liable in case of an accident?

Status quo 

Most legal systems differentiate between 
three forms of liability: driver, owner and 
product liability.

Jurisdictions worldwide tend to regulate 
driver liability typically as negligence 
to hold drivers liable for their actions. 
Should this not be the case, then there 
is the strict liability for the owner. The 
owner of the vehicle is held liable in case 
of any accident, or traffic offence, except 
for certain cases like force majeure or if 
the driver is not the same as the owner 
and can be held liable pursuant to appli-
cable product liability laws. If the accident 
can be traced back to a manufacturing 
defect, a general design fault of the 
vehicle or incorrect/missing instructions 
as to the use of it, then the manufacturer 
may be held liable product liability can 
be invoked. Looking at product liability 
in the European Union, the law is widely 
harmonized, being a system of strict li-
ability. The same goes for most of the US 
and other jurisdictions. 

The fear of product liability claims arising 
out of accidents, especially such where 
the driver did not need to pay attention, 
but wouldn’t have crashed otherwise, 
could present a major obstacle for devel-
opment and subsequent sale of autono-
mous cars, as manufacturers could be 
deterred from doing so. There needs to be 
a balance of policy and regulation so as to 
not stifle innovation. 

Future development of the law

At the highest level of full automation, 
driver liability may be insufficient or even 
inapplicable, shifting the liability to the 
owner and manufacturer only. However 
until such a final high automation phase 
becomes a reality, the current liability 
system should be retained and gradu-
ally evolve alongside the technological 
development. A full substitution of driver 
and owner liability through product 
liability alone up until high automation 
would needlessly shift the burden from 
the driver/owner of a car towards the 
manufacturer. The driver of even a highly 
automated car still needs to be attentive 
and supervise the car. The owner’s liabil-
ity does not find its basis in negligence at 
all and is thus regulated as strict liability, 
as the idea of social responsibility for 
setting a danger by keeping a car itself is 
accepted. Certainly, there is the necessity 

to hold manufacturers and their suppliers 
responsible with increasing automation, 
though the current regime of product 
liability is still wide enough to deal with 
all stages to come until high automation, 
excluding autonomous cars. 

Data protection

With increasing automation and possibly 
more product liability claims ensuing 
from (less) accidents, one encounters 
a conflict between liability and data 
protection law: the interest of the driver/
owner to data privacy versus the manu-
facturer’s need to access data in the 
car. The crunching of this big data is 
used to improve the experience for the 
autonomous car. In order to provide for 
even partially automated driving, GPS 
data, internet access and data about 
the cars condition are needed, as well 
as to defend against said claims. These 
are currently not accessible under most 
countries data protection law, as they 
are counted to the personal sphere of 
the driver/owner. Therefore, the neces-
sity of softening data protection law or 
retaining such an approach may become 
a prerequisite for any form of higher au-
tomation and in order to defend against 
unjustified liability claims directed 
towards manufacturers.

Conclusions

>>  The Vienna Convention is tanta-
mount, though antiquated, in spite of 
recent amendments and thus in dire 
need of further innovation

>>  The current system of liability should 
be retained and gradually evolve

>>  Widening the scope of product liabil-
ity is inevitable, but should not entail 
a substitution of aforementioned 
systems

>>  Automation requires softening data 
protection law for viability and liabil-
ity issues.   <–
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Enforce your rights
Alternatives to protect intellectual property in Germany after patent expiration:  
good news from the Federal Court of Justice
By Dr. Claudia Milbradt and Stefania Parise

Introduction

For innovative companies, the protection 
of technical inventions and related know-
how by patents is often a crucial aspect 
of the business strategy. Despite the 
fact that obtaining a patent requires the 
disclosure of the invention to the public 
in the first place, patents are the most ef-
fective way to prevent others – especially 
competitors – from making use of the 
invention. The patent owner can enforce 
his rights against infringers, such as 
information rights concerning sales and 
suppliers, cease and desist obligations 
and also damages. 

During the period of patent protec-
tion the owner, therefore, holds a very 
strong market. This situation is toler-
ated in order to encourage investments 
in research and developments for the 
purpose of promoting innovation. How-
ever, in the interest of economic freedom 
such protection cannot be granted for 
an indefinite period of time, but ends 20 
years after the patent has been applied 

for provided that the annual fees have 
been duly paid. 

After the expiry of the patent term  
the general principle of freedom of 

 imitation applies. Hence, the owner  
of the formerly patented invention 
 cannot rely on patent law to fight 
imitations  anymore, often resulting in 
a  flooding of the market with identical 

copies of competitors sold at significantly 
lower prices. 

In theory, there are “alternative” ways of 
preventing unlawful imitations in Germa-
ny. In particular, copyrights law and unfair 
competition law can serve as a basis for 
claims against competitors under certain 
conditions. However, the different inter-
ests (economic freedom and promoting 
innovation) need to be weighed against 
each other, and thus copyrights and/or 
unfair competition law may not be used 
to undermine general principles of patent 
law, such as the time limit for the protec-
tion. Hence, the reference point for the 
protection pursuant to “alternative” legal 
systems is different from the primary 
scope of patent law, such as the protec-
tion of the (technical) invention itself.

Copyright protection

Copyrights law differs from patent law 
in the way that it protects intellectual 
performances such as literature, music or 
artworks, because the creative work is 

The possibilities of creativity are naturally low for functional objects that are determined  
by their technical purpose

© Александр Лаппо/iStock/Thinkstock/Getty Images
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protected as an intellectual effort as such 
without a specific inventive character.

While typical creations protected by copy-
right law are intended to be perceived by 
human senses (visually or acoustically, for 
example), a typical invention protected 
by patent law is a technical construction 
intended to serve for industrial purposes. 
The borders between copyright and 
intellectual property law can, however, be 
blurred. 

>>
The question is whether an 
object constitutes a personal 
intellectual creation where 
the visual appearance is not 
determined by its technical 
purpose.

<<
While merely artistic/aesthetic works 
obviously qualify for protection under the 
German Copyrights Act (Urhebergesetz), 
with respect to objects with primarily 
functional purposes one needs to distin-
guish the utility aspects from the creative 
work. Hence, the question is whether 
they constitute a personal intellectual 
creation (persönliche geistige Schöpfung) 
where the visual appearance is not 

determined by its technical purpose. This 
means that such objects must have a cer-
tain degree of individuality and creativity 
(Schöpfungshöhe). 

In other words, where flexibility in 
designs is not available due to func-
tional determination of the design of the 
object an individual creation is excluded. 
However, case law goes even further 
and does not only exclude such techni-
cal elements that are mandatory for the 
typical  function; but also excludes those 
elements that are optional or inter-
changeable if they are still due to the 
technical nature and do not leave space 
for a creative act.

However, given that the possibilities of 
creativity are naturally low for functional 
objects that are determined by their 
technical purpose, German courts also 
raise the question as to whether or not 
the object presents some characteristics 
that are independent of their technical 
function and that may be regarded as 
individual creation. The mere fact that the 
author opts for one design out of a cer-
tain variety of possible creations that are 
all due to the technical purpose or that he 
chooses to exchange a technical element 
with another technical element does not 
constitute a creative work in the sense of 
copyright law. 

Therefore, the chances to win a lawsuit 
based on copyright infringement are 
relatively low.

Unfair Competition Law

Better protection might be provided 
under the German Unfair Competition 
Act. The latest statements of the Federal 
Court of Justice in this regard indicate 
that the quite strict division between 
the two different systems of protection 
(patent law on the one hand and unfair 
competition law on the other) might 
be regarded as out-of-date and a more 
generous application of the principles 
of unfair competition law might be the 
result. Hopefully, this new development 
will increase the possibilities of original 
manufacturers to fight unlawful copies in 
the future.

Section 4 of the German Act against 
Unfair Competition (Gesetz gegen den 
Unlauteren Wettbewerb = UWG) bears 
the heading “Examples of unfair com-
mercial practice”. Section 4 No. 9 codifies 
the so-called “additional protection of 
functional objects under competition 
law” (ergänzender wettbewerbsrecht-
licher Leistungsschutz). “Additional” in this 
sense means the supplementary protec-
tion that is outside the scope of intellec-
tual property law. 

This section contains examples of un-
lawful competition. The purpose of the 
statute is to protect competitors from the 
exploitation of their commercial efforts 
by unlawful means or methods. Hence, 
this statute does not convey an absolute 
individual right (Ausschließlichkeitsrecht) 
against the act of copying a commercial 
good as it is the case with patent law, but 
takes a behavioral approach and offers 
protection against unfair actions of com-
petitors in connection with the copied 
goods. 

With respect to the technical elements 
the teachings of patent law prevail, if the 
technical teaching of the patent is em-
bodied in the object. The supplementary 
protection under unfair competition law 
cannot be based solely on elements that 
refer to the technical teaching only, but 
require special further circumstances that 
qualify the behavior of the competitor as 
unlawful. 

According to settled case law the sale of 
an imitation of the original product can 
be unlawful, if the product has a compet-
itive originality and special circumstances 
make the competition unlawful.

–>
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Competitive originality 

Competitive originality (Wettbewerbli-
che Eigenart) according to the German 
Federal Court of Justice means that the 
concrete object or certain characteristics 
of this object are the reason why inter-
ested purchasers associate the product 
with their commercial origin. The finding 
of unlawful imitation requires an overall 
assessment and needs to take into ac-
count all relevant circumstances on the 
market and their interdependence such 
as the degree of competitiveness and 
individuality, the degree and the means 
of the copy as well as other competitive 
circumstances. 

The competitive originality of a product 
can also be based on technical elements. 
This can be assumed generally, if the 
competing products on the market  
are significantly different from the 
 products in question. For example, if as 
a first step a potential claimant needs 
to assess the “uniqueness” of his own 
products in comparison to other products 
available on the market. If his products 
can clearly be distinguished from others, 
the finding of competitive originality is 
very likely.

Imitation

Section 4 No. 9 UWG requires the imita-
tion of a product. First of all, this means 
that the product or a significant part of 
it must be similar to the original in a way 
that it is possible to recognize that the 
original was used as a model for the al-
leged copy. The original product does not 
need to be exactly the same in all design 
elements, if the copy is just a partial imi-
tation, then indeed the copied or imitated 
part must reveal the elements that have 
been identified to be competitively origi-
nal. The imitation is excluded, if the copy 
constitutes an independent development 
compared to the original.

>>
The finding of unlawful 
 imitation requires an overall  
assessment and needs to take  
into account all relevant 
 circumstances on the market.

<<
As a general rule, one can say the higher 
the imitation the lower the threshold for 
the unlawful behavior of the competitor. 
If a comparison between the original and 
the copy reveals that the original has been 
used by the copy only as an idea or motiva-

tion for launching an own creation on the 
market, then an imitation is excluded. 
The other way round, an imitation is more 
likely to be regarded as unlawful, if it high-
ly resembles the original. The latter case 
group is often also referred to as “slavish 
imitation”. In such cases the potential 
claimant who bears the burden of proof 
can substantiate its claim quite easily.

Unlawful circumstances

When assessing the unlawfulness of 
commercial practices in connection with 
copied goods, the following case groups 
mentioned in Section 4 No. 9 UWG need 
to be taken into account: 

Avoidable deception of origin  
(Vermeidbare Herkunftstäuschung)

If a competitor causes an avoidable 
deception of origin when he sells goods 
being an imitation of another competi-
tor’s products he acts in an unlawful way. 
This is the case if purchasers would be 
inclined to associate the copy and the 
original in a way that they actually believe 
the goods have the same commercial 
origin. The question whether an avoid-
able deception of origin is caused must 
be assessed by taking the perspective of 
the relevant purchasers. If the relevant 
purchasers belong to a certain group of 

purchasers, such as technical experts 
with special knowledge, for example, 
their perspective is decisive.

However, according to German case law, 
the use of clearly recognizable desig-
nations of origin that do not allow an 
association with the manufacturer of the 
original product, is likely to exclude an 
avoidable deception of origin. It is there-
fore highly advisable for a manufacturer 
of originals to analyze the competitor’s 
goods in question before filing a lawsuit 
for infringement of unfair competition 
law. 

Exploitation or impairment of reputation 
(Rufausbeutung oder Rufschädigung)

According to Section 4 No. 9b, offering 
an imitation of a product can further-
more be unlawful, if the copy exploits 
or impairs the reputation of the original 
manufacturer or of the original product. 
The copied original must have a certain 
reputation. That means that the public 
or more exactly the potential purchaser 
need to have certain positive associations 
relating primarily to quality, exclusiv-
ity, luxury or prestige of the product. An 
exploitation of reputation can be as-
sumed, if the interested purchaser might 
be inclined to confer the positive associa-
tion he has with the original products –>
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also to the copies as a consequence of the 
imitation.

Mostly, but not necessarily, the exploita-
tion of the good reputation is also com-
bined with an impairment of the good 
reputation of the original. Impairment 
in this sense requires that the market-
ing of the imitation lead to a damage for 
the good reputation of the original. If the 
good reputation of the original is due to 
its special quality, then the reputation is 
impaired, if the quality of the copies is 
significantly lower. This is especially the 
case, if the copied product is significantly 
similar from the outward appearance, 
but it does not meet the same quality 
standards.

Possible limitations of claims  
under the Unfair Competition Law

Although protection by the UWG is sup-
plementary to the protection by the clas-
sical intellectual property rights and does 
not have an explicit limitation in time, it 
is questionable if the additional protec-
tion can be unlimited in time. The limits 
of the application of unfair competition 
law depend on an overall assessment of 
all competitive circumstances.

In some cases the German Federal Court 
of Justice has explicitly referred to a time 

limit for protection under unfair competi-
tion law as long as the protection sought 
is related to the protection of technical 
elements of products. Due to the general 
priority of intellectual property law that is 
bound to certain time limits, the protec-
tion under unfair competition law cannot 
be unlimited in time in as far as technical 
elements of the products are concerned.

However, the details of the “balance” be-
tween the different systems have not yet 
been finally clarified among legal scholars 
and German courts.

In a very recent judgment of the Higher 
Regional Court of Frankfurt (OLG Frank-
furt, GRUR-RR 2013, 349 – Steckdübel) 
it was stated that additional protection 
under unfair competition law may only 
be granted if the reputation relating to 
origin or quality of the original goods is 
associated to the product due to char-
acteristics of the product that are not 
related to the patented invention. The 
case concerned plug-in dowels that had 
a special shape in order to be connected 
with other elements. The court found 
that the good reputation of the origi-
nal manufacturer was associated with 
and due to the specific function of the 
patented plug-ins and not to the unre-
lated non-technical characteristics of the 
products. As a consequence, the court 

denied additional protection under unfair 
competition law in this case. 

The subsequent appeal led to a decision 
by the Federal Court of Justice that was 
just recently published (BGH, BeckRS 2015, 
12477). In line with former judgments 
related to this topic the Court applied a 
much wider test to determine the ap-
plicability of unfair competition law for 
the devices in question. It ruled that the 
competitive originality can also be based 
on technical elements if these techni-
cal elements are not mandatory for the 
achievement of the technical function 
itself. This means that the goods could 
qualify for protection, if there is evidence 
of the fact that the devices of competitors 
are almost identical copies although al-
ternative designs are possible to achieve 
the same technical function. 

Conclusions

Unfair competition law can be relied 
upon to fight imitations not because of 
the imitation as such, but due to a spe-
cific unlawful behavior of the competi-
tor. A device might qualify for protection 
if it can be proven that the device has 
a competitive originality and the com-
petitors’ products are imitations. The 
manufacturer of the product for which 
the respective intellectual property rights 

have already expired can seek protection 
under competition law, in particular in 
cases of deception of origin and exploita-
tion or impairment of reputation. 

However, German courts assess the 
unlawful behavior of the competitor by 
taking into account all competitive ele-
ments on the market on a case-by-case 
basis. Therefore, an in-depth assessment 
of the chances to win a lawsuit based on 
unfair competition law is highly advis-
able to minimize the risks for a potential 
claimant.   <–
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Employers between a rock and a hard place
HR compliance in a nutshell: New German court precedents
By Dr. Mark Zimmer

German employers are strug-
gling with a tough dilemma: 
On the one hand, they have to 

comply with numerous regulations, yet 
on the other, they face strict employ-
ment and privacy laws in their quest 
to enforce these laws. The following 
article presents some indicative new 
court precedents around this dilemma. 

Data privacy: the “Knickers Case”  
and others

The difficulties for German employers in 
assuring law and order are illustrated in 
the notorious “Knickers Case”. An employ-
ee in a “Cash & Carry” market had raised 
suspicion by loitering in the women’s un-
derwear department. Shortly afterwards, 
the price tags of several knickers were 
found in a trash can close to his locker. 
The market manager consulted with the 
works council and opened the suspicious 
employee’s locker in the presence of a 
works council member, yet without the 
employee himself. The locker did indeed 
contain several knickers, and correspond-
ing to the price tags. Rather than con-

fronting the employee right away, the 
market manager planned to conduct a 
body search at the end of the employee’s 
shift on his way out. However, the em-
ployee managed to evade that control, 
and the knickers were no longer found 
in the locker at a subsequent search. The 
company’s dismissal was held invalid by 
the Federal Labor Court because the court 
stated that the employer would have had 
to involve the suspicious employee when 
searching his locker. This premise was sur-
prising because such rules had not been 
set up, either by statutory law or court 
precedents. As a consequence, the dis-
missal was not enforceable and the em-
ployee had to be reinstated. The court did 
insert a silver lining in its judgment: While 
the employer was not allowed to dismiss 
the employee due to a factual theft, a 
dismissal for suspected theft might have 
been successful. However, due to lack of 
sufficient information in this regard, the 
court could not decide itself, but referred 
the case back to the lower court. 

In another case, the employer doubted 
the employee’s sickness slips and sus-

pected that the employee was secretly 
working for the competition. In order 
to verify this suspicion, the employer 
assigned a detective who attached a 
GPS receiver on the employee’s private 
car, generating a movement profile. The 
Federal Criminal Court decided that such 

a GPS “attack” could be a criminal act, 
depending on a weighing of interests 
of the parties involved. The case was re-
ferred back to the court of first instance, 
now tasked with reviewing the case 
once more considering this weighing of 
interests. –>

In order to prevent theft and similar acts at the workplace, companies tend to use more  
and more camera installations.
© Ingram Publishing/iStock/Thinkstock/Getty Images
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In order to prevent theft and similar acts 
at the workplace, companies tend to use 
more and more camera installations. As 
far as video surveillance measures by 
employers are concerned, the German 
labor courts have established the follow-
ing rule: A covert video surveillance is al-
lowed, if (a) there is a concrete suspicion 
of a criminal act or similar grave violation 
to the employer’s disadvantage, (b) there 
is no way of detection through less severe 
means, and (c) the video surveillance 
on the whole is not disproportional. In 
such a case, the video surveillance can 
also cover publicly accessible workplaces. 
However, the suspicion must be directed 
at a certain employee or several of them. 
The works council only has to be involved, 
if the camera is really working. According 
to a recent judgment by the State Labor 
Court of Mecklenburg-Vorpommern, the 
works council has no participation right 
in a case involving fake video device.

Dismissal based on suspicion

The Federal Labor Court recently rendered 
an employer-friendly judgment regarding 
a dismissal based on suspicions (6 AZR 
845/13). At first sight, the judgment mere-
ly extended the decade-long precedents 
regarding employees also to apprentices, 
whereby an employer can also use a grave 
suspicion of a criminal act or similar 

wrongdoing, if the employee/apprentice 
is heard before the dismissal and cannot 
shatter the suspicion. Furthermore and 
of even greater importantance for most 
companies, said judgment also improved 
the companies’ situation with regard to 
the following three aspects: First, the 
employee does not have to be informed 
about the subject when summoning 
him/her to the required hearing before 
the dismissal. Second, the company is not 
obliged to indicate to the employee to 
consult a lawyer or similar trusted advi-
sor. Third, the company does not have to 
present any internal audit report to the 
suspect. It shall suffice to summarize the 
essential suspicion to the employee.

Money laundering by bank managers

In a very delicate case, the Berlin State 
Labor Court upheld a summary dismissal 
of a bank manager due to the immediate 
suspicion of private money laundering. 
Ironically, the employee was the head of 
the bank’s organization and IT depart-
ment. In her private life, she had carried 
out questionable business with a Ukrain-
ian entrepreneur. Due to a police investi-
gation, the bank learned of the incidents, 
obtained insight into the prosecutor’s 
files, conducted their own internal inves-
tigations, and fired the manager without 
notice. The court held that, although 

the suspected violations were not done 
in the work place, they still affected the 
employee’s position at the bank and thus 
the bank itself. Due to the strict statu-
tory anti-money laundering provisions, 
it was held crucial that managerial bank 
employees refrain from private business 
transactions that might appear as money 
laundering. 

Deutsche Bank between BaFin  
and the labor courts

Germany’s largest bank slid into an un-
comfortable dilemma when the Financial 
Supervisory Authority (BaFin) demanded 
that the bank separated from certain 
employees suspected to be involved in 
the LIBOR scandal. Deutsche Bank did fire 
them accordingly, but faced resistance by 
the Frankfurt Labor Court. The court held 
that the bank had neither implemented 
clear policies nor exercised controls to 
assure a strict separation between the 
analysts in charge of determining the 
reference rate on the one hand and the 
traders on the other hand. According to 
the court, the bank had induced a conflict 
of interest between these two groups 
through its own organizational deficits. 
Despite this judgment by the Frankfurt 
Labor Court, the Authority (BaFin) did 
not refrain from demanding a separation 
from the suspected analysts and traders. 

The bank solved this dilemma eventually 
by entering into a settlement with the 
respective employees. 

Conclusion

Employers must control their employee’s 
conduct due to several regulations. In 
doing this, they are limited by several 
employment and data privacy regula-
tions. Navigating one’s way through this 
predicament requires a good deal of 
sophistication, especially since German 
courts do not make it easy for employers. 
That being said, however, German courts 
have recently created some silver linings 
by several employer-friendly decisions. 

www.gibsondunn.com

Editor’s Note:  
For a more extensive treatise of these 
topics, please refer to the German law 
journal Compliance-Berater 2015,  
p. 392-396. (tw) 
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Partner, Gibson, Dunn & Crutcher LLP, 
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The cards are on the table
Statute for the modernization of procurement law 
 introduces new procurement procedures for lawyer’s 
services/parliamentary debate yet to come
By Dr. Sven-Joachim Otto

As a package of measures for 
modernizing the European 
procurement law the Directive 

2014/24/EU of the European Parliament 
and of the Council of 26 February 2014 
on public procurement (D2014/24/EU), 
the Directive 2014/25/EU of the Euro-
pean Parliament and of the Council of 
26 February 2014 on procurement by 
entities operating in the water, energy, 
transport and postal services sectors  
(D2014/25/EU) and the Directive 
2014/23/EU of the European Parliament 
and of the Council of 26 February 2014 
on the award of concession contracts 
(D2014/23/EU) were published in the  
Official Journal of the European Union 
on 28 March 2014. Member States have  
to complete the transposition into their 
respective legal systems until 18 April 
2016.  
 
The Federal cabinet passed the draft bill 
of the statute for the modernization of 
procurement law on 8 July 2015 the first 
reading in the Bundestag was on 16 Octo-

ber 2015. The draft bill is  
currently being debated in the  
parliamentary committees.

The background: what it’s all about

Procurement law is to be revised and 
modernized in order to increase the ef-
ficiency of public spending, facilitating in 
particular the participation of small and 
medium-sized enterprises (SMEs) in pub-
lic procurement, and to enable procurers 
to make better use of public procurement 
in support of common societal goals such 
as environmental, social and labor law 
that apply at the place where the works 
are executed or the services provided. 
Electronic means of information and 
communication can greatly simplify the 
publication of contracts and increase the 
efficiency and transparency of procure-
ment processes. They should become the 
standard means of communication and 
information exchange in procurement 
procedures, as they greatly enhance the 
possibilities of economic operators to 

participate in procurement procedures 
across the internal market (see preamble 
of D2014/24/EU).

In Germany, different statutory sources 
apply for public contracts depending on 
whether the contract value exceeds the 
EU threshold values. If the contract value 
is below the EU threshold value a call for 
bids is usually required by Para. 55 of the 
federal budget code or by the 16 com-
munal budget ordinances of the federal 
states. The German construction contract 
procedures (VOB/A) and the German pub-

lic contract procedures (VOL/A) are often 
applicable. For all public contracts exceed-
ing the EU threshold value according to 
Para. 106 of the Act against restraint of 
competition (GWB-draft), a transparent 
procurement procedure has to be met. 
‘Public contracts’ means contracts for 
pecuniary interest concluded in writing 
between one or more economic operators 
and one or more contracting authorities 
and having as their object the execution 
of works, the supply of products or the 
provision of services.

Playing with open cards:  
Electronic means of communication can  
greatly simplify the publication of contracts and increase  
the efficiency and transparency of procurement processes.

© Eivaisla/iStock/Thinkstock/Getty Images

–>



22 – European law/procurement law – BLM – No. 4 – November 26, 2015

Let’s talk about numbers and topics

According to Para. 106 Chap. 2 GWB-draft, 
the threshold values for public works con-
tracts range from between €5,186,000, 
to €134,000 for public supply and service 
contracts awarded by central govern-
ment authorities to €207,000 for public 
supply and service contracts awarded by 
sub-central contracting authorities and 
to €414,000 for public supply and service 
contracts in the water, energy, transport 
and postal services sector. For legal advice 
contracts, the rules governing public 
service contracts are applicable.

It is stated in Article 10 of the directive 
(D2014/24/EU), transposed into Para. 116 
Chap 1 No. 1 GWB-draft, that the direc-
tive does not apply to public contracts for 
certain legal services such as arbitration 
and conciliation services; legal represen-
tation of a client by a lawyer within the 
meaning of Article 1 of Council Directive 
77/249/EEC in an arbitration or con-
ciliation held in a Member State, a third 
country or before an international arbitra-
tion or conciliation instance; or judicial 
proceedings before the courts, tribunals 
or public authorities of a Member State 
or a third country or before international 
courts, tribunals or institutions; legal 
advice given in preparation of any of the 
proceedings referred to in this point or 

where there is a tangible indication and 
high probability that the matter to which 
the advice relates will become the subject 
of such proceedings, provided that the 
advice is given by a lawyer within the 
meaning of Article 1 of Directive 77/249/
EEC; document certification and authen-
tication services which must be provided 
by notaries; legal services provided by 
trustees or appointed guardians or other 
legal services the providers of which are 
designated by a court or tribunal in the 
Member State concerned or are desig-
nated by law to carry out specific tasks 
under the supervision of such tribunals or 
courts; other legal services which in the 
Member State concerned are connected, 
even occasionally, with the exercise of 
official authority.

Other legal services contacts

For all other legal service contracts, 
there are newly introduced thresholds 
in the directives on public procurement 
(D2014/24/EU) and procurement by 
entities operating in the water, energy, 
transport and postal services sectors 
(D2014/25/EU). The threshold for legal 
service contracts is €1,000,000 for con-
tracting authorities in the water, energy, 
transport and postal services sectors 
and €750,000 for all other contracting 
authorities.

A simplified procedure of procurement 
is granted to the contracting authorities 
for legal service contracts in Para. 130 
Chap. 1 GWB-draft. There is a free choice 
between all procedures offered by the di-
rective such as open procedure, restricted 
procedure, competitive procedure with 
negotiation, competitive dialogue and 
innovation partnership. The procurement 
of legal service contracts is simplified 
further by Para. 130 Chap. 2 GWB-draft, 
wherein a contracting authority is permit-
ted to expand an existing contract if the 
contract value doesn’t increase by more 
than 20 %.

>>
Procurement law is to be 
 revised and modernized  
in order to increase the effici
ency of public spending.

<<
The reasons for implementing a simpli-
fied procurement procedure are stated 
in reason 116 of the directive on public 
procurement (D2014/24/EU). Certain 
legal services concern exclusively issues 
of purely national law and are therefore 
typically offered only by operators located 
in the Member State concerned and con-
sequently also have a limited cross-border 

dimension. They should therefore only 
be covered by the light regime, as from a 
threshold of €750,000. Large legal service 
contracts above that threshold can be of 
interest for various economic operators, 
such as international law firms, also on 
a cross-border basis, in particular where 
they involve legal issues arising from or 
having as its background Union or other 
international law or involving more than 
one country.

An increasing demand for social and 
specific services (including legal services) 
is the reason for creating greater flexibil-
ity for contracting authorities expanding 
existing contracts by changing Para. 130 
Chap. 2 GWB. The hitherto existing regu-
lation allows an expansion of existing 
contracts by 10%, and this is considered 
insufficient. The right to expand existing 
contracts by 20% gives the contracting 
authorities the necessary flexibility to 
meet the needs of the persons concerned 
(see reasons of statute for the moderniza-
tion of procurement law § 130 Chap. 2).

The position of the German Bar 
 Association

The German Bar Association (BRAK) com-
mended the draft bill of the statute for 
the modernization of procurement law 
because it transposes the directives –>
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almost literally. This leads to stability 
and clarity of the law and strengthens 
the common European market. The 
BRAK also favored the implementation 
of a simplified procurement procedure 
for legal service contracts. The BRAK 
criticized that not all but only certain 
legal services, as named in Para. 116 
Chap. 1 No. 1 GWB, are exempt of the 
necessity to tender. The procurement 
procedure of the GWB is applicable for 
all other legal services, although the 
simplified procedure of procurement 
provides an easement. It is the opinion 
of the BRAK that all legal services con-
tracts should be exempt from EU and 
national procurement law. Because of 
the very different legal systems that 
exist in the EU Member countries, legal 
service contracts were not relevant to 
the common European market because 
they were offered by very special-
ized providers in each country (BRAK 
response No. 23/2015, June 2015).

The limitation of the exemption on cer-
tain lawyer’s services ruled by the na-
tional legislative in Para. 116 Chap. 1 No. 
1 GWB is based on a misinterpretation 
of the reasons given by the EU legisla-
tive authority for implementing a sim-
plified procurement procedure and the 
setting of higher thresholds for service 
contracts. Art. 76 Chap. 1 D2014/24/EU 

is the legal foundation for the Member 
States for creating individual national 
procedures for social and specific 
services. Therefore it would be possible 
to exempt all legal services completely 
from EU procurement law. It remains 
to be seen if there will be a majority of 
the members of the Bundestag that 
will vote for a change of the draft bill of 
the statute and for a total exemption 
of legal services from procurement by 
tender.   <–
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